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Sendmai™ implements a general purpose interratemail routing &cility under the UNIX® oper
ating system.t is not tied to ay one transport protocol S its function may bediked to a crossbar switch,
relaying messages from one domain into anotherthe process, it can do a limited amount of message
header editing to put the message into a format that is appropriate for thengedemain. All of this is
done under the control of a contEguration Ele.

Due to the requirements of xiility for sendmail the conEguration (Ele can seemwbateunap-
proachable. Hwoever, there are only a fe basic conEgurations for most sites, for which standard conEgu-
ration Eles ka een supplied Most other conEgurations can bétlby adjusting an>asting conEgura-
tion Ele incrementally

Sendmailis based on RFC 821 (Simple Mailafisport Protocol), RFC 822 (Internet Mail Headers
Format), RFC 974 (MX routing), RFC 1123 (Internet Host Requirements), RFC 1413 (ldentiCEcation
sener), RFC 1652 (SMTP 8BITMIME Extension), RFC 1869 (SMTP Service Extensions), RFC 1870
(SMTP SIZE Extension), RFC 1891 (SMTP el Status NotiEcations), RFC 1892 (Multipart/Report),
RFC 1893 (Enhanced Mail System Status Codes), RFC 1894/diyeStatus NotiCEcations), RFC 1985
(SMTP Service Extension for Remote Message Queue Starting), RFC 2033 (Local Measagassion
Protocol), RFC 2034 (SMTP Service Extension for Returning Enhanced Error Codes), RFC 2045 (MIME),
RFC 2476 (Message Submission), RFC 2487 (SMTP Service Extension for Secure &MTPS), RFC
2554 (SMTP Service Extension for Authentication), RFC 2821 (Simple Mailsfer Protocol), RFC 2822
(Internet Messagedfmat), RFC 2852 (Deler By SMTP Service Extension), and RFC 2920 (SMTP-Ser
vice Extension for Command Pipeliningjfilowever, snce sendmailis designed to wrk in a wider verld,
in mary cases it can be conEguredxiceed these protocolg.hese cases are described herein.

Although sendmailis intended to run without the need for monitoring, it has a number of features
that may be used to monitor or adjust the operation under unusual circumstéhess. features are
described.

Section one describeswdo do abasicsendmailinstallation. Sectiortiwo explains the day-to-day
information you should kv to maintain your mail systemif you have a elatively normal site, these v
sections should contain €HEient information for you to instabndmailand leep it happ. Section three
has information rgarding the command line guments. Sectiofour describes some parameters that may

DISCLAIMER: This documentation is under modiCEcation.
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be safely tweadd. Sectio®ve mntains the nitty-gritty information about the con®guration ®l&is sec-
tion is for masochists and people who must write theiv con®guration ®le.Section six describes con®g-
uration that can be done at compile tinfdne appendies gie a lrief but detailed gplanation of a number
of features not described in the rest of the paper
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1. BASIC INSTALLATION

There are tw basic steps to installingendmail First, you hae to compile and install the binary
If sendmailhas already been ported to your operating system that should be sBeptsd, you must
build a run-time con®guration ®leThis is a ®le thasendmailreads when it starts up that describes the
mailers it knevs about, hey to parse addresses,Wdo rewrite the message headand the settings of
various options. Although the con®guration ®le can be quite comple con®guration can usually be
built using an M4-based con®guration languagessuming you hae the standardgendmaildistribu-
tion, seecf/READMEfor further information.

The remainder of this section will describe the installatioseofdmailassuming you can use one
of the &isting con®gurations and that the standard installation parameters are accefpliapbgh-
names and>amples are gen from the root of thesendmailsubtree, normallyusr/sic/ustsbin/send-
mail on 4.4BSD-based systems.

Continue with the néd section if you need/ant to compilesendmailyourself. Ifyou have a un-
ning binary already on your system, you should probably skip to section 1.2.

1.1. Compiling Sendmail

All sendmailsource is in theendmailsubdirectory To compile sendmail, ™cds into #end-
mail directory and type

./Build

This will leave the binary in an appropriately named subdirecteny., obj.BSD-0S.2.1.i3861t
works for multiple object grsions compiled out of the same directory

1.1.1. Tweaking the Build Invocation

You can gve parameters on thBuild command. Imrmost cases these are only used when
theobj.* directory is ®rst createdTo restart from scratch, use. These commands include:

-L libdirs
A list of directories to search for libraries.

-l incdirs
A list of directories to search for include ®les.

-E ervar=value
Set an evironment \ariable to an indicatedaluebefore compiling.

-C Createa rewobj.* tree before running.

-f siteconCEg
Read the indicated site con®guration ®IE.this parameter is not speci®eBuild
includes all of the ®les $BUILDTOOLS/Site/sitdoscim4 and $BUILD-
TOOLS/Site/siteonEg4, where $BJILDTOOLS is normally../devtoolsand $oscf is
the same name as used onabg* directory See belav for a description of the site
con®guration ®le.

-S Skip auto-con®guration.Build will avoid auto-detecting libraries if this is seall
libraries and map de®nitions must be speci®ed in the site con®guration ®le.

Most other parameters are passed to thale program; for details seesBUILD-
TOOLS/README

1.1.2. Creating a Site Configuration File

(This section is not yet completé&or now, see the ®le deools/README for details.)
See sendmail/README foravious compilation sags that can be set.
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1.1.3. Tweaking the Makefile

Sendmailsupports tw different formats for the local (on diskension of databases,
notably thealiasesdatabase. Aeast one of these should be de®ned if at all possible.

NDBM The “new DBM'' f ormat, aailable on nearly all systems around todayis
was the preferred format prior to 4.4BSDt allows such compbethings as
multiple databases and closing a currently open database.

NEWDB The Berkeley DB package. Ifyou hae tis, use it. It allows long records,
multiple open databases, real in-memory caching, and so fouh. can
de®ne this in conjunction witNDBM; if you do, old alias databases are read,
but when a ne database is created it will be in NEWDB formdats a nasty
hack, if you hse NEWDB, NDBM, and NIS de®ned, and if the alias ®le
name includes the substring ™/yg#gdmailwill create both ne and old \er
sions of the alias ®le during reewalias command. Thiss required because
the Sun NIS/YP system reads the DBktsion of the alias ®lelt's wgly as
sin, ut it works.

If neither of these are de®neskndmailreads the alias ®le into memory owvesy invocation.
This can be slo and should bewided. Thereare also seeral methods for remote database

access:
LDAP LightweightDirectory Access Protocol.

NIS Suns Network Information Services (formerly YP).
NISPLUS Surs NIS+ services.

NETINFO NeXT's NetInfo service.

HESIOD Hesiodservice (from Athena).

Other compilation *ags are set@onth and should be prede®ned for you unless you are porting
to a nev environment. Br more options segendmail/README

1.1.4. Compilation and installation

After making the local system con®guration describedrgbdou should be able to com-
pile and install the systenThe script ™BuildS is the best approach on most systems:

./Build
This will useunamé1l) to create a custom Me®le for your emironment.
If you are installing in the standard places, you should be able to install using
./Build install

This should install the binary in /usr/sbin and create links from /usr/leliases and
{usr/bin/mailq to /usr/sbin/sendmaiDn most systems it will also format and install man pages.
Notice: as of ersion 8.12sendmailwill no longer be installed set-usid root by deéult. If

you really vant to use the old method, you can specify it agetar

./Build install-set-useid

1.2. Configuration Files

Sendmailcannot operate without a con®guration ®I€he con®guration de®nes the mail
delivery mechanisms understood at this sitey o access them, o to forward email to remote
mail systems, and a number of tuning paramef€nis con®guration ®le is detailed in the laterpor
tion of this document.

The sendmailcon®guration can be daunting at ®r3the world is comple&, and the mail con-
®guration reeects thatThe distrilution includes an m4-based con®guration package that hides a lot
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of the complgity. Seecf/READMEfor details.

Our con®guration ®les are processedniyto facilitate local customization; the directarfy
of thesendmaildistribution directory contains the source ®lekhis directory contains geral sub-
directories:

cf Both site-dependent and site-independent descriptions of hbsese can be lit-
eral host names (e.g., 2wek.mc®) when the hosts aratgvays or more general
descriptions (such as 2generic-solaris2.mc® as a general description of an SMTP-
connected host running Solaris 2 Kiles endingmc (M4 Con®guratiorl) are
the input descriptions; the output is in the correspondih@®le. The general
structure of these ®les is described belo

domain Site-dependertibdomain descriptionsThese are tied to theay your oganiza-
tion wants to do addressindzor example,domain/CS.Berkeley.EDU.m4 is our
description for hosts in the CS.Bet&.EDU subdomain.These are referenced
using theDOMAIN m4 macro in themc ®le.

feature De®nition®f speci®c features that some particular host in your site might.w
These are referenced using tREATURE m4 macro. Anexample feature is
use_cw_®le (which tellsendmailto read an /etc/mail/local-host-names ®le on
startup to ®nd the set of local names).

hack Localhacks, referenced using ti&ACK m4 macro. Ty to avoid these. The
point of having them here is to makit clear that thg smell.

m4 Site-independemb4(1) include ®les that h& information common to all con®gu-
ration ®les. This can be thought of as a 2#include® directory

mailer De®nitionsof mailers, referenced using t&AILER m4 macro. Themailer types
that are knan in this distrilution are &x, local, smtp, uucp, and usendétor
example, to include support for the UUCP-based mailers, use @MAILER(uucp)®.

ostype De®nitionglescribing @rious operating systemeronments (such as the loca-
tion of support ®les).These are referenced using W&TYPEmM4 macro.

sh Shel®les used by then4 build process.You shouldnt haveto mess with these.

sitecon®g LocaUUCP connectiity information. This directory has been supplanted by the
mailertable feature; gnnew mn®gurations should use that feature to do UUCP
(and other) routingThe use of this directory is deprecated.

If you are in a & domain (e.g., a compg)y you will probably vant to create a cf/domain
®le for your domain.This consists primarily of relay de®nitions and features yantwnabled site-
wide: for kample, Berkley's domain de®nition de®nes relays for BitNET and UUCIhese are
speci®c to Berkley, and should be fully-quali®ed internet-style domain nametase check to
malke eertain thg are reasonable for your domain.

Subdomains at Beeley are also represented in the cf/domain directdfgr example, the
domain CS.Bertley.EDU is the Computer Science subdomain, EECS@&erkEDU is the Electri-
cal Engineering and Computer Sciences subdomain, and S2Kl&dfbU is the Sequoia 2000
subdomain. Wu will probably hae © add an entry to this directory to be appropriate for your
domain.

You will have © use or createmc ®les in thecf/cf subdirectory for your hostsThis is
detailed in the cf/README ®le.

1.3. Detailsof Installation Files
This subsection describes the ®les that compriseghdmaiinstallation.
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1.3.1. /usr/sbin/sendmail

The binary forsendmailis located in /usr/sbin It should be set-group-ID smmsp as
described in sendmail/SECURIT Yor security reasons, /, /usnd /usr/sbin should benmed

by root, mode 0755

1.3.2. /etc/mail/sendmail.cf

This is the main con®guration ®le fsendmaf. This is one of the ta non-library ®le
names compiled intsendmatt, the other is /etc/mail/submit.cf.

The con®guration ®le is normally created using the distidin ®les described abe. If
you have a mrticularly unusual system con®guration you may need to create a smgsiahv
The format of this ®le is detailed in later sections of this document.

1.3.3. /etc/mail/submit.cf

This is the con®guration ®le f@endmailwhen it is used for initial mail submission, in
which case it is also calledMail Submission Program(MSP) in contrast to' Mail Transfer
Agent” (MTA). Startingwith version 8.12sendmailuses one of tw different con®guration
®les based on its operation mode (or the ré option). For initial mail submission, i.e., if one
of the options-bm (default), —bs, or —t is speci®ed, submit.cf is used (i¥alable), for other
operations sendmail.cf is usedetails can be found isendmail/SECURITY submit.cf is
shipped with sendmail (in cf/cf/) and is installed byad#t If changes to the con®guration need
to be made, start with cf/cf/submit.mc and fallthe instruction in cf/README.

1.3.4. /usr/bin/newaliases
Thenewaliasescommand should just be a linkgendmail

rm f /usr/bin/newaliases
In s /usr/sbin/sendmail /usr/bin/maliases

This can be installed in what search path you prefer for your system.

1.3.5. /usr/bin/hoststat

The hoststat command should just be a link ®endmail in a fashion similar to
newaliases This command lists the status of the last mail transaction with all remote hosts.
The —v "ag will prevent the status display from being truncatdtfunctions only when the
HostStatusDirectory option is set.

1.3.6. /usr/bin/purgestat

This command is also a link sendmail It "ushes gpired (Timeout.hoststatus) informa-
tion that is stored in thielostStatusDirectory tree.

This is usually /usr/sbin on 4.4BSD andwvee systems; mansystems install it in /usr/lib| understand it is in /usr/ucblib on
System V Release 4.

2Some endors ship themwmed by bin; this creates a security hole that is not actually relageshdmail Other important di-
rectories that should taa restrictve avnerships and permissions are /bin, /usr/bin, /etc, /etc/mail, /usr/etc, /lib, and./ust/lib

SActually, the pathnamearies depending on the operating system; /etc/mail is the preferred dire®iarg older systems in-
stall it in /usr/lib/sendmail.cf, and I've dso seen it infusr/ucblib. If you want to mee tis ®le, add -D_RTH_SENDMAIL-
CF=\"/®le/name\" to the "ags passed to the C compN&ving this ®le is not recommended: other programs and scripts &hihis
location.

“The system libraries can reference other ®les; in partjcylstem library subroutines thaendmailcalls probably reference
letc/passwand/etc/resolvcont
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1.3.7. /var/spool/mqueue

The directorylvar/spool/mqueushould be created to hold the mail queiigis directory
should be mode 0700 and/ioed by root.

The actual path of this directory is de®ned by @eeueDirectory option of thesend-
mail.cf ®le. To use multiple queues, supply alve ending with an asteriskzor example,
Ivar/spool/mqueue/qdwill use all of the directories or symbolic links to directoriegibring
with “qd" in /var/spool/mqueuas queue directoriedDo not change the queue directory struc-
ture while sendmail is running.

If these directories a subdirectories or symbolic links to directories named, “aff ',
and “xf, then these will be used for the fdifent queue ®le typesThat is, the data ®les are
stored in the “dfsubdirectory the transcript ®les are stored in the' sdibdirectory and all oth-
ers are stored in the “gfubdirectory

If shared memory support is compiled sgndmailstores the \ailable diskspace in a
shared memory genent to mak the \alues readily \@ilable to all children without incurring
system gerhead. Inthis case, only the daemon updates the data; i.e., the sendmail daemon cre-
ates the shared memorygsgent and deletes it if it is terminatedio use this,sendmailmust
hase keen compiled with support for shared memory (-DSM_CONF_SHM) and the option
SharedMemoryKey must be set.Notice: do not use the sameykfor sendmailinvocations
with different queue directories or fdifent queue group declarationSccess to shared memory
is not controlled by locks, i.e., there is a race condition when data in the shared memory is
updated. Hwever, snce operation ofendmaildoes not rely on the data in the shared memory
this does not rgtively in"uence the belvior.

1.3.8. /var/spool/clientmqueue

The directory/var/spool/clientmqueushould be created to hold the mail queddis
directory should be mode 0770 andned by user smmsp, group smmsp.

The actual path of this directory is de®ned byGhesueDirectory option of thesubmit.cf
®le.

1.3.9. /var/spool/mqueue/.hoststat

This is a typical alue for theHostStatusDirectory option, containing one ®le per host
that this sendmail has chatted with recenttys normally a subdirectory ahqueue

1.3.10. /etc/mail/aliases*

The system aliases are held in &/etc/mail/aliasesample is gien in &endmail/aliases®
which includes some aliases whitlustbe de®ned:

cp sendmail/aliases /etc/mail/aliases
edit /etc/mail/aliases

You should tend this ®le with apaliases that are apropos to your system.

Normally sendmail looks at a databaseenmsion of the ®les, stored either in
3/etc/mail/aliases.dir® and #etc/mail/aliases.pag® or #/etc/mail/aliases.db® depending on which
database package you are usiiipe actual path of this ®le is de®ned in thiéasFile option of
thesendmail.c®le.

The permissions of the alias ®le and the databersions should be 0640 to peat local
denial of service attacks asptained in the top leel README in the sendmail distriltion. If
the permissions 0640 are used, be sure that only trusted users belong to the group assigned to
those ®les.Otherwise, ®les should noten be goup readable.
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1.3.11. /etc/rc or /etc/init.d/sendmail

It will be necessary to start up thendmaildaemon when your system rebootsis dae-
mon performs tw functions: it listens on the SMTP satkfor connections (to rec& mail
from a remote system) and it processes the queue periodically to insure that mail getddeli
when hosts come up.

If necessaryadd the follaving lines to &/etc/rc® (or #/etc/rc.local® as appropriate) in the
area where it is starting up the daemons on a BSD-base system, or on a Spsissd-¥ystem
in one of the startup ®les, typically &/etc/init.d/sendmail®:

if [ f/usr/shin/sendmail a f/etc/mail/sendmail.cf]; then
(cd Nar/spool/mqueue; rm f xf*)
/usr/shin/sendmail bd q30m &
echo n'sendmail' >/d&/console

®

The 2cd® and 2rm° commands insure that all transcript ®les le@n remued; extraneous
transcript ®les may be left around if the system goesnda the middle of processing a mes-
sage. Thdine that actually imokes sendmailhas two "ags: 2 bd® causes it to listen on the
SMTP port, and 2 g30m° causes it to run the queseyehalf hour

Some people use a more comxpdtartup script, remang zero length gf ®les and df ®les
for which there is no gf ®leFor example, see Figure 1 for axample of a comple script
which does this clean up.

1.3.12. /etc/mail/helpfile

This is the help ®le used by the SMHELP command. Ishould be copied from 2send-
mail/help®le®:

cp sendmail/help®le /etc/mail/help®le
The actual path of this ®le is de®ned in thelpFile option of thesendmail.c®le.

1.3.13. /etc/mail/statistics

If you wish to collect statistics about your mail ®af you should create the ®le
8/etc/mail/statistics®:

cp /dev/null /etc/mail/statistics
chmod 0600 /etc/mail/statistics

This ®le does not gm. It is printed with the program 2mailstats/mailstats.€he actual path
of this ®le is de®ned in thg option of thesendmail.c®le.

1.3.14. /usr/bin/mailq

If sendmailis invoked as dmailq? it will simulate the-bp "ag (i.e.,sendmailwill print
the contents of the mail queue; see W¢loThisshould be a link to /usr/shin/sendmail.

1.3.15. sendmail.pid

sendmailstores its current pid in the ®le specifed by tieFile option (de&ult is
_PATH_SENDMAILPID). sendmailusesTempFileMode (which defults to 0600) as the per
missions of that ®le to pvent local denial of service attacks aspkined in the top el
README in the sendmail distrition. If the ®le already xsts, then it might be necessary to
change the permissions accordinglg.,

chmod 0600 /ar/run/sendmail.pid
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#!/bin/sh
# remove zro length gf ®les
for gf®le in gf*

do
if [ r$gf ®le ]
then
if[! s$qf®le]
then
echo n" <zero: $qBle>" > /dev/console
rm f $gf ®le
®
®
done

# rename tf ®les to be qf if the gf does npise
for tf®le in tf*

do
gf®le="echo $t®le | seds/t/q/"
if [ r$tf ®le a! f$gf ®le]
then
echo n" <recwering: $tf®le>" > /dev/console
mv $ti®le $gfdle
else
if [ f$tf ®le]
then
echo n" <extra: $tfdle>" > /dev/console
rm f $tf ®le
®
®
done

# remove d ®les with no corresponding gf ®les
for di®le in df*

do
gf®le="echo $dble | seds/d/q/"
if [ r$df ®le a! f$qf ®le]
then
echo n " <incomplete: $dble>" > /des/console
mv $df®le "echo $d®le | sed $/d/D/"
®
done

# announce ®les that la been saed during disaster rea@ry
for xf®le in [A-Z]f*

do
if [ f$xf ®le]
then
echo n " <panic: $x®le>" > /dev/console
®
done

Figure 1 S A complex startup script
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1.3.16. Map Files

To prevent local denial of service attacks agkined in the top leel README in the
sendmail distribtion, the permissions of map ®les createdniglemapshould be 0640.The
use of 0640 implies that only trusted users belong to the group assigned to thosié (Rtese
®les already xist, then it might be necessary to change the permissions accardiggly

cd /etc/mail
chmod 0640 *.db *.pag *.dir

2. NORMAL OPERATIONS

2.1. The System Log

The system log is supported by thgsl@d(8) program. All messages fronsendmailare
logged under theOG_MAIL facility°.

211 Format
Each line in the system log consists of a timestamp, the name of the machine that gener
ated it (for logging from seral machines wer the local area netwk), the vord 2sendmail:®,
and a messafieMost messages are a sequenaeagfiiesvaluepairs.
The two most common lines are logged when a message is proceBsed®rst logs the

receipt of a message; there will beaetly one of these per messagome ®elds may be omit-
ted if they do not contain interesting informatiorfields are:

from Theervelope sender address.

size Thesize of the message in bytes.

class Thelass (i.e., numeric precedence) of the message.

pri Theinitial message priority (used for queue sorting).

nrcpts Thenumber of ewelope recipients for this message (after aliasing and for
warding).

msgid Themessage id of the message (from the header).

proto Theprotocol used to rece this message (e.g., ESMTP or UUCP)

daemon Thelaemon name from thH2aemonPortOptions setting.

relay Themachine from which it &s receied.

There is also one line logged per dely attempt (so there can bevel per message if deh
ery is deferred or there are multiple recipientsields are:

to A comma-separated list of the recipients to this mailer

ctladdr The controlling uset, that is, the name of the user whose credentials we use
for delivery.

delay Thetotal delay between the time this message wecaied and the current

delivery attempt.

xdelay Theamount of time needed in this deiy attempt (normally indicate d the
speed of the connection).

SExcept on Ultrix, which does not suppaatilities in the syslog.

5This format may ary slightly if your \endor has changed the syntax.
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mailer Thename of the mailer used to deli to this recipient.
relay Thename of the host that actually accepted (or rejected) this recipient.
dsn Theenhanced error code (RFC 2034)viéitable.
stat Thedelivery status.
Not all ®elds are present in all messages; f@mple, the relay is usually not listed for local
deliveries.
212 Levels

If you have syslgyd(8) or an equident installed, you will be able to do logginghere is
a lage amount of information that can be loggddhe log is arranged as a succession \odide
At the lovest level only extremely strange situations are loggeit. the highest leel, even the
most mundane and uninterestinger@s are recorded for posterithAs a @nvention, log levels
under ten are considered generally 2useful;® legdabae &4 are resered for deligging pur
poses. Leels from 11 64 are reserd for \erbose information that some sites mighiniv

A complete description of the logués is given in section 4.6.

2.2. Dumping State

You can asksendmaito log a dump of the open ®les and the connection cache by sending it a
SIGUSR1signal. Theesults are logged abG_DEBUG priority.

2.3. TheMail Queues

Mail messages may either be deled immediately or be held for later dediy. Held mes-
sages are placed into a holding directory called a mail queue.

A mail message may be queued for these reasons:

f Famail message is temporarily undeiable, it is queued and dedry is attempted laterlf the
message is addressed to multiple recipients, it is queued only for those recipients to whrom deli
ery is not immediately possible.

f Fthe SuperSafe option is set to true, all mail messages are queued windy dehttempted.

f Fthe DelveryMode option is set to queue-only or defa@r mail is queued, and no immediate
delivery is attempted.

f Fthe load serage becomes higher than treue of the Queuel A option and tReieueFactor
(q) option dvided by the dfierence in the current loadietage and th€ueuel A option plus
one is less than the priority of the message, messages are queued rather than immediately deli
ered.

f Qne or more addresses are neatlas gpensive and delivery is postponed until the requeue
run or one or more address are nearls held via mailer which uses the hold mailer "ag.

2.3.1. Queue Groupsand Queue Directories

There are one or more mail queu&ach mail queue belongs to a queue grolipere is
always a dedult queue group that is calledngueue' (which is where messages go byaidf
unless otherwise speci®ed)he directory or directories which comprise theadétf queue
group are speci®ed by the QueueDirectory optidhere are zero or more additional named
queue groups declared using @eommand in the con®guration ®le.

By default, a queued message is placed in the queue group associated with the ®rst recipi-
ent in the recipient listA recipient address is mapped to a queue group asviollEirst,if
there is a ruleset calledqueugroup’, and if this ruleset maps the address to a queue group
name, then that queue group is chos&hat is, the ajument for the ruleset is the recipient
address and the result should$#efollowed by the name of a queue grouptherwise, if the
mailer associated with the address speci®es a queue group, then that queue group is chosen.
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Otherwise, the dalilt queue group is chosen.

A message with multiple recipients will be split if féifent queue groups are chosen by
the mapping of recipients to queue groups.

When a message is placed in a queue group, and the queue group has more than one
queue, a queue is selected randomly

If a message with multiple recipients is placed into a queue group with' thyatibn
(maximum number of recipients per message) set to ayeositiue N, and if there are more
thanN recipients in the message, then the message will be split into multiple messages, each of
which hare & mostN recipients.

Notice: if multiple queue groups are used b move queue ®les around, e.g., into a dif-
ferent queue directoryThis may hae weird efects and can cause mail not to be \agedd.
Queue ®les and directories should be treated as opaque and should not be manipulated directly

2.3.2. Queue Runs

sendmailhas tvo different ways to process the queue(§he ®rst one is to start queue
runners after certain inteads ("normal' queue runners), the second one isd¢efkqueue runner
processes around gersistent'queue runners)How to select either of these types is discussed
in the appendix COMMAND LINE FLAGS". Persistentqueue runners ka the adantage
that no ne processes need to be gpeed at certain inteals; the just sleep for a speci®ed time
after thgg ®nished a queue ruminother adantage of persistent queue runners is that only one
process belonging to aorkgroup (a verkgroup is a set of queue groups) collects the data for a
queue run and then multiple queue runner may go ahead using thalkiataan signi®cantly
reduce the disk 1/0O necessary to read the queue ®les compared to starting multiple queue run-
ners directly Their disadantage is that a mequeue run is only started after all queue runners
belonging to a group ®nished their taska. case one of the queue runners triesvdelito a
slow recipient site at the end of a queue run, thg gaeue run may be substantially delayed.
In general this should be smoothed out due to the distibof those sk jobs, havever, for
sites with small number of queue entries this might introduce noticable détageneral, per
sistent queue runners are only useful for sites with big queues.

2.3.3. Manual Intervention

Under normal conditions the mail queue will be processed transpareéfaiyeve, you
may ®nd that manual inteemtion is sometimes necessaRpr example, if a major host is dm
for a period of time the queue may become cloggdthoughsendmailught to receer grace-
fully when the host comes up, you may ®nd performance unacceptably bad in the mebntime.
that case you ant to check the content of the queue and manipulate Xpéeiresd in the ne
two sections.

2.3.4. Printing the queue

The contents of the queue(s) can be printed usingntilg] command (or by specifying
the—bp "ag tosendmai:

mailq

This will produce a listing of the queue sd'the size of the message, the date the message
entered the queue, and the sender and recipifrebared memory support is compiled in, the
“ag-bP can be used to print the number of entries in the queue(s)dedoa process updates
the data.However, as explained earligrthe output might be slightly wrong, since access to the
shared memory is not loed. For example, 'unknovn number of entriesmight be shwn.

The internal counters are updated after each queue run to the caluecagin.
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2.3.5. Forcing the queue

Sendmaikhould run the queue automatically at inédsy Whenusing multiple queues, a
separate process will by @efit be created to run each of the queues unless the queue run is ini-
tiated by a user with theevbose "ag.The algorithm is to read and sort the queue, and then to
attempt to process all jobs in ord&hen it attempts to run the joendmail®rst checks to see
if the job is locled. Ifso, it ignores the job

There is no attempt to insure that only one queue procedsts at ag time, since there
is no guarantee that a job cannotetéidrever to process (haever, sendmaildoes include heuris-
tics to try to abort jobs that are taking absurd amounts of time; technibédlyiolates RFC
821, lut is blessed by RFC 1123Pue to the locking algorithm, it is impossible for one job to
freeze the entire queuddowever, an uncooperatie recipient host or a program recipient that
never returns can accumulate myaprocesses in your systenunfortunately there is no com-
pletely general @&y to sole this.

In some cases, you may ®nd that a major host goingp dor a couple of days may create
a prohibitively large queue.This will result insendmailspending an inordinate amount of time
sorting the queueThis situation can be @&d by meing the queue to a temporary place and
creating a n@ queue. Theold queue can be run later when thiedling host returns to service.

To do this, it is acceptable to nae the entire queue directory:

cd Nar/spool
mv mqueue omqueue; mkdir mqueue; chmod 0700 mqueue

You should then kill the xisting daemon (since it will still be processing in the old queue direc-
tory) and create a medaemon.

To run the old mail queue, issue the fallag command:
/usr/sbin/sendmail C /etc/mail/queue.cf q

The -C "ag speci®es an alternate con®guration @leue.cf which should refer to the maed
queue directory

O QueueDirectory=/ar/spool/omqueue

and the—-q "ag says to just runvery job in the queueYou can also specify the mred queue
directory on the command line

/usr/sbin/sendmail oQ/ar/spool/omqueue q

but this requires that you do notyeaqueue groups in the con®guration ®le, because those are
not subdirectories of the med directory. See the section about "Queue Group Declaration" for
details; you most ligly need a dferent con®guration ®le to correctly deal with this problem.
However, a poper con®guration of queue groups shouldid ®lling up queue directories, so
you shouldrt run into this problem.f you have a €ndeng towad voyeurism, you can use the

-v "ag to vatch what is going on.

When the queue is ®nally emptied, you can regrtbe directory:
rmdir /var/spool/omqueue

2.4. Disk Based Connection Information

Sendmaiktores a lage amount of information about each remote system it has connected to
in memory It is possible to preseevome of this information on disk as well, by using HstSta-
tusDirectory option, so that it may be shared betweererse invocations ofsendmail This allovs
mail to be queued immediately or skipped during a queue run if there has been aarkgennf
connecting to a remote machine.

Additionally enablingSingleThreadDelivery has the added fetct of single-threading mail
delivery to a destination.This can be quite helpful if the remote machine is running an SMTP
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sener that is easily werloaded or cannot accept more than a single connection at a timearb
cause some messages to be punted to a future queuk aiso applies t@ll hosts, so setting this
because you lva me machine on site that runs some safthat is easilywerrun can cause mail

to other hosts to be si@d davn. If this option is set, you probablyant to set thé/linQueueAge
option as well and run the queuwsrly frequently; this vay jobs that are skipped because another
sendmailis talking to the same host will be triedasg quickly rather than being delayed for a long
time.

The disk based host information is stored in a subdirectory ahtheue directory called

hoststat’. Remaving this directory and its subdirectories has decéfsimilar to thepurgestat
command and is completely safelowever, purgestat only remwes expired (Timeout.hoststatus)
data. Theinformation in these directories can be perused withhtiststatcommand, which will
indicate the host name, the last access, and the status of that &ecasterisk in the left most col-
umn indicates that sendmaiprocess currently has the host ledikor mail delvery.

The disk based connection information is treated the saageassmemory based connection
information for the purpose of timeoutBy default, information about hosailures is alid for 30
minutes. Thisgan be adjusted with thEmeout.hoststatus option.

The connection information stored on disk may kpired at ag time with thepurgestat
command or by woking sendmail with the-bH switch. Theconnection information may be
viewed with thehoststacommand or by woking sendmail with the-bh switch.

2.5. The Service Switch

The implementation of certain system services such as host and user name lookup is con-
trolled by the service switchlf the host operating system supports such a switch, and sendmail
knows about itsendmailwill use the natie vesion. Ultrix, Solaris, and DEC OSF/1 argamnples

of such systenfs

If the underlying operating system does not support a service switch (e.g., SunOS 4.X, HP-
UX, BSD) thensendmailwill provide a stub implementatiorilhe ServiceSwitchFile option points
to the name of a ®le that has the service de®nitidtech line has the name of a service and the
possible implementations of that servi¢er example, the ®le:

hosts dn®les nis
aliases ®lesis

will ask sendmailto look for hosts in the Domain Name System ®ikthe requested host name is
not found, it tries local ®les, and if thatilf it tries NIS. Similarly, when looking for aliases it will
try the local ®les ®rst follwed by NIS.

Notice: sincesendmailmust access MX records for correct operation, it will use DNS if it is
con®gured in th&erviceSwitchFile ®le. Hencean entry lile

hosts ®legins
will not avoid DNS lookups een if a host can be found in /etc/hosts.

Service switches are not completely greged. Br example, despite thea€t that the host
entry listed in the ah@ example speci®es to look in NIS, on SunOS thaiwhappen because the
system implementation gighostbynamé3) doesrt understand this.

"This is the usualalue of theHostStatusDirectory option; it can, of course, go yamhere you lile in your ®lesystem.

8HP-UX 10 has service switch suppomit lsince the APIs are apparently nagitable in the librariesendmaildoes not use the
native rvice switch in this release.
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2.6. The Alias Database

After recipient addresses are read from the SMTP connection or command linarethe
parsed by ruleset 0, which must resoly a {mailer, host addres$ triple. If the "ags selected by
the mailer include theA (aliasable) "ag, thaddresspart of the triple is lookd up as thedy (.e.,
the left hand side) into the alias databaleéhere is a match, the address is deleted from the send
gueue and all addresses on the right hand side of the alias are added in place of the alas that w
found. Thisis a recursie geration, so aliases found in the right hand side of the alias are similarly
expanded.

The alias databasexists in two forms. Oneis a tet form, maintained in the ®le
/etc/mail/aliases.The aliases are of the form

name: namel, name2, ...
Only local names may be aliased; e.g.,
eric@prep.ai.MITEDU: eric@CS.Beridey.EDU

will not have the desired éct (except on prep.ai.MIITEDU, and thg probably dont want me§.
Aliases may be continued by startingyaontinuation lines with a space or a tab or by putting a
backslash directly before thewlge. Blanklines and lines lnning with a sharp sign (3#°) are
comments.

The second form is processed by tibbm(3)!° or the Berleley DB library. This form is in
the ®le/etc/mail/aliases.difif using NEWDB) or/etc/mail/aliases.diland/etc/mail/aliases.pa (if
using NDBM). This is the form thasendmailactually uses to resadvdiases. Thistechnique is
used to impree performance.

The control of search order is actually set by the service swliskentiallythe entry
O AliasFile=switch:aliases

is aways added as the ®rst alias entry; also, the ®rst alias ®le name without a class (e.g., without
anis:° on the front) will be used as the name of the ®le f@las" entry in the aliases switch-or
example, if the con®guration ®le contains

O AliasFile=/etc/mail/aliases
and the service switch contains
aliases ni®les nisplus

then aliases will ®rst be searched in the NIS database, then in /etc/mail/aliases, then in the NIS+
database.

You can also usaliS-based alias ®lesi-or example, the speci®cation:

O AliasFile=/etc/mail/aliases
O AliasFile=nis:mail.aliases@mmyjis.domain

will ®rst search the /etc/mail/aliases ®le and then the map named 2mail.aliaseshiis domain®.
Warning: if you huild your avn NIS-based alias ®les, be sure topde the-l ag tomaledbn{8)

to map upper case letters in theykto lower case; otherwise, aliases with upper case letters in their
names wn't match incoming addresses.

Additional "ags can be added after the colkactly like aK line S for example:
O AliasFile=nis: N mail.aliases@mmpis.domain
will search the appropriate NIS map angals include null bytes in theelg Also:

°Actually, any mailer that has the\” mailer “ag set will permit aliasing; this is normally limited to the local mailer
®The gdbmpackage does notask.
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O AliasFile=nis: f mail.aliases@myis.domain
will prevent sendmail from dencasing the &y before the alias lookup.

2.6.1. Rebuilding the alias database

The hashor dbmversion of the database may be u#tbexplicitly by executing the com-
mand

newdiases
This is equialent to gving sendmaithe -bi "ag:
{usr/sbin/sendmail bi

If you hare multiple aliases databases speci®ed, th¢ ag relilds all the database
types it understands (fokample, it can relild NDBM databasesut not NIS databases).

2.6.2. Potential problems

There are a number of problems that can occur with the alias dataltiesyeall result
from a sendmailprocess accessing the DBMrgion while it is only partially tlt. This can
happen under tovdrcumstances: One process accesses the database while another process is
retuilding it, or the process raiding the database dies (due to being killed or a system crash)
before completing the rebd.

Sendmail has three techniques to try to velibese problemsFirst, it ignores interrupts
while reluilding the database; thisa@ds the problem of someone aborting the procesdnga
partially reluilt database Second, it locks the database source ®le during thelde® b ut that
may not vork over NFS or if the ®le is unwritableThird, at the end of the ralid it adds an
alias of the form

@ @
(which is not normally lgd). Beforesendmailwill access the database, it checks to insure that
this entry aists'™.

2.6.3. List owners

If an error occurs on sending to a certain addressx&aefidmailwill look for an alias
of the form 2avnerx® to receve te errors.This is typically useful for a mailing list where the
submitter of the list has no controlen the maintenance of the list itself; in this case the list
maintainer vould be the wner of the list.For example:

unix-wizards: eric@ucbarpa, wnj@monet, nosuchuser
sam@matisse

ownerunix-wizards: unix-wizards-request

unix-wizards-request: eric@ucbarpa

would cause 2eric@ucbarpa® to get the error that will occur when someone sends to unix-wiz-
ards due to the inclusion of 2nosuchuser® on the list.

List owners also cause thewetope sender address to be modi®ddhe contents of the
owner alias are used if thgoint to a single useotherwise the name of the alias itself is used.
For this reason, and to opénternet comentions, the awner® address normally points at the
a-request® address; this causes messages to go out with the typical Intesgretoronf using
“list-request'as the return address.

HUThe AliasWait option is required in the con®guration for this action to ac@inis should normally be speci®ed.
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2.7. User Information Database

This option is deprecated, use virtusertable and genericstable insteacplaised in
cf/README If you hare a vesion ofsendmailith the user information database compiled in, and
you hare geci®ed one or more databases usingUhaption, the databases will be searched for a
usermaildrop entry If found, the mail will be sent to the speci®ed address.

2.8. Per-User Forwarding (.forward Files)

As an alternatie © the alias database,yauser may put a ®le with the name 2.fang® in his
or her home directorylif this ®le «ists,sendmailredirects mail for that user to the list of addresses
listed in the .forard ®le. Note that aliases are fullikpanded before forard ®les are referenced.
For example, if the home directory for user 2mckusick® has a dah@le with contents:

mckusick@ernie
kirk@calder

then aly mail arriving for @mckusick® will be redirected to the speci®ed accounts.

Actually, the con®guration ®le de®nes a sequence of ®lenames to cBgcllefault, this is
the users forward ®le, lut can be de®ned to be more generally using-threvar dPath option. If
you change this, you will va o inform your user base of the change; .famvis pretty well incor
porated into the colleste sibconscious.

2.9. Special Header Lines
Several header lines wva gecial interpretations de®ned by the con®guration @hers

have interpretations tilt into sendmailthat cannot be changed without changing the cddese
built-ins are described here.

2.9.1. ErrorsTo:

If errors occur agwhere during processing, this header will cause error messages to go to
the listed addressedhis is intended for mailing lists.

The Errors-©: header s created in the bad old days when UUCP digmierstand the
distinction between an edope and a header; thisag a hack to pxade what should ne be
passed as the wtope sender addresst should go way. It is anly used if theUseErrorsTo
option is set.

The Errors-0: header is @cially deprecated and will gonay in a future release.

2.9.2. Apparently-To:

RFC 822 requires at least one recipient ®elt,(Tc:, or Bec: line) invery messagelf a
message comes in with no recipients listed in the messagedghdmailwill adjust the header
based on the 2NoRecipientAction® optiddne of the possible actions is to add/Apparently-
To:° header line for anrecipients it is ware of.

The Apparently-©: header is non-standard and is both deprecated and strongly -discour
aged.

2.9.3. Precedence

The Precedence: header can be used as a crude control of message piwegks the
sort order in the queue and can be con®gured to change the message @hesut vherece-
dence of a message also control® ldelivery status noti®cations (DSNs) are processed for that
message.
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2.10. IDENT Protocol Support

Sendmaikupports the IDENT protocol as de®ned in RFC 1418te that the RFC states a
client should wit at least 30 seconds for a respon$he de&ult Timeout.ident is 5 seconds as
mary sites hae alopted the practice of dropping IDENT querihis has lead to delays process-
ing mail. Although this enhances identi®cation of the author of an email message by daiaty a °
back' to the originating system to include thevreer of a particular TCP connection in the audit
trail it is in no sense perfect; a determinedyércan easily spoof the IDENT protocdlhe follow-
ing description isxecerpted from RFC 1413:

6. SecurityConsiderations

The information returned by this protocol is at most as tirsty as the host preiding it OR

the oganization operating the hosEor example, a PC in an open lab haw i€ any controls

on it to preent a user from hang this protocol return anidenti®er the user ants. Lile-

wise, if the host has been compromised the information returned may be completely erro-
neous and misleading.

The Identi®cation Protocol is not intended as an authorization or access control prétocol.
best, it preides some additional auditing information with respect to TCP connecthins.
worst, it can preide misleading, incorrect, or maliciously incorrect information.

The use of the information returned by this protocol for other than auditing is strongly dis-
couraged. Speci®callysing Identi®cation Protocol information to neakccess control deci-

sions - either as the primary method (i.e., no other checks) or as an adjunct to other methods
may result in a weaning of normal host security

An Identi®cation serer may rgeal information about users, entities, objects or processes
which might normally be considered yate. Anldenti®cation sergr provides service which

is a rough analog of the CallerID servicesvied by some phone companies and ynain

the same pviecy considerations and guments that apply to the CallerID service apply to
Identi®cation. Ifyou wouldn't run a "®nger" semr due to psiacy considerations you may
not want to run this protocol.

In some cases your system may notkvproperly with IDENT support due to adpin the TCP/IP
implementation. Theymptoms will be that for some hosts the SMTP connection will be closed
almost immediately If this is true or if you do not ant to use IDEN;Tyou should set the IDENT
timeout to zero; this will disable the IDENT protocol.

3. ARGUMENTS

The complete list of guments tesendmails described in detail in Appendix ASome important
arguments are described here.

3.1. Queue Interval

The amount of time between forking a process to run through the queue is de®neetdpy the
“ag. Ifyou run with delvery mode set ta or b this can be relatély large, since it will only be rel-
evant when a host thatas devn comes back uplf you run ing mode it should be relatly short,
since it de®nes the maximum amount of time that a message may sit in the (Beai@lso the
MinQueueAge option.)

RFC 1123 section 5.3.1.1 says that tratug should be at least 30 minutes (although that
probably doesit'make £nse if you use queue-only'mode).

Notice: the meaning of the intetvtime depends on whether normal queue runners or persis-
tent queue runners are usdebr the formerit is the time between subsequent starts of a queue run.
For the latterit is the time sendmail aits after a persistent queue runner has ®nishedoitk te
start the net one. Hence for persistent queue runners this irtestiould be ery low, typically no
more than tw minutes.
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3.2. Daemon Mode

If you allow incoming mail @er an IPC connection, you should\ea éemon running.This
should be set by youetc/rc ®le using the-bd "ag. The-bd "ag and the-q "ag may be combined
in one call:

{usr/sbin/sendmail bd gq30m

An alternatve gproach is to imoke sndmail frominetd8) (use the-bs Am "ags to ask
sendmail to speak SMTP on its standard input and output and to runAgs NIfis works and
allows you to wrapsendmailin a TCP wrapper programybmay be a bit slger since the con®gu-
ration ®le has to be re-read ovesy message that comes itf.you do this, you still need to tia a
sendmaikunning to “ush the queue:

lusr/sbin/sendmail q30m

3.3. Forcing the Queue

In some cases you may ®nd that the queue has gotten clogged for some Yeaswmm force
a queue run using theqg "ag (with no alue). ltis entertaining to use thev "ag (\erbose) when
this is done to atch what happens:

{usr/sbin/sendmail q v

You can also limit the jobs to those with a particular queue identi@eipient, senderor
gueue group using one of the queue modi®Exs.example, 2 qRberlley® restricts the queue run
to jobs that hee te string 2berdey® somavhere in one of the recipient address&milarly,
a gSstring® limits the run to particular senders, 2 glstring® limits it to particular queue identi®ers,
and 2 qGstring® limits it to a particular queue grouphe named queue group will be ruree if it
is set to hee O unners. ¥u may also place dnbefore thd or R or S to indicate that jobs are lim-
ited to not including a particular queue identi®xcipient or senderFor example, 2 q!Rseattle®
limits the queue run to jobs that do novéahe string 2seattle® sombere in one of the recipient
addresses. Shoulbu need to terminate the queue jobs currentlwadten a SIGTERM to the
parent of the process (or processes) will cleanly stop the jobs.

3.4. Debugging

There are adirly large number of daly "ags hilt into sendmail Each debg ag has a cat-
egory and a leel. Higherlevels increase the V&l of delugging actiity; in most cases, this means
to print out more informationThe cowention is that lgels greater than nine are 2abstira., the
print out so much information that youowldn't normally want to see themxeept for dehgging
that particular piece of code.

You shouldnever run a production sendmail servin delng mode. Marny of the delng "ags
will result in delug output being sentver the SMTP channelThis will confuse may mail pro-
grams. Havever, for testing purposes, it can be useful when sending mail manually via telnet to the
port you are using while dagging.

A dehug catgory is either an intger, like 42, or a name, lik ANSI. You can specify a range
of numeric debg catgories using the syntax 17-4Xou can specify a set of named dgbcate-
gories using a glob pattern &llm_trace_*°. Apresent, only 2° and @2re supported in these
glob patterns.

Delug "ags are set using thd option; the syntax is:
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dehug-"ag: -d delug-list
delug-list: delug-option [, debg-option ]*
dehug-option: debg-catgories [ . debg-level ]

delug-catgories: intger | intger integer | catgory-pattern
catgory-pattern:  [a-zA-Z_*?][a-zA-Z0-9_*?]*

delug-level: integer

where spaces are for reading ease.oRty example,
di2 Setcategory 12 to leel 1
d12.3 Setcategory 12 to leel 3
d3 17 Set cateyories 3 through 17 tovel 1
d317.4 Set catgyories 3 through 17 tovel 4
dANSI Set catggory ANSI to level 1

dsm_trace_*.3 Setll named catgories matching sm_trace_* tové 3

For a complete list of the \ailable delug "ags you will hee © look at the code and theRACE-
FLAGS ®le in the sendmail distriliion (they are too dynamic to déep this document up to date).
For a list of named dalg catgories in the sendmail binanyse

ident /usr/sbin/sendmail | grep Rep

3.5. Changing the Values of Options
Options can bew&rridden using the-o or —O command line "agsFor example,
lusr/sbin/sendmail oT2m

sets thel (timeout) option to tw minutes for this run only; the eqaent line using the long option
name is

{usr/sbin/sendmail -Omeout.queuereturn=2m

Some options hee fcurity implications. Sendmail allas you to set theseubrelinquishes
its set-usetD or set-group-ID permissions thereatfer

3.6. Trying a Different Configuration File
An alternatve mn®guration ®le can be speci®ed using #@& ag; for &kample,
/usr/sbin/sendmail Ctest.cf oQ/tmp/mqueue

uses the con®guration ®test.cfinstead of the defilt /etc/mail/sendmail.cflf the -C "ag has no
value it defwults tosendmail.cfn the current directory

Sendmaibives yp set-usetlD root permissions (if it has been installed set-UBeroot) when
you use this "ag, so it is common to use a publicly writable directory (such as /tmp) as the queue
directory (QueueDirectory or Q option) while testing.

3.7. Logging Traffic

Many SMTP implementations do not fully implement the protocBbr example, some per
sonal computer based SMTPs do not understand continuation lines in reply Thdss.can be
very hard to tracelf you suspect such a problem, you can se®idbgging using the X "ag. For
example,

2That is, it sets its &ctive Ud to the real uid; thus, if you areeeuting as root, as from rostaontab ®le or during system
startup the root permissions will still be honored.
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{usr/sbin/sendmail X /tmp/tradc bd
will log all traf®c in the ®le/tmp/traf®c.

This logs a lot of dataery quickly and shouldNEVER be used during normal operations.
After starting up such a daemon, force the errant implementation to send a message to your host.
All message tr&@c in and out osendmail including the incoming SMTP ti@E, will be logged in
this ®le.

3.8. Testing Confi guration Files

When you hild a con®guration table, you can do a certain amount of testing using the 2test
mode® ofsendmail For example, you could wvoke sendmailas:

sendmail bt Ctest.cf

which would read the con®guration ®le 2test.cf® and enter test madhis mode, you enter lines
of the form:

rwset address

whererwsetis the revriting set you vant to use andddressis an address to apply the set fest
mode shws you the steps it tek as it proceeds, ®nally shing you the address it ends up with.
You may use a comma separated list of rwsets for sequential application of rules to arFonput.
example:

3,1,21,4 monet:bollard

®rst applies ruleset three to the input 2monet:boflaRilleset one is then applied to the output of
ruleset three, folled similarly by rulesets twenty-one and four

If you need more detail, you can also use the 2d21° "ag to turn on mauggiel. fr
example,

sendmail bt d21.99

turns on an incredible amount of information; a singtedvaddress is probably going to print out
several pages wrth of information.

You should be varned that internaljysendmailapplies ruleset 3 to all addressés.test mode
you will have o do that manually For example, older grsions allaved you to use

0 bruce@broadcast.spieom
This version requires that you use:
3,0 bruce@broadcast.gorom

As of version 8.7, some other synémxare @ailable in test mode:

.D xvalue de®nesacrox to have the indicatedralue This is useful when delgging rules
that use th&& x syntax.

.Ccwalue addshe indicatedralueto classc.

=S ruleset dumps the contents of the indicated ruleset.

d debug-spec  iequivaent to the command-line "ag.
Version 8.9 introduced more features:

? dows a help message.
=M displaythe knavn mailers.
$m printthe value of macro m.

=C printthe contents of class c.
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/mx host returns the MX records for “host'.
/parse address parse address, returning thedue ofcrackaddr, and the parsed address.
/try mailer addr rewrite address into the form it will ke when presented to the indicated mailer

/try ags "ags set ags used by parsindhe "ags can be "H' for Header or "E' forJ&ope,
and 'S' for Sender or "R’ for RecipienThese can be combined, "HR' sets "ags
for header recipients.

/canon hostnaméry to canonify hostname.

/map mapnamesy
look up “ley in the indicated "‘mapname’'.

/quit quitaddress test mode.
3.9. Persistent Host Status Information

WhenHostStatusDirectory is enabled, information about the status of hosts is maintained on
disk and can thus be shared betweefeidint instantiations afendmail The status of the last con-
nection with each remote host may bemed with the command:

sendmail bh
This information may be "ushed with the command:
sendmail bH

Flushing the information pvents nev sendmailprocesses from loading itubdoes not preent
existing processes from using the status information thgtdheady hae.

4. TUNING

There are a number of con®guration parameters you nzay @ change, depending on the
requirements of your siteMost of these are set using an option in the con®guration Rieexample,
the line 20 Tmeout.queuereturn=5d° sets optiomidout.queuereturn® to thalue 35d° (®e days).

Most of these options ke gpropriate dedults for most sitesHowever, Stes haing very high
mail loads may ®nd thyeneed to tune them as appropriate for their mail Idacparticular stes eperi-
encing a lage number of small messages, snahwhich are deliered to mawg recipients, may ®nd
that theg need to adjust the parameters dealing with queue priorities.

All versions ofsendmailprior to 8.7 had single character option namas.of 8.7, options ha
long (multi-character namesilthough old short names are still accepted, most ogtions do not
have dort equvaents.

This section only describes the options you are moslylito want to tweak; read section 5 for
more details.

4.1. Timeouts

All time intervals are set using a scaled synt&or example, #.0m° represents ten minutes,
whereas 22h30m° represents md a half hours.The full set of scales is:

s conds
m minutes
h  bhours

d days

w  weeks

4.1.1. Queue interval

The agument to the-q "ag speci®es hw often a sub-daemon will run the queuEhis is
typically set to between ®fteen minutes and one .héfunot set, or set to zero, the queue will



Sendmail I nstallation and Operation Guide

SMM:08-27

not be run automaticallyRFC 1123 section 5.3.1.1 recommends that this be at least 30 minutes.
Should you need to terminate the queue jobs currentlyeabtn a SIGTERM to the parent of
the process (or processes) will cleanly stop the jobs.

4.1.2. Read timeouts

Timeouts all hee gotion names dmeoutsuboptiof. Mostof these control SMTP oper
ations. Therecognizedsuboptiors, their dedult values, and the minimumalues allaved by
RFC 2821 section 4.5.3.2 (or RFC 1123 section 5.3.2) are:

connect

iconnect

aconnect

initial

helo

mailt
rcptt

datainitt
datablockt”

data®nalt

rset
quit

misc

commandt”

ident”

Theime to wait for an SMTP connection to open (tennecf2) system call)
[0, unspeci®ed].If zero, uses thedtnel dedult. Inno case can this option
extend the timeout longer than therkel proides, lut it can shorten it.This
is to get aroundéenels that prade an absurdly long connection timeout (90
minutes in one case).

Thesame agonnectexcept it applies only to the initial attempt to connect to
a host for a gien message [0, unspeci®ed.he concept is that this should be
very short (a fev seconds); hosts that are well connected and respondl
thus be serviced immediateliosts that are slowill not hold up other del-
eries in the initial deliery attempt.

[Ounspeci®ed] The werall timeout wvaiting for all connection for a single
delivery attempt to succeedf 0, no overall limit is applied. This can be used
to restrict the total amount of time trying to connect to a long list of host that
could accept an e-mail for the recipiefithis timeout does not apply feall-
backM Xhost, i.e., if the time isxhausted, th&allbackM Xhost is tried net.

The wait for the initial 220 greeting message [5m, 5m].

Thewait for a reply from a HELO or EHLO command [5m, unspeci®ed].
This may require a host name lookup, se@®inutes is probably a reasonable
minimum.

Thewait for a reply from a MAIL command [10m, 5m].

Thewait for a reply from a RCPT command [1h, 5nfhis should be long
because it could be pointing at a list thatetala long time tox@and (see
below).

Thewait for a reply from a BTA command [5m, 2m].

Thewait for reading a data block (that is, the body of the messddjk).3m].
This should be long because it also applies to programs piping inpehde
mail which hare ro guarantee of promptness.

Thevait for a reply from the dot terminating a messaffgh, 10m]. If this is
shorter than the time actually needed for the veceéd deliver the message,
duplicates will be generated-his is discussed in RFC 1047.

Thewait for a reply from a RSET command [5m, unspeci®ed].
Thewait for a reply from a @IT command [2m, unspeci®ed].

Thewait for a reply from miscellaneousybshort) commands such as NOOP
(no-operation) and VERB (go int@kbose mode)[2m, unspeci®ed].

Insener SMTR the time to wvait for another commandlh, 5m].

Thetimeout waiting for a reply to an IDENT query [55 unspeci®ed).

¥0n some systems the deft is zero to turn the protocolf@htirely.
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Ihlo Thewait for a reply to an LMTP LHLO command [2m, unspeci®ed].

auth Thetimeout for a reply in an SMTPWH dialogue [10m, unspeci®ed].

starttls Thetimeout for a reply to an SMTP 8RTTLS command and the TLS hand-
shale [1h, unspeci®ed].

®leopen? Thdimeout for opening .forard and :include: ®les [60s, none].

control® Thetimeout for a complete control satkransaction to complete [2m, none].

hoststatus? He long status information about a host (e.g., hostnjowill be cached

before it is considered stale [30m, unspeci®ed].

resoherretrans® Theesolher's retransmission time inteaV (in seconds) ries]. Setdoth
Timeout.esolveretrans.®stand Timeout.esolveretrans.normal

resoherretrans.®rst3
The resoler's retransmission time inteaV (in seconds) for the ®rst attempt to
deliver a message [aries].

resoherretrans.normal’
The resoler's retransmission time inteal (in seconds) for all resay
lookups &cept the ®rst delery attempt [\aries].

resoherretry> The number of times to retransmit a resmivquery Sets both Time-
out.resolveretry.®rstandTimeout.esolveretry.normal[varies].

resoher.retry®rst?
The number of times to retransmit a resohquery for the ®rst attempt to
deliver a message [aries].

resoher.retrynormal3
The number of times to retransmit a resolguery for all resobr lookups
except the ®rst deliery attempt [\aries].

For compatibility with old con®guration ®les, if nguboptionis speci®ed, all the timeouts
marked with a dagger (?) are set to the indicatelde. Allbut those markd with a double dag-
ger (3) apply to client SMTP

For example, the lines:

O Timeout.command=25m
O Timeout.datablock=3h

sets the seer SMTP command timeout to 25 minutes and the input data block timeout to three
hours.

4.1.3. Message timeouts

After sitting in the queue for aviedays, an undelerable message will time oufhis is
to insure that at least the sendenisr@ of the inability to send a messadée timeout is typi-
cally set to ®e days. Itis sometimes considered eenient to also send aafning message if
the message is in the queue longer thamweahfrirs (assuming you normallyegood connec-
tivity; if your messages normally tookveeal hours to send you auldn't want to do this
because it wuldn't be an unusual gent). Thesdimeouts are set using ti@meout.queuere-
turn and Timeout.queuewar n options in the con®guration ®le (mieusly both were set using
theT option).

If the message is submitted using tW@TIFY SMTP extension, varning messages will
only be sent ifNOTIFY=DELAY is speci®ed.The queuereturn and quevsn timeouts can be
further quali®ed with a tag based on the Precedence: ®eld in the messggeushde one of
augent® (indicating a posité ron-zero precedence) 2normal® (indicating a zero precedence), or
anon-ugent® (indicating ngetive recedences). dF example, setting
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aTimeout.queuwarn.urgent=1h° sets theaxning timeout for ugent messages only to one hour
The dedwult if no precedence is indicated is to set the timeout for all precedefoesalue
"now" can be used for -Oiffieout.queuereturn to return entries immediately during a queue run,
e.g., to bounce messages independent of their time in the queue.

Since these options are global, and since you cannet &miori how long another host
outside your domain will be ém, a ®e day timeout is recommended:his allovs a recipient
to ®x the problem en if it occurs at the kgnning of a long weednd. RFC1123 section
5.3.1.1 says that this parameter should &ieléast 4 5 days!

The Timeout.queuewarn value can be piggybaekl on thel option by indicating a time
after which a varning message should be sent; the twieouts are separated by a slaslor
example, the line

OT5d/4h

causes email taafl after ®we days, lut a warning message will be sent after four houféis
should be lage enough that the message wiNédeen tried seeral times.

4.2. Forking During Queue Runs

By setting theForkEachJob (YY) option, sendmailwill fork before each indidual message
while running the queueThis option vas used with earlier releases toverg sendmaifrom con-
suming lage amounts of memaryit should no longer be necessary wigbndmail8.12. If the
ForkEachJob option is not setsendmailwill keep track of hosts that arevdo during a queue run,
which can impree performance dramatically

If the ForkEachJob option is setsendmailcannot use connection caching.

4.3. QueuePriorities

Every message is assigned a priority when it is ®rst instantiated, consisting of the message
size (in bytes) déet by the message class (which is determined from the Precedence: header) times
the awork class &ctor® and the number of recipients times tharRwecipient &ctor® The priority
is used to order the queuEligher numbers for the priority mean that the message will be processed
later when running the queue.

The message size is included so thajdanessages are penalized redatb snall messages.
The message class alls users to send 2high priority® messages by including a @Precedence:® ®eld
in their message; thalue of this ®eld is looéd up in theP lines of the con®guration ®leSince the
number of recipients fcts the amount of load a message presents to the system, this is also
included into the priority

The recipient and clasadtors can be set in the con®guration ®le usingRéepientFactor
(y) and ClassFactor (z) options respectely. They default to 30000 (for the recipienadtor) and
1800 (for the classattor). Thanitial priority is:

pri = msgsize- (classx ClassFactor) + (nrcpt x RecipientFactor)

(Rememberhigher \alues for this parameter actually mean that the job will be treated wigr lo
priority.)

The priority of a job can also be adjusted each time it is processed (that is, each time an
attempt is made to de#r it) using the 2ark time factor® et by theRetryFactor (Z) option. This
is added to the priorifyso it normally decreases the precedence of the job, on the grounds that jobs
that hare failed mary times will tend to &il again in the future.The RetryFactor option defults to
90000.
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4.4. Load Limiting

Sendmaiktan be askd to queue (it not delver) mail if the system loadvarage gets too high
using theQueuel A (x) option. Whenthe load serage &ceeds the alue of theQueuel A option,
the delvery mode is set tg (queue only) if theQueueFactor (q) option diided by the diierence
in the current loadwerage and th@ueuel A option plus one is less than the priority of the message
St hat is, the message is queudd if

QueueFactor
LA-QueuelL A +1

The QueueFactor option deéults to 600000, so each point of loagrage is verth 600000 priority
points (as described ai®).

For drastic cases, thRefuseL A (X) option de®nes a loadverage at whichsendmailwill
refuse to accept netwk connections.Locally generated mail, i.e., mail which is not submitted via
SMTP (including incoming UUCP mail), is still acceptddotice that the MSP submits mail to the
MTA via SMTR and hence mail will be queued in the client queue in such a ddmaefore it is
necessary to run the client mail queue periodically

pri >

4.5. Resource Limits

Sendmaihas seeral parameters to control resource usaBesides those mentionted in the
previous section, there are at lead¥laxDaemonChildren, ConnectionRateThrottle,
MaxQueueChildren, and MaxRunner sPerQueue. The latter tw limit the number ofsendmail
processes that operate on the quelieese are discussed in the secti@pueue Group Declara-
tion". The former two can be used to limit the number of incoming connectidrigeir appropriate
vaues depend on the host operating system and the &@rdevg., amount of memorin mary sit-
uations it might be useful to set limits to ypaet to hae o mary sendmailprocesses, heever,
these limits can be abed to mount a denial of service atta€kr example, ifMaxDaemonChil-
dren=10 then an attack needs to open only 10 SMTP sessions to theséeae them idle for
most of the time, and no more connections will be accepted.

4.6. Delivery Mode

There are a number of dedry modes thasendmailcan operate in, set by tieEliveryM ode
(d) con®guration option.These modes specify Wwoquickly mail will be delvered. Legyd modes
are:

i deliver interactvely (synchronously)
b  deliver in background (asynchronously)
g queue only (dort'deliver)

d defer delvery attempts (dor'deliver)

There are tradefsf. Mode?i® gives the sender the quiekt feedback, i may slev down some
mailers and is hardlyver necessary Mode 2b° deliers promptly lnut can cause lge numbers of
processes if you ke a nailer that taks a long time to delr a message. Mod#&g° minimizes the
load on your machine,ub means that deiéry may be delayed for up to the queue irabrMode
ad° is identical to mode 2gRaept that it also prxents lookups in maps including thB "ag from
working during the initial queue phase; it is intended falial on demand'sites where DNS
lookups might cost real moype Some simple error messages (e.g., host uwknduring the SMTP
protocol) will be delayed using this modklode 2b° is the usual daflt.

If you run in mode 2qg° (queue only), 2d° (defer), or @b°@el backgroundsendmailwill
not expand aliases and follo .forward ®les upon initial receipt of the mailhis speeds up the
response to RCPT commanddode 2i° should not be used by the SMTP aerv
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4.7. Log Level

The level of logging can be set f@endmail The defult using a standard con®guration table

is level 9. The levels are as follwss:

0

30

Minimal logging.
Serious systemdilures and potential security problems.
Lost communications (netwk problems) and protocchifures.

Other seriousdilures, malformed addresses, transient édfinclude errors, connection
timeouts.

Minor failures, out of date alias databases, connection rejections via check_ rulesets.
Message collection statistics.

Creation of error messages, VRFY and EXPN commands.

Delivery failures (host or user unkwa, etc.).

Successful delieries and alias database wdbs.

Messages being deferred (due to a host beiwg detc.).

Databasexpansion (alias, forard, and userdb lookups) and authentication information.
NISerrors and end of job processing.

Logsall SMTP connections.

Logbad user shells, ®les with improper permissions, and other questionable situations.
Logsrefused connections.

Logall incoming and outgoing SMTP commands.

Logsattempts to run lodd queue ®lesThese are not errorsubcan be useful to note if
your queue appears to be clogged.

Lostlocks (only if using lockf instead of “ock).

Additionally, values abee &1 are resered for extremely \erbose delgging output.No normal site
would ever set these.

4.8. FileModes

The modes used for ®les depend on what functionality yemt and the Mgl of security you

require. Inmary casessendmaildoes careful checking of the modes of ®les and directoriesoid a
accidental compromise; if youamt to mak it possible to hee goup-writable support ®les you
may need to use tHaontBlameSendmail option to turn dfsome of these checks.

4.8.1. Tosuid or not to suid?

Sendmails no longer installed set-usk to root. sendmail/SECURITY »xplains hav to
con®gure and instalendmailwithout set-usetD to root ut set-group-ID which is the dailt
con®guration starting with 8.12.

The daemon usually runs as root, unless other measures ane takthe point where
sendmailis about toexec(2) a mailerit checks to see if the userid is zero (root); if so, it resets
the userid and groupid to a deft (set by théJ= equate in the mailer line; if that is not set, the
DefaultUser option is used).This can be werridden by setting th& "ag to the mailer for mail-
ers that are trusted and must be called as tdotvever, this will cause mail processing to be
accounted (usinga(8)) to root rather than to the user sending the mail.

A middle ground is to set thRunAsUser option. Thiscausesendmailto become the
indicated user as soon as it has done the startup that requiresvibegesi(primarily opening
the SMTP soclet). If you useRunAsUser, the queue directory (normallyyar/spool/mqueue
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should be wned by that uselnd all ®les and databases (including userward ®les, alias
®les, :include: ®les, andk&ernal databases) must be readable by that #dso, since sendmail
will not be able to change st'ud, delivery to programs or ®les will be maell as unsafe, e.g.,
undelverable, in.forward, diases, and :include: ®lesAdministrators can werride this by set-
ting theDontBlameSendmail option to the settinglonRootSafeAddr. RunAsUser is proba-
bly best suited for ®reall con®gurations that doh'haveregular user logins.If the option is
used on a system which performs local i, then the local defery agent must he te
proper permissions (i.e., usually set-udrroot) since it will be imoked by the RunAsUser,
not by root.

4.8.2. Turning off security checks

Sendmailis very particular about the modes of ®les that it reads or wrkesexample,
by default it will refuse to read most ®les that are group writable on the grounds thatitie
have been tampered with by someone other than theeo; it will even refuse to read ®les in
group writable directoriesAlso, sendmail will refuse to create awneliases database in an
unsafe directory You can get around this by manually creating the database ®le as a trusted user
ahead of time and then rglling the aliases database witbwaliases.

If you arequite sure that your con®guration is safe and yantgendmailto avoid these
security checks, you can turnf @kertain checks using theontBlameSendmail option. This
option tales one or more names that disable chetksthe descriptions that follg aunsafe
directory® means a directory that is writable byare other than thenmer The \alues are:

Safe Nospecial handling.

AssumeSafeCivan
Assume that thehown system call is restricted to roogince some ersions of UNIX
permit rggular users to ge away their ®les to other users on some ®lesystexasd-
mail often cannot assume that agyi ®le was created by theamer, particularly when
it is in a writable directory You can set this ag if you kwothat ®le giveaway is
restricted on your system.

ClassFileInUnsafeDirdth
When reading class ®les (using fRdine in the con®guration ®le), alo®les that are
in unsafe directories.

DontWarnForwardFileInUnsafeDirBth
Prevent logging of unsafe directory pathamings for non-estent forvard ®les.

ErrorHeaderinUnsafeDidth
Allow the ®le named in thErrorHeader option to be in an unsafe directory

FileDeliveryToHardLink
Allow delivery to ®les that are hard links.

FileDeliveryToSymLink
Allow delivery to ®les that are symbolic links.

ForwardFileInGroupWritableDir&h
Allow .forward ®les in group writable directories.

ForwardFilelnUnsafeDirBth
Allow .forward ®les in unsafe directories.

ForwardFileInUnsafeDirBthSafe
Allow a.forward ®le that is in an unsafe directory to include references to program and
®les.

GroupReadable#yfile
Accept a group-readablek ®le for SIARTTLS.
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GroupReadableSASLDBFile
Accept a group-readable Cyrus SASL passiwle.

GroupWritableAliasFile
Allow group-writable alias ®les.

GroupWritableDirRthSafe
Change the de®nition of 2unsafe directory® to consider group-writable directories to be
safe. Wrld-writable directories arewalys unsafe.

GroupWritable®erwardFile
Allow group writable.forward ®les.

GroupWritablelrwardFileSafe
Accept group-writableforward ®les as safe for program and ®le dety.

GroupWritablelncludeFile
Allow group wriable:include: ®les.

GroupWritableIlncludeFileSafe
Accept group-writableinclude: ®les as safe for program and ®le dety.

GroupWritableSASLDBFile
Accept a group-writable Cyrus SASL passd ®le.

HelpFilelInUnsafeDirBth
Allow the ®le named in thElelpFile option to be in an unsafe directory

IncludeFileInGroupWritableDir&h
Allow :include: ®les in group writable directories.

IncludeFilelInUnsafeDirth
Allow :include: ®les in unsafe directories.

IncludeFilelnUnsafeDir&hSafe
Allow a:include: ®le that is in an unsafe directory to include references to program
and ®les.

Insuf®cientEntropy
Try to use SARTTLS even if the PRNG for OpenSSL is not properly seeded despite
the security problems.

LinkedAliasFileInWritableDir
Allow an dias ®le that is a link in a writable directory

LinkedClassFileInWritableDir
Allow class ®les that are links in writable directories.

LinkedForwardFileInWritableDir
Allow .forward ®les that are links in writable directories.

LinkedIncludeFileInWritableDir
Allow :include: ®les that are links in writable directories.

LinkedMapInWritableDir
Allow map ®les that are links in writable directoriebhis includes alias database ®les.

LinkedServiceSwitchFilelInWritableDir
Allow the service switch ®le to be a linkem if the directory is writable.

MaplnUnsafeDirRth
Allow maps (e.g.hash, btree, and dbm ®les) in unsafe directoriesThis includes alias
database ®les.

NonRootSafeAddr
Do not mark ®le and program dediies as unsafe if sendmail is not running with root



SMM:08-34 Sendmail I nstallation and Operation Guide

privileges.

RunPrograminUnsafeDig®h
Run programs that are in writable directories without loggingaing.

RunWritableProgram
Run programs that are group- oond-writable without logging a arning.

TrustStick/Bit
Allow group or world writable directories if the stigkbit is set on the directoryDo
not set this on systems which do not honor the stitlkon directories.

WorldWritableAliasFile
Accept world-writable alias ®les.

WorldWritableForward®le
Allow world writable.forward ®les.

WorldWritablelnclude®le
Allow world wriable:include: ®les.

WriteMapToHardLink
Allow writes to maps that are hard links.

WriteMapToSymLink
Allow writes to maps that are symbolic links.

WriteStatsDHardLink
Allow the status ®le to be a hard link.

WriteStatsBSymLink
Allow the status ®le to be a symbolic link.

4.9. Connection Caching

When processing the quewsendmail will try to keep the last f& open connections open to
avad startup and shuteln costs. This only applies to IPC connections.

When trying to open a connection the cache is ®rst seard¢had.open connection is found,
it is probed to see if it is still ag by sending aRSET command. ltis not an error if thisdils;
instead, the connection is closed and reopened.

Two parameters control the connection cachbe ConnectionCacheSize (k) option de®nes
the number of simultaneous open connections that will be permifti#ds set to zero, connections
will be closed as quickly as possibl&he deéult is one.This should be set as appropriate for your
system size; it will limit the amount of system resources dtramail will use during queue runs.
Never set this higher than 4.

The ConnectionCacheTimeout (K) option speci®es the maximum time thayaached con-
nection will be permitted to idleWhen the idle time»eeeds this alue the connection is closed.
This number should be small (under ten minutes) teepteyou from grabbing too mgmesources
from other hostsThe deéult is ®e mnutes.

4.10. Name Server Access

Control of host address lookups is set byhbsts service entry in your service switch ®IH.
you are on a system that haslbin service switch support (e.g., Ultrix, Solaris, or DEC OSF/1)
then your system is probably con®gured properly alre@thierwise,sendmail will consult the ®le
/etc/mail/service.switch, which should be createdSendmail only uses tw entries: hosts and
aliases, dthough system routines may use other services (notablyaisevd service for user name
lookups bygetpwname).
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However, some systems (such as SunOS 4.X) will do DNS lookugaakess of the setting
of the service switch entryin particular the system routingethostbyname(3) is used to look up
host names, and marvendor ‘ersions try some combination of DNS, NIS, and ®le lookup in
/etc/hosts without consulting a service switcBendmail makes no attempt to vk around this
problem, and the DNS lookup will be doneyasy. If you do not hee a mmeserer con®gured at
all, such as at a UUCP-only siendmail will get a 2connection refused® message when it tries to
connect to the name serv If the hosts switch entry has the service 2dns°® listed sghsee in the
list, sendmail will interpret this to mean a temporagilfire and will queue the mail for later pro-
cessing; otherwise, it ignores the name sedata.

The same technique is used to decide whether to do MX looktupeu want MX support,
you must have #Ins® listed as a service in thests switch entry

The Resolver Options (1) option allovs you to tweak name senvoptions. The command
line takes a series of "ags as documenteckinlver(3) (with the leading 2RES_° deletedjach
can be preceded by an optional “+' et "For example, the line

O ResolherOptions=+AZLNLY -DNSRCH

turns on the A®NLY (accept authoritate answers only) and turns fofthe DNSRCH (search the
domain path) optionsMost resoler libraries dedult DNSRCH, DEFRMES, and RECURSE
“ags on and all othersfoflf NETINET6 is enabled, most libraries deft to USE_INET6 as well.

You can also include @HaslidcardMX® to specify that there is a wildcard MX record matching
your domain; this turns b X matching when canonifying names, which can lead to inappropriate
canoni®cations. UséWorkAroundBrolenAAAA® when ficed with a brobn nameseer that
returns SERFAIL (a temporary &ilure) on T_AAAA (IPv6) lookups during hostname canoni®ca-
tion. Notice:it might be necessary to apply the same (or similar) optiogigbtuit.cf too.

Version level 1 con®gurations (see the section about Con®guratiensign Leel) turn
DNSRCH and DEFNMES off when doing deliery lookups, lot leave them on gerywhere else.
Version 8 ofsendmail ignores them when doing canoni®cation lookups (that is, when using $[ ...
$]), and alvays does the searchf you don't want to do automatic nametension, dort'call $[ ...
$].

The search rules for $[ ... $] are savhat diferent than usuallf the name being load up
has at least one dot, itnadys tries the unmodi®ed name ®rdt.that fails, it tries the reduced search
path, and lastly tries the unmodi®ed namat @nly for names without a dot, since names with a dot
have dready been tried)This allavs names such axtc.CS' to match the site in Czechostkia
rather than the site in your local Computer Science departniieatso prefers A and CAME
records wer MX records S that is, if it ®nds an MX record it mak note of it, bt keeps looking.
This way, if you hare a wildcard MX record matching your domain, it will not assume that all
names match.

To completely turn df all name serer access on systems without service switch support
(such as SunOS 4.X) you will Y& to recompile with DNAMED_BIND=0 and remwge Iresolv
from the list of libraries to be searched when linking.

4.11. Movingthe Per-User Forward Files

Some sites mount each usenbme directory from a local disk on theiovkstation, so that
local access isabt. Havever, the result is that .forard ®le lookups from a central mail senare
slow. In some cases, mail carven be celivered on machines inappropriately because of a ®le
sener being dan. Theperformance can be especially bad if you run the automounter

The ForwardPath (J) option allovs you to set a path of foasd ®les. For example, the con-
®g ®le line

O ForwardRath=Nhar/forward/$u:$z/.forvard. $w
would ®rst look for a ®le with the same name as the adegin in har/forward; if that is not found
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(or is inaccessible) the ®le.forwardmachinename’ i n the users home directory is searchedd
truly penerse site could also search by sender by usirtgs $or $f.

If you create a directory such asfforward, it should be mode 1777 (that is, the stibit
should be set)Users should create the ®les mode 06Méte that you must use thermwardFileln-
UnsafeDirRth and BrwardFilelnUnsafeDirBthSafe "ags with thBontBlameSendmail option to
allow forward ®les in a wrld writable directory This might also be used as a denial of service
attack (users could create faxd ®les for other users); a better approach might be to create
Ivar/forward mode 0755 and create empty ®les for each osmed by that usemode 0644. If
you do this, you domhaveto set the DontBlameSendmail options indicatedrabo

4.12. Free Space

On systems that ke me of the system calls in thaatfs(2) family (including statvfs and
ustat), you can specify a minimum number of free blocks on the queue ®lesystem usMinthe
FreeBlocks (b) option. If there are fever than the indicated number of blocks free on the ®lesystem
on which the queue is mounted the SMTP sewill reject mail with the 452 error codd.his
invites the SMTP client to try ain later

Beware of setting this option too high; it can cause rejection of email when that owdd w
be processed without @itulty.

4.13. Maximum M essage Size

To avoid over owing your system with a lge message, tHd axM essageSize option can be
set to set an absolute limit on the size of ane messageThis will be adertised in the ESMTP
dialogue and cheel during message collection.

4.14. Privacy Flags

The PrivacyOptions (p) option allavs you to set certainprivacy” —ags. Actually mary of
them dont give you ary extra privacy, rather just insisting that client SMTP sers use the HELO
command before using certain commands or addixiga eneaders to indicate possible spoof
attempts.

The option taks a series of “ag names; the ®nalgmy is the inclusve a of those "agsFor
example:

O PrivacyOptions=needmailhelo, ngen

insists that the HELO or EHLO command be used before a MAIL command is accepted and dis-
ables the EXPN command.

The "ags are detailed in section 5.6.

4.15. SendtoMeToo

Beginning with \ersion 8.10sendmail includes by defult the (emelope) sender in anlist
expansions. Br example, if 2matt® sends to a list that contains 2matt® as one of the members he
will get a copy of the messagelf the MeToo option is set t&FALSE (in the con®guration ®le or via
the command line), this beliar is changed, i.e., the (eslope) sender isxeluded in list &pan-
sions.

5. THE WHOLE SCOOP ON THE CONFIGURATION FILE
This section describes the con®guration ®le in detail.

There is one point that should be made clear immediately: the syntax of the con®guration ®le is
designed to be reasonably easy to parse, since this is dageime sendmail starts up, rather than
easy for a human to read or writ€he con®guration ®le should be generated via the method described
in cf/README, it should not be edited directly unless someoneaisiliar with the internals of the
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syntax described here and it is not possible to aehie desired result via the dedt method.

The con®guration ®le is genized as a series of lines, each of whicbite with a single charac-
ter de®ning the semantics for the rest of the linees bginning with a space or a tab are continuation
lines (although the semantics are not well de®ned inynptates). BlanKkines and lines tgnning
with a sharp symbol (‘'#') are comments.

5.1. Rand S — Rewriting Rules

The core of address parsing are theriting rules. These are an ordered production system.
Sendmail scans through the set ofanéting rules looking for a match on the left hand side (LHS) of
the rule. When a rule matches, the address is replaced by the right hand side (RHS) of the rule.

There are s@ral sets of reriting rules. Some of the nariting sets are used internally and
must h&e geci®c semanticsOther revriting sets do not hee peci®cally assigned semantics, and
may be referenced by the mailer de®nitions or by otheriting sets.

The syntax of these tncommands are:
Sn

Sets the current ruleset being collected.tdf you bein a ruleset more than once it appends to the
old de®nition.

RIhs rhs comments

The ®elds must be separated by at least one tab character; there may be embedded spaces in the
®elds. Thdhsis a pattern that is applied to the inpiftit matches, the input is weitten to therhs.
The comments are ignored.

Macro epansions of the forrix are performed when the con®guration ®le is reAditeral
$ can be included using$. Expansions of the forri&x are performed at run time using a some-
what less general algorithnThis is intended only for referencing internally de®ned macros such as
$h that are changed at runtime.

5.1.1. The left hand side

The left hand side of weiting rules contains a patternrNormal words are simply
matched directly Metasyntax is introduced using a dollar sigine metasymbols are:

$* Match zero or more tans
$+ Match one or more t@hns
$- Match «actly one tokn

$=x Match aiy phrase in clasz
$™x Match ay word not in clasx

If any of these match, tlyeare assigned to the symis for replacement on the right hand side,
wheren is the inde in the LHS. For example, if the LHS:

$:$+
is applied to the input:
UCBARPA:eric
the rule will match, and thealues passed to the RHS will be:
$1 UCBARPA
$2 eric

Additionally, the LHS can includ8@ to match zero tadns. Thids not bound to &n on
the RHS, and is normally only used when it stands alone in order to match the null input.
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5.1.2. The right hand side

When the left hand side of awsting rule matches, the input is deleted and replaced by
the right hand sideTokens are copied directly from the RHS unlessythegn with a dollar
sign. Metasymbolare:

$n Substitute inde®nite t@an from LHS
$[name$] Canonicalizename
$(map key $@arguments $:default $)
Generalized &yed mapping function
$>n acall° rulesen
$#mailer  Resole to mailer
$@host  Specifyhost
$ruser Specifyuser

The $n syntax substitutes the correspondiradue from ab+, $—, $*, $=, or $ match on
the LHS. It may be used amvhere.

A host name enclosed betwe®rand$] is looked up in the host database(s) and replaced

by the canonical nami& For example, 2$[ftp$]° might become 2ftp.CS.Baldyg. EDU° and
a$[[128.32.130.2]$]° wuld become @angogh.CS.Berdey.EDU? Sendmail recognizes its
numeric IP address without calling the name eeand replaces it with its canonical name.

The$( ... $) syntax is a more general form of lookup; it uses a named map instead of an
implicit map. If no lookup is found, the indicatedkfault is inserted; if no defult is speci®ed
and no lookup matches, thalwe is left unchangedThe arguments are passed to the map for
possible use.

The$>n syntax causes the remainder of the line to be substituted as usual and then passed
as the agument to rulesat. The ®nal alue of ruleseh then becomes the substitution for this
rule. The$> syntax e&pands eerything after the ruleset name to the end of the replacement
string and then passes that as the initial input to the rulBsstursie alls are allaved. For
example,

$>0 $>3 $1
expands $1, passes that to ruleset 3, and then passes the result of ruleset 3 to ruleset 0.

The $# syntax shoulanly be used in ruleset zero, a subroutine of ruleset zero, or rulesets
that return decisions (e.g., check rcpt)causes wuation of the ruleset to terminate immedi-
ately, and signals tesendmail that the address has completely resdlvThecomplete syntax for
ruleset O is:

$#tmailer $@host $:user

This speci®es the {mailehost, user} 3-tuple necessary to direct the mailéthe mailer is
local the host part may be omittéd The mailer must be a single ovd, ut thehost and user

may be multi-part.If the mailer is the lilt-in IPC mailer thehost may be a colon-separated list
of hosts that are searched in order for the ®mkinmg address f@ctly like MX records). The
user is later revritten by the mailespeci®c emelope ravriting set and assigned to tfie macro.

As a special case, if the mailer speci®ed hast@ ag speci®ed and the ®rst character of the
$: value is 2@°, the 2@° is stripped,aind a "ag is set in the address descriptor that causes
sendmail to not do ruleset 5 processing.

“This is actually completely equent to $(hoshostname$). In particular a$: default can be used.

5You may want to use it for special 2per usextemsions. Br example, in the address 3jgm+foo@CMU.EDU®; the 2+foo°
part is not part of the user name, and is passed to the local mailer for local use.
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Normally, a le that matches is retried, that is, the rule loops unililg.f ARHS may
also be preceded by%@ or a$: to change this bekir. A $@ pre®x causes the ruleset to
return with the remainder of the RHS as tldue. A$: pre®x causes the rule to terminate
immediately but the ruleset to continue; this can be usedvtadacontinued application of a
rule. Thepre®x is stripped before continuing.

The$@ and$: pre®xes may precede$®r spec; for gample:

R$+ $:$>7 $1
matches aything, passes that to ruleseva®g and continues; th®: is necessary tovaid an
in®nite loop.

Substitution occurs in the order described, that is, parameters from the LHS are substi-
tuted, hostnames are canonicalized, 2subroutines® are called, and$8né@, and $: are pro-
cessed.

5.1.3. Semanticsof rewriting rule sets

There are six rgriting sets that hae eci®c semanticsFive d these are related as
depicted by ®gure 1.

Ruleset three should turn the address into 2canonical®°farhis form should hee the
basic syntax:

local-part@host-domain-spec
Ruleset three is applied lsgndmail before doing aything with ary address.

If no 2@° sign is speci®ed, then the host-domain-smgde appended (box 2D° in Fig-
ure 1) from the sender address (if Beag is set in the mailer de®nition corresponding to the
sending mailer).

Ruleset zero is applied after ruleset three to addresses that are going to actually specify
recipients. Itmust resole to a{mailer, host, address} triple. Themailer must be de®ned in the
mailer de®nitions from the con®guration ®l&he host is de®ned into th&h macro for use in
the agv expansion of the speci®ed mailer

» 0 —» resoled address

addr—{ 3 D » 4 |—»msg
- 2 R

Figure 1 S Rewriting set semantics
D S s ender domain addition
S S mailer-speci®c sender vaiting
R S m ailer-speci®c recipient mriting
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Rulesets one and tware applied to all sender and recipient addresses reshectihey
are applied before girspeci®cation in the mailer de®nitionThey must never resole.

Ruleset four is applied to all addresses in the mesdage.typically used to translate
internal to eternal form.

In addition, ruleset 5 is applied to all local addresses (speci®t#lise that resob/to a
mailer with the "F=5' "ag set) that do notvhadiases. Thisallows a last minute hook for local
names.

5.1.4. Ruleset hooks

A few etra rulesets are de®ned as 2hooks® that can be de®ned to get special features.
They are all named rulesetsThe 2check *° forms all g¢ acept/reject statusalling off the
end or returning normally is an accept, and resolvirgftoror is a reject. Many of these can
also resole o the special mailer namg#discard; this accepts the message as though it were
successful bt then discards it without deéry. Note, this mailer cannot be chosen as a mailer
in ruleset 0.Note also that all 2check *° rulesetsvdd deal with temporarydilures, espe-
cially for map lookups, themsads, i.e., thg should return a temporary error code or at least
they should male a poper decision in those cases.

5.1.4.1. check_relay

The check relay ruleset is called after a connection is accepted by the daelnisn.
not called when sendmail is started using-tbgoption. Itis passed

client.host.name $| client.host.address

where $| is a metacharacter separating the farts. Thisruleset can reject connections
from various locations.Note that it only checks the connecting SMTP client IP address and
hostname. Itdoes not check for third party message relayihge check rcpt ruleset dis-
cussed belw usually does third party message relay checking.

5.1.4.2. check_mail
The check_mail ruleset is passed the user name parameter GENIT® MAIL com-
mand. Itcan accept or reject the address.
5.1.4.3. check_rcpt
The check_rcpt ruleset is passed the user name parameter ciNtT® RCPTcom-
mand. ltcan accept or reject the address.

5.1.4.4. check data

The check data ruleset is called after th@MTP DATA command, its parameter is the
number of recipientslt can accept or reject the command.

5.1.4.5. check_compat
Thecheck compat ruleset is passed
senderaddress $| recipient-address

where$| is a metacharacter separating the addredsesan accept or reject mail transfer
between these twaddresses much kkthe checkcompat() function.

5.1.4.6. check eoh
Thecheck eohruleset is passed
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numberof-headers $| size-of-headers

where$| is a metacharacter separating the numb@&rsese numbers can be used for size
comparisons with tharith map. Theruleset is triggered after all of the headergehiaeen
read. Itcan be used to correlate informaticatliered from those headers using rieer o
storage mapOne possible use is to check for a missing hedemrexample:

Kstorage macro
HMessage-Id: $>CheckMessageld

SCheckMessageld
# Record the presence of the header

R$* $: $(storage {MessageldCheck} $@ OK $) $1
R<$+ @ $+ > $@ OK

R$* $#error$: 553 Header Error
Scheck_eoh

# Check the macro

R$* $: < $&{MessageldCheck} >

# Clear the macro for the rRemessage

R$* $: $(storage {MessageldCheck} $) $1
# Has a Message-Id: header

R< $+ > $@ OK

# Allow missing Message-Id: from local mail

R$* $: < $&{client_name} >

R< > $@ OK

R< $=w > $@ OK

# Otherwise, reject the mail

R$* $#error$: 553 Header Error

Keep in mind the Message-Id: header is not a required header and is not a guaranteed spam
indicator This ruleset is anxample and should probably not be used in production.

5.1.4.7. check_etrn

The check _etrn ruleset is passed the parameter of SMTP ETRNcommand. lican
accept or reject the command.

5.1.4.8. check_expn

The check_expn ruleset is passed the user name parameter SNIT® EXPNcom-
mand. Itcan accept or reject the address.

5.1.4.9. check vrfy

The check _vrfy ruleset is passed the user name parameter c3NT@® VRFY com-
mand. Itcan accept or reject the command.

5.1.4.10. trust_auth

Thetrust_auth ruleset is passed thdJAH= parameter of théMTP MAIL command.
It is used to determine whether thislwe should be trusted. In order to radhis decision,
the ruleset may makuse of the arious${auth_*} macros. lIfthe ruleset does reselio the
aerror® mailer the WTH= parameter is not trusted and hence not passed on toxthelag



SMM:08-42 Sendmail I nstallation and Operation Guide

5.1.4.11. tls client

Thetls client ruleset is called when sendmail acts asesgditer a SARRTTLS com-
mand has been issued, and froneck mail. The parameter is thealue of{verify} and
STARTTLS or MAIL, respectiely. If the ruleset does reseo the 2error® mailerthe
appropriate error code is returned to the client.

5.1.4.12. tls server

Thetls server ruleset is called when sendmail acts as client afterARSTLS com-
mand (should) hae been issuedThe parameter is thealue of${verify}. If the ruleset does
resole to the @error® mailethe connection is aborted (treated as nonsdwlble with a per
manent or temporary error).

5.1.4.13. tls rept

The tls rcpt ruleset is called each time before a RCRDY dmmand is sent.The
parameter is the current recipieititthe ruleset does res@wo the 2error® mailethe RCPT
TO command is suppressed (treated as norv@alle with a permanent or temporary
error). Thisruleset allavs to require encryption orvi®cation of the recipierd' MTA even
if the mail is somehwe redirected to another hoskor example, sending mail ttuke@end-
mail.org may get redirected to a host namdshth.star and hence the tls_senvruleset
won't apply. By introducing per recipient restrictions such attacks (e.g., via DNS spoo®ng)
can be made impossibl&eecf/README how this ruleset can be used.

5.1.4.14. srv_features

Thesrv_features ruleset is called with the connecting clisrtbst name when a client
connects to sendmailThis ruleset should retur$ followed by a list of options (single
characters delimited by white spacdj.the return walue starts with aihing else it is
silently ignored. Generally upper case characters tufradeature while laver case charac-
ters turn it on.The option °S' causes the sernot to ofer STARTTLS. Thisis useful to
interact with MTAs/MUAs that hae hroken STARTTLS implementations by simply not
offering it. V' turns off the request for a client certi®cate during the TLS handshak
Option A and "P' suppress SMTPUWTH and PIPELINING, respecftly. The ruleset may
return “$#temp' to indicate that there is a temporary problem determining the correct fea-
tures, e.g., if a map is wmllable. Inthat case, the SMTP servissues a temporargifure
and does not accept email.

5.1.4.15. try_tls

Thetry tls ruleset is called when sendmail connects to anothek.MT the ruleset
does resole to the 2error® mailersendmail does not try IRTTLS even if it is dfered.
This is useful to interact with MSs that hae lroken SRARTTLS implementations by sim-
ply not using it.

5.1.4.16. authinfo

The authinfo ruleset is called when sendmail tries to authenticate to anoth&r MT
should returrs# followed by a list of tokns that are used for SMTRJAH. If the return
value starts with aything else it is silently ignoredEach tolen is a tagged string of the
form: "TDstring" (including the quotes), where

T Tag which describes the item
D Delimiter: "' simple text follows

'="' string is base64 encoded
string \alue of the item
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Valid values for the tag are:

U user (authorization) id

I authentication id

P passvord

R realm

M list of mechanisms delimited by spaces

If this ruleset is de®ned, the opti@efaultAuthinfo is ignored (gen if the ruleset does not
return a “useful’ result).

5.1.4.17. queuegroup

The queuegroup ruleset is used to map an address to a queue group tiast@uld
return $# followed by the name of a queue grodpthe return walue starts with arthing
else it is silently ignoredSee the section about Queue Groups and Queue Directories for
further information.

5.1.5. IPC mailers

Some special processing occurs if the ruleset zero essedvan IPC mailer (that is, a
mailer that has ?[IPC]° listed as thattP in theM con®guration line.The host name passed
after 23$@° has MX>@ansion performed if not deéring via a named soek; this looks the
name up in DNS to ®nd alternate dety sites.

The host name can also beded as a dotted quad or an IPv6 address in square brack-
ets; for @ample:

[128.32.149.78]
or
[IPv6:2002:c0a8:51d2::23f4]
This causes direct coersion of the numericalue to an IP host address.

The host name passed in after the 23$@° may also be a colon-separated list &dubsts.
is separately MX anded and the results are concatenated te i@@akentially) one long MX
list. Theintent here is to createak® MX records that are not published in DNS fowgig
internal netvarks.

As a ®nal special case, the host name can be passed irxastang in square braeks:
[uchvax.berlkeley.edu]

This form aoids the MX mapping.N.B.: Thisis intended only for situations where you have a
network fi rewall or other host that will do special processing for all your mail, so that your MX
record points to a gateway machine; this machine could then do direct delivery to machines
within your local domain. Use of this feature directly violates RFC 1123 section 5.3.5: it should
not be used lightly.

5.2. D — Define Macro

Macros are named with a single character or withoedvin {braces}. The names’x" and
“{x}' ' denote the same macro foveey single characterx'. Single character names may be
selected from the entire ASCII setithuserde®ned macros should be selected from the set of upper
case letters onlyLower case letters and special symbols are used interhalhyg names lggnning
with a lover case letter or a punctuation character are reddor use by sendmail, so uskEs®ned
long macro names shoulddie with an upper case letter

The syntax for macro de®nitions is:
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Dxval

wherex is the name of the macro (which may be a single character orcainvbraces) andal is
the \alue it should hae. There should be no spacesagi that do not actually belong in the macro
value.

Macros are interpolated using the constfixctwherex is the name of the macro to be inter
polated. Thisnterpolation is done when the con®guration ®le is readegt inM lines. Thespe-
cial construcB&x can be used iR lines to get deferred interpolation.

Conditionals can be speci®ed using the syntax:
$72x textl $| text2 $.

This interpolategextl if the macro$x is set and non-null, anxt2 otherwise. Thetelse® $|)
clause may be omitted.

The folloving macros are de®ned and/or used internallysdygimail for interpolation into

argv's for mailers or for other contes. Theones markd 2 are information passed into sendffail
the ones mawd 3 are information passed both in and out of sendmail, and the wthmaakros are
passed out of sendmailittare not otherwise used internalljhese macros are:

$a  Theorigination date in RFC 822 formathis is etracted from the Date: line.
$b  Thecurrent date in RFC 822 format.

$c  Thehop count.This is a count of the number of Raei: lines plus thealue of the-h com-
mand line "ag.
$d  Thecurrent date in UNIX (ctime) format.

$e2 (Obsoleteuse SmtpGreetingMessage option insteathe SMTP entry messagélhis is
printed out when SMTP starts ufphe ®rst vord must be th&j macro as speci®ed by RFC
821. Detults to 2$j Sendmail $v ready at $iommonly rede®ned to include the con®gu-
ration \ersion numbere.g., 3$j Sendmail $v/$Z ready at $h°

$f  Theervelope sender (from) address.

$g Thesender address releio the recipient.For example, if$f is 2f00°,$g will be 2host!foo®,
afoo@host.domain®, or whate is gopropriate for the receing mailer

$h  Therecipient host.This is set in ruleset 0 from the $@ ®eld of a parsed address.
$i  Thequeue id, e.g., 3344MXxp018717°.

$j2 The2of®cial® domain name for this sit&his is fully quali®ed if the full quali®cation can be
found. Itmust be rede®ned to be the fully quali®ed domain name if your system is not con-
®gured so that information can ®nd it automatically

$k  TheUUCP node name (from the uname system call).

$I2  (Obsoleteuse UnixFromLine option insteadJhe format of the UNIX from line.Unless
you hare changed the UNIX mailbox format, you should not change thauttefwhich is
aFrom $g $d°.

$m Thedomain part of thgethostname return \alue. Undemormal circumstance$j is equv-
alent to$w.$m.
$n2  Thename of the daemon (for error messag&sfaults to 2MAILER-DAEMON®.

$02 (Obsoleteuse OperatorChars option insteadfe set of 2operators® in addressAadist of
characters which will be considered ¢ols and which will separate &ks when doing pars-
ing. For example, if 2@° were in th& macro, then the input 2a@b®wd be scanned as

18As of version 8.6, all of these macros/eaeasonable dafilts. Preious \ersions required that thée de®ned.
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three tolens: 2&8,3@? and 2b° Defaults to 2.:@[]°, which is the minimum set necessary to
do RFC 822 parsing; a richer set of operators is 2.:%@!/[]°, which adds support for UUCP
the %-hack, and X.400 addresses.

$p Sendmaib process id.

$g? Dehult format of sender addresghe $g macro speci®es loan address should appear in a
message when it is deflted. Defults to 3<$g>°.It is commonly rede®ned to be 2$?x$x
<$g>3$|$g¥P. or Bgs?x ($x)¥, corresponding to the follang two formats:

Eric Allman <eric@CS.Berdey.EDU>
eric@CS.Berkley.EDU (Eric Allman)

Sendmail properly quotes names thatvieapecial characters if the ®rst form is used.

$r  Protocolused to recee the messageSet from the-p command line "ag or by the SMTP
sener code.

$s  Sendes host name.Set from the-p command line "ag or by the SMTP sarecode.
$t  Anumeric representation of the current time.

$u  Therecipient user

$v  Theversion number of theendmail binary.

$w? Thehostname of this siteThis is the root name of this hostulsee belw for caveats).
$x  Thefull name of the sender

$z  Thehome directory of the recipient.

$ Thevalidated sender addresSee als&{client_resolve}.

${addr_type}
The type of the address which is currently beingriteen. Thismacro contains up to three
characters, the ®rst is either e’ or "h' fovelope/header address, the second is a space, and
the third is either “s' or “r' for sender/recipient addreNstice: for header addresses no dis-
tinction is currently made between sender and recipient addresses, i.e., the macro contains
only “h'.

${alg_bits}
The maximum kylength (in bits) of the symmetric encryption algorithm used for a TLS con-
nection. Thisamay be less than thefeftive keylength, which is stored if{cipher_bits}, for
“export controlled'algorithms.

${auth_authen}
The clients authentication credentials as determined by authentication (only set if success-
ful). Theformat depends on the mechanism used, it might be just “user’, or "user@realm’, or
something similar (SMTP BTH only).

${auth_author}
The authorization identifyi.e. the AJTH= parameter of th&6MTP MAIL command if sup-
plied.

${auth_type}
The mechanism used for SMTP authentication (only set if successful).

${auth_ssf}
The keylength (in bits) of the symmetric encryption algorithm used for the security layer of a
SASL mechanism.

${bodytype}
The message body type (7BIT or 8BITMIME), as determined from thaogre.

${cert_issuer}
The DN (distinguished name) of the CA (certi®cate authority) that signed the presented
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certi®cate (the cert issuer) (8RTTLS only).

${cert_md5}
The MD5 hash of the presented certi®cateSTTLS only).

${cert_subject}
The DN of the presented certi®cate (called the cert subjecdRETLS only).

${cipher}
The cipher suite used for the connection, e.g., EDH-DSS-DES-CBC3-SHA, EDH-RSA-DES-
CBC-SHA, DES-CBC-MD5, DES-CBC3-SHA (BRTTLS only).

${cipher_bits}
The efective keylength (in bits) of the symmetric encryption algorithm used for a TLS con-
nection.

${client_addr}
The IP address of the SMTP clientPv6 addresses are tagged with "IPv6:" before the
address. De®neid the SMTP serr only

${client_name}
The host name of the SMTP clierthis may be the clierg'tracketed IP address in the form

not resohable, or if it is resolable lut the IP address of the resethostname doegmhatch
the original IP addresDe®ned in the SMTP seev only See alsd{client_resolve}.

${client_port}
The port number of the SMTP clierie®ned in the SMTP segv only

${client_resohe}
Holds the result of the res@all for ${client_name}. Possible alues are:

OK resohed successfully

FAIL permanentookup failure

FORGED forvard lookup doestmatch reerse lookup
TEMP temporaryookup failure

De®ned in the SMTP seev only sendmail performs a hostname lookup on the IP address of
the connecting clientNext the IP addresses of that hostname areddalp. If the client IP
address does not appear in that list, then the hostname is mayke. faiisis re ected as

the value FORGED fo#{client_resolve} and it also shes up in$_ as "(may be faged)".

${cn_issuer}
The CN (common name) of the CA that signed the presented certi®cARTEIS only).

${cn_subject}
The CN (common name) of the presented certi®catARITLS only).

${currHeader}
Header alue as quoted string (possibly truncatetVt&@XNAME). Thismacro is only aail-
able in header check rulesets.

${daemon_addr}
The IP address the daemon is listening on for connections.

${daemon_amily}
The netvork family if the daemon is accepting netik connections.Possible alues include
inet°, dinet6°, 3isa°, ns°, @x.25°

${daemon_"ags}
The "ags for the daemon as speci®ed by the Modi®er= parashonPortOptions whereby
the "ags are separated from each other by spaces, and upper case "ags areTdmihed.
Modi®er=Ea will be represented as "EE a'$fuiaemon_flags}, which is required for testing
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the "ags in rulesets.

${daemon_info}
Some information about a daemon as at tetring. For example, 2SMTP+queue-
ing@00:30:00°.

${daemon_name}
The name of the daemon frobeemonPortOptions Name= suboptionlf this suboption is
not set, "Daemon#", where # is the daemon nunibesed.

${daemon_port}
The port the daemon is accepting connection dnlessDaemonPortOptions is set, this
will most likely be 225°.
${deliveryMode}
The current deliery mode sendmail is usindt is initially set to the alue of theDelivery-
M ode option.
${envid}
The enelope id parameter (ENVID=) passed to sendmail as part of tretope.
${hdrlen}
The length of the headeale which is stored in ${currHeader} (before possible truncation).
If this value is greater than or equalNtAXNAM E the header has been truncated.
${hdr_name}
The name of the header ®eld for which the current header check ruleset has beefealled.

is useful for a defult header check ruleset to get the name of the header; the macro is only
available in header check rulesets.

${if_addr}
The IP address of the intade of an incoming connection unless it is in the loopback net.
IPv6 addresses are tagged with "IPv6:" before the address.
${if_addr_out}
The IP address of the intade of an outgoing connection unless it is in the loopback net.
IPv6 addresses are tagged with "IPv6:" before the address.
${if_f amily}
The IP fimily of the inter&ce of an incoming connection unless it is in the loopback net.
${if_family_out}
The IP fimily of the interace of an outgoing connection unless it is in the loopback net.
${if_name}
The hostname associated with the irstegf of an incoming connectiofThis macro can be
used for SmtpGreetingMessage and HRaetkfor virtual hosting.For example:

O StpGreetingMessage=$?{if _name}${if name}$|$j$. MT

${if_name_out}
The name of the inteate of an outgoing connection.

${load_avg}
The current loadwerage.

${mail_addr}
The address part of the resedivtriple of the addressvgn for the SMTP MAIL command.
De®ned in the SMTP seev only

${mail_host}
The host from the resadd triple of the addressvgh for theSMTP MAIL command. De®ned
in the SMTP serr only
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${mail_mailer}
The mailer from the resodd triple of the addresswgn for the SMTP MAIL command.
De®ned in the SMTP segv only

${msg_size}
The \alue of the SIZE= paramefére., usually the size of the message (in an ESMTP dia-
logue), before the message has been collected, thereafter the message size as computed by
sendmail (and can be used in check_compat).

${nrcpts}
The number of alidated recipients for a single messabjte: since recipientalidation hap-
pens aftecheck rcpt has been called, thele in this ruleset is one less than what might be
expected.

${ntries}
The number of delery attempts.

${opMode}
The current operation mode (from thie ag).

${queue_interal}
The queue run inteal given by the—q "ag. For example,—q30m would set${queue_inter-
val} to 200:30:00°.

${rcpt_addr}
The address part of the resadivtriple of the addresswgn for the SMTP RCPTcommand.
De®ned in the SMTP segv only after a RCPT command.

${rcpt_host}
The host from the resadd triple of the addressvgn for theSMTP RCPTcommand. De®ned
in the SMTP serer only after a RCPT command.

${rcpt_mailer}
The mailer from the resobd triple of the addresswgn for the SMTP RCPTcommand.
De®ned in the SMTP seev only after a RCPT command.

${serer_addr}
The address of the senvof the current outgoing SMTP connectidfror LMTP delivery the
macro is set to the name of the mailer

${sener_name}
The name of the sesv of the current outgoing SMTP or LMTP connection.

${tls_version}
The TLS/SSL ersion used for the connection, e.g., TLSvl, SSLv3, SSLv2; de®ned after
STARTTLS has been used.

${verify}
The result of the eri®cation of the presented cert; only de®ned aftehFSITTLS has been
used. Possiblealues are:
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OK veri®cation succeeded.

NO nocert presented.

NOT no cert requested.

FAIL cert presented it could not be eri®ed,
e.g., the signing CA is missing.

NONE STARTTLS has not been performed.

TEMP temporaryerror occurred.

PROTOCOL someprotocol error occurred.
SOFTWARE STARTTLS handsha failed,
which is a &tal error for this session,
the e-mail will be queued.

There are three types of dates that can be uFked$a and$b macros are in RFC 822 for
mat; $a is the time as»dracted from the 2Date:° line of the message (if there one), an@b is
the current date and time (used for postmarks)o 2Date:° line is found in the incoming message,
$a is set to the current time als@he $d macro is equident to the$b macro in UNIX (ctime) for
mat.

The macro$w, $j, and $m are set to the identity of this hostendmail tries to ®nd the fully
guali®ed name of the host if at all possible; it does this by cajktigpstname(2) to get the current
hostname and then passing thatidthostbyname(3) which is supposed to return the canoniea v

sion of that host namé.Assuming this is successf@dj is set to the fully quali®ed name afioh is
set to the domain part of the nameefgthing after the ®rst dot)The $w macro is set to the ®rst
word (everything before the ®rst dot) if you @ a bvd 5 or higher con®guration ®le; otherwise, it
is set to the samealue as$j. If the canoni®cation is not successful, it is impemthat the con®g

®le set$j to the fully quali®ed domain narte

The $f macro is the id of the sender as originally determined; when mailing to a speci®c host
the $g macro is set to the address of the semdetive to the recipient. For example, if | send to
apollard@matisse.CS.Bealey.EDU° from the machine &ngogh.CS.Berdey.EDU° the$f macro
will be 2eric® and th&g macro will be 2eric@angogh.CS.Berdey.EDU?°

The$x macro is set to the full name of the sendEtis can be determined inveeal ways. It
can be passed as agsamdmail. It can be de®ned in theAME ervironment \ariable. Thethird
choice is the alue of the 2Full-Name:° line in the header ifxises, and the fourth choice is the
comment ®eld of a 2From:° lindf all of these &il, and if the message is being originated locally
the full name is lookd up in theetc/passwd ®le.

When sending, th&h, $u, and $z macros get set to the host, ys#rd home directory (if
local) of the recipient.The ®rst tvwo are set from thé@ and$: part of the reriting rules, respec-
tively.

The $p and $t macros are used to create unique strings (e.g., for the @Message-1d:° ®eld).
The $i macro is set to the queue id on this host; if put into the timestamp line it cairdrmedy
useful for tracking message¥he$v macro is set to be thersion number afendmail; this is nor
mally put in timestamps and has beenvproextremely useful for dalgging.

The $c ®eld is set to the 2hop couthte., the number of times this message has been pro-
cessed. Thisan be determined by thdr "ag on the command line or by counting the timestamps
in the message.

The $r and$s ®elds are set to the protocol used to communicate ssittimail and the send-
ing hostname They can be set together using the command line "ag or separately using fé

For example, on some systergethostname might return 2oo° which ould be mapped to 2foo.besme bygethostbyname.
¥0lder wersions of sendmail didnpre-de®nesj at all, so up until 8.6, con®g ®lebways had to de®néj.
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or-oM "ags.
The$_is set to a alidated sender host namH.the sender is running an RFC 1413 compli-

ant IDENT serer and the receér has the IDENT protocol turned on, it will include the user name
on that host.

The ${client_name}, ${client_addr}, and ${client_port} macros are set to the name,
address, and port number of the SMTP client whovisking sendmail as a sersr. These can be
used in theheck * rulesets (using th&& deferred ealuation form, of course!).

5.3. C and F — Define Classes

Classes of phrases may be de®ned to match on the left hand sideitifigeules, where a
aphrase® is a sequence of characters that does not contain space ch&@ateasnple a class of
all local names for this site might be created so that attempts to send to oneself can be eliminated.
These can either be de®ned directly in the con®guration ®le or read in from anoth€&li&ises are
named as a single letter or and in {braces}. Class names l@ning with lover case letters and
special characters are resahfor system useClasses de®ned in con®g ®les may besginames
from the set of upper case letters for short names gintieg with an upper case letter for long
names.

The syntax is:

Ccphrasel phrase2...

Fcfile

Fc|program

Fc [ mapkey] @mapclass: mapspec
The ®rst form de®nes the clas$o match ay of the named wards. Ifphrasel or phrase2 is another
class, e.g.$=S the contents of clasSare added to class It is permissible to split them among
multiple lines; for @ample, the tw forms:

CHmonet ucbmonet
and

CHmonet
CHucbmonet

are equialent. The F" forms read the elements of the clasfsom the namedi le, program, or
map specifi cation. Each element should be listed on a separate Tioepecify an optional ®le, use
~ o' 'between the class name and the ®le name, e.g.,

Fc o /path/to/®le

If the ®le cant be used,sendmail will not complain lut silently ignore it. The map form should be
an optional mapdy, an & sign, and a map class folled by the speci®cation for that maxam-
ples include:

F{VirtHosts}@Idap: k (&(objectClass=virtHosts)(host=*)) v host
F{MyClass}foo@hash:/etc/mail/classes

will ®ll the class $={VirtHosts} from an LDAP map lookup ands={MyClass} from a hash
database map lookup of tfe. There is also auilt-in schema that can be accessed by only speci-

fying:
F{ClassName}@LDAP
This will tell sendmail to use the deflt schema:
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k (&(objectClass=sendmailMAClass)
(sendmailM'RClassName€lassName)
(I(sendmailMRACluster=${sendmailMACluster})

(sendmailMRHost=%j)))

v sendmailMTAClass\alue

Note that the lookup is only done when sendmail is initially started.

Elements of classes can be accessed in rules $sing $°. The $~ (match entries not in
class) only matches a singl®rd; multi-word entries in the class are ignored in this cdnte

Some classes ha internal meaning tsendmail
$=e containghe Content-fansferEncodings that can be-87 bit encoded.lIt is prede®ned to
contain a7bit°, 28bit°, and 2binary®.
$=k setto be the same &, that is, the UUCP node name.
$=m  setto the set of domains by which this host is\wnginitially just$m.

=n canbe set to the set of MIME body types that cavenbe aght to s@en hit encoded.lt
defaults to 2multipart/signed®Message types 2message/*® and 2multipart/*° aver ne
encoded directly Multipart messages arewalys handled recunsgly. The handling of
message/* messages are controlled by dass

$=q A set of Contentylpes that will neer be encoded as base64 (if theaveto be encoded,
they will be encoded as quoted-printabld).can hae pimary types (e.g., %¢) or full
types (such as %#plain®). Theclass is initialized to hee ext/plain® only

=s containghe set of subtypes of message that can be treated velyur&y default it con-
tains only 2rfc822°.0ther @message/*° types cannot be78bit encoded.If a message
containing eight bit data is sent to aveehbit host, and that message cannot be encoded
into seven hits, it will be stripped to 7 bits.

$=t setto the set of trusted users by theon®guration line.If you want to read trusted users
from a ®le, usd-t/fi le/name.

$=w setto be the set of all names this host iswndy. This can be used to match local host-
names.

$={persistentMacros}
set to the macrosauld should be s@d across queue runsCare should be tak when
adding macro names to this class.

Sendmail can be compiled to allwa scanf(3) string on thd- line. Thislets you do simplistic
parsing of t&t ®les. For example, to read all the user names in your sygettipasswd ®le into a
class, use

FL/etc/passwd %[":]
which readseery line up to the ®rst colon.

5.4. M — Define Mailer
Programs and inteates to mailers are de®ned in this liffdhe format is:
Mname, {fi eld=value}*

where name is the name of the mailer (used internally only) and the 2®eld=name® pairs de®ne
attributes of the mailerFields are:
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Pah Thepathname of the mailer

Flags Specialags for this mailer

Sender Reriting set(s) for sender addresses
Recipient Revriting set(s) for recipient addresses
recipients Maximummumber of recipients per connection
Argv Anargument ector to pass to this mailer

Eol Theend-of-line string for this mailer

Maxsize Themaximum message length to this mailer
maxmessages  Thmeaximum message dedries per connection
Linelimit Themaximum line length in the message body
Directory Theworking directory for the mailer

Userid Thedefault user and group id to run as

Nice Thenice(2) increment for the mailer

Charset Thelefault character set for 8-bit characters
Type Type information for DSN diagnostics

Wait Themaximum time to it for the mailer

Queugroup Thedefault queue group for the mailer
/ The root directory for the mailer

Only the ®rst character of the ®eld name is cleelcfit's case-sensite).

The followving "ags may be set in the mailer descriptidmy other "ags may be used freely
to conditionally assign headers to messages destined for particular miieys.markd with 2 are
not interpreted by theendmail binary; these are the ogemtionally used to correlate to the "ags
portion of theH line. Flagsmarked with 3 apply to the mailers for the sender address rather than
the usual recipient mailers.

a Run Extended SMTP (ESMTP) protocol (de®ned in RFCs 1869, 1652, and IH7i6).ag
defaults on if the SMTP greeting message includes trel RESMTP.

A Look up the user part of the address in the alias databeseally this is only set for local
mailers.

b  Force a blank line on the end of a messaf@s is intended to ark around some stupicew
sions of /bin/mail that require a blank linajtldo not preide it themseles. Itwould not nor
mally be used on netwk mail.

¢ Do notinclude comments in address&%is should only be used if youveat work around a
remote mailer that gets confused by commenikis strips addresses of the form 2Phrase
<address>° or 2address (Commentj?rdto just 2address®.

C3 If mail isreceived from a mailer with this "ag set, yaaddresses in the header that do naeha
an at sign (3@°) after beinganétten by ruleset three will va the @@domain® clause from
the sender erdlope address taekl on. This allavs mail with headers of the form:

From: usera@hosta
To: userb@hosth, userc

to be ravritten as:

From: usera@hosta
To: userb@hostb, userc@hosta

automatically Howeva, it doesnt really work reliably

d Do not include angle braels around route-address syntax addresBeis. is useful on mailers
that are going to pass addresses to a shell that might interpret angitdeackO redirection.
However, it does not protect agnst other shell metacharacterBherefore, passing addresses
to a shell should not be considered secure.
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D2
e

E
f

F2

M?2

P2

Thismailer wants a 2Date:° header line.

This mailer is gpensve  connect to, so try tovaid connecting normally; annecessary con-
nection will occur during a queue ruBee also optiorloldExpensive.

Escape lines lggnning with 2From® in the message with a *>' sign.

The mailer vants a-f from "ag, lut only if this is a netark forward operation (i.e., the mailer
will give a eror if the executing user does not & gecial permissions).

Thismailer wants a @From:° header line.

Normally, sendmail sends internally generated email (e.g., error messages) using the null
return address as required by RFC 11PRwever, some mailers dom'accept a null return
address. lhecessaryyou can set thg ag to preent sendmail from obeying the standards;

error messages will be sent as from the MAILEREMON (actually the \alue of the$n
macro).

Upper case should be presemvin host names (the $@ portion of the mailer triplet resolv
from ruleset 0) for this mailer

Do User Database waiting on ewvelope sender address.

This mailer will be speaking SMTP to anotlsendmail B as such it can use special protocol
features. Thisag should not be useda=pt for debgging purposes because it US#ERB as
SMTP command.

Do User Database weiting on recipients as well as senders.

Normally whensendmail connects to a host via SMT® checks to mad wure that this isn'
accidently the same host name as might happgemdinail is miscon®gured or if a long-haul
network interface is set in loopback mod&his "ag disables the loopback chedk should
only be used underevy unusual circumstances.

Currently unimplementedResered for chunking.
This mailer is local (i.e., ®nal dekry will be performed).

Limit the line lengths as speci®ed in RFC 82Zhis deprecated option should be replaced by
the L= mail declaration.For historic reasons, thie "ag also sets thg ag.

This mailer can send to multiple users on the same host in one trans&¢tien.a$u macro
occurs in theargv part of the mailer de®nition, that ®eld will be repeated as necessary for all
qualifying users.Remaing this "ag can defeat duplicate supression on a remote site as each
recipient is sent in a separate transaction.

This mailer wants a 2Message-1d:° header line.
Do not insert a UNIX-style 2From® line on the front of the message.

Always run as thewner of the recipient mailboxNormally sendmail runs as the sender for
locally generated mail or as @daemon® (actutidly user speci®ed in theoption) when deli-
ering netvork mail. The normal behaor is required by most local mailers, which will not
allow the ewelope sender address to be set unless the mailer is running as dadmnsomg is
ignored if theS "ag is set.

Use the route-addr stylewase-path in the SMTP 2aMAIL RBM:° command rather than just
the return address; although this is required in RFC 821 section 3y hosia do not process
reverse-paths properlyRevese-paths are @fially discouraged by RFC 1123.

Thismailer wants a 2Return#®h:° line.

When an address that resgdvto this mailer isari®ed (SMTP VRFY command), generate 250
responses instead of 252 responddss will imply that the address is local.

Same ad, but sends ar "ag.
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R  Open SMTP connections from a 2secure® pSegcure ports aren(secure, that is)xeept on
UNIX machines, so it is unclear that this addgthimg. sendmail must be running as root to
be able to use this "ag.

s  Srip quote characters (" and \¥ of the address before calling the mailer

S Don't reset the userid before calling the mail&his would be used in a securevennment
wheresendmail ran as root.This could be used toveid forged addressedf the U= ®eld is
also speci®ed, this "ag causes ttfedive wser id to be set to that user

u  Upper case should be presaihvin user names for this mailegtandards require presation
of case in the local part of addressesxept for those address for which your system accepts
responsibility RFC 2142 preides a long list of addresses which should be case insenditi
you use this "ag, you may be violating RFC 21Kte that postmaster isvedys treated as a
case insensite aldress rgardless of this "ag.

C

This mailer vants UUCP-style 2From° lines with the ugly @remote from <host>° on the end.

w  The user must ha a \alid account on this machine, i.getpwnam must succeedIf not, the
mail is bounced.See also thé/lailBoxDatabase option. Thisis required to get 2.foravd®
capability

x2 Thismailer wants a 2Full-Name:° header line.

X This mailer vants to use the hidden dot algorithm as speci®ed in RFC 821; basaoglline
beginning with a dot will hae an extra dot prepended (to be stripped at the other eflis
insures that lines in the message containing a dot will not terminate the message prematurely

z  Run Local Mail Tansfer Protocol (LMTP) betweesendmail and the local mailerThis is a
variant on SMTP de®ned in RFC 2033 that is speci®cally designed feedeto a local mail-
box.

Z Apply DialDelay (if set) to this mailer

0 Don't look up MX records for hosts sent via SMTP/LMTBo not apply FallbackM Xhost
either

Don't send null characters (\0") to this mailer

Don't use ESMTP een if offered; this is useful for brek systems that i&fr ESMTP loit fail
on EHLO (without receering when HELO is tried ne).

3  Extend the list of characters aanted to =XX notation when cemrrting to Quoted-Printable to
include those that donmap cleanly between ASCII and EBCDIQIseful if you hae IBM
mainframes on site.

5 If no diases are found for this address, pass the address through ruleset 5 for possible alternate
resolution. Thigs intended to forard the mail to an alternate degdiy spot.

Strip headers to sen hits.

Srip all output to seen bits. Thisis the defult if theL "ag is set.Note that clearing this
option is not sucient to get full eight bit data passed throsghdmail. If the7 option is set,
this is essentially alays set, since the eighth bitaw stripped on inputNote that this option
will only impact messages that ditihave8 - 7 bit MIME conversions performed.

8 If set, it is acceptable to send eight bit data to this mailer; the usual attempt to 7dbit8
MIME corversions will be bypassed.

9  If set, dolimited 7 - 8 bit MIME conversions. Theseorversions are limited to i/plain data.

Check addresses to see ifyHaegn 2:include:®; if thg do, corvert them to the #*include*®
mailer.

| Check addresses to see ifytmgn with a °['; if they do, corvert them to the 2prog® mailer
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| Check addresses to see ifytmgn with a */'; if they do, corvert them to the #*®le*® mailer
@ Look up addresses in the user database.

% Do not attempt deliery on initial recipient of a message or on queue runs unless the queued
message is selected using one of the -ql/-qgR/-gS queue run modi®ers or an ETRN request.

Con®guration ®les prior to &l 6 assume theA , "w', °5', ™', °|', °/, and "@' options on the
mailer named 2local®.

The mailer with the special name 2error® can be used to generate a userteri@ptional)
host ®eld is an»at status to be returned, and the user ®eld is a message to be pringedit sta-
tus may be numeric or one of thalwes USAE, NOUSER, NOHOSTUNAVAILABLE, SOFT
WARE, TEMPRIL, PROTOCOL, or CONFIG to return the corresponding EXit €ode, or an
enhanced error code as described in RFC 1B&t#nced Mail System Status Codes. For example,
the entry:

$#terror $@ NOHOST $: Host unkva in this domain

on the RHS of a rule will cause the speci®ed error to be generated and the 2HosnArkihata-
tus to be returned if the LHS matchekhis mailer is only functional in rulesets 0, 5, or one of the
check_* rulesets.

The mailer with the special name adiscard® causgsait sent to it to be discardeditoth-
erwise treated as though it were successfullyveleldl. Thismailer cannot be used in ruleset 0,
only in the arious address checking rulesets.

The mailer named 2locaffust be de®ned inwery con®guration ®le.This is used to deler
local mail, and is treated specially inveal ways. Additionally three other mailers named 2prog®,
a*@®le*°, and #*include*® may be de®ned to tune thedg}i of messages to programs, ®les, and
sinclude: lists respeatély. They default to:

Mprog, P=/bin/sh, F=IsoDq9, T=DNS/RFC822/X-Unix, A=sh c $u
M*®le*, P=[FILE], F=IsDFMPEouq9, T=DNS/RFC822/X-Unix, A=FILE $u
M*include*, P=/dev/null, F=su, A=INCLUDE $u

Builtin pathnames are [FILE] and [IPC], the former is used fovdslito ®les, the latter for
delivery via interprocess communicatiofror mailers that use [IPC] as pathname thguarent ec-
tor (A=) must start with TCP or FILE for dedry via a TCP or a Unix domain saetk If TCP is
used, the secondgarment must be the name of the host to conf@gtionally a third agument can
be used to specify a port, the alelt is smtp (port 25)If FILE is used, the secondgarment must
be the name of the Unix domain setk

If the agument ector does not contain $u theendmail will speak SMTP (or LMTP if the
mailer "ag z is speci®ed) to the mailer

If no Eol ®eld is de®ned, then the deft is "\r\n" for SMTP mailers and "\n" of others.

The Sender and Recipientamdting sets may either be a simple ruleset id or may loeide
separated by a slash; if so, the ®rstrigng set is applied to e@elope addresses and the second is
applied to headersSetting ag value to zero disables corresponding masleeci®c revriting.

The Directory is actually a colon-separated path of directories. té¢-dryexample, the de®ni-
tion @aD=%$z:/° ®rst tries toxecute in the recipierd'home directory; if that is nowailable, it tries to
execute in the root of the ®lesystenThis is intended to be used only on the 2prog® mailece
some shells (such ash) refuse to recute if they cannot read the current director§ince the queue
directory is not normally readable by unjiléged userssh scripts as recipients caailf

The Userid speci®es the @eft user and group id to run asjewiding the DefaultUser
option (g.v). If theSmailer “ag is also speci®ed, this user and group will be set adekavefud
and gid for the processThis may be gien as user:group to set both the user and group id; either
may be an intger or a symbolic name to be laakup in thepasswd andgroup ®les respectiely. If
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only a symbolic user name is speci®ed, the group id irpdbevd ®le for that user is used as the
group id.

The Charset ®eld is used when eetting a message to MIME; this is the character set used
in the Content-Jpe: headerlf this is not set, th®efaultCharset option is used, and if that is not
set, the galue 2unknan-8bit® is used WARNING: this ®eld applies to the sendertailer, not the
recipients mailer. For example, if the evelope sender address lists an address on the locabmetw
and the recipient is on amternal netwrk, the character set will be set from the Charset= ®eld for
the local netwrk mailer not that of the eternal netvark mailer

The Type= ®eld sets the type information used in MIME error messages as de®ned by RFC
1894. ltis actually three alues separated by slashes: theAMylpe (that is, the description of Wwo
hosts are named), the address type (the description of e-mail addresses), and the diagnostic type (the
description of error diagnostic codegach of these must be ayigtered @alue or bgin with 28X °.
The deéult is 2dns/rfc822/smtp°.

The m= ®eld speci®es the maximum number of messages to attemptviw dela sngle
SMTP or LMTP connectionThe deéult is in®nite.

The r= ®eld speci®es the maximum number of recipients to attempt te@rdelia sngle
ervelope. ltdefaults to 100.

The /= ®eld speci®es a weroot directory for the mailerThe path is macroxpanded and
then passed to the 2chroot® system cHitle root directory is changed before the Directory ®eld is
consulted or the uid is changed.

The Wait= ®eld speci®es the maximum time taitvfor the mailer to return after sending all
data to it. This applies to mailers thatveleen forled bysendmail.

The Queugroup= ®eld speci®es the defit queue group in which regedl mail should be
gueued. Thigan be werridden by other means agpdained in section Queue Groups and Queue
Directories".

5.5. H — Define Header

The format of the header lines tlsahdmail inserts into the message are de®ned byHhe
line. Thesyntax of this line is one of the follang:

Hhname: htemplate
H[?mflags?]hname: htemplate

H[?${macro}?]hname: htemplate

Continuation lines in this spec are re ected directly into the outgoing mesBEag&template is
macro-&panded before insertion into the messalfjehe mflags (surrounded by question marks)

are speci®ed, at least one of the speci®ed "ags must be stated in the mailer de®nition for this header
to be automatically outputlf a ${macro} (surrounded by question marks) is speci®ed, the header

will be automatically output if the macro is séthe macro may be set usingyaof the normal

methods, including using theacro storage map in a rulesef. one of these headers is in the input

it is re ected to the outputgardless of these "ags or macrddotice: If a${macro} is used to set a

header then it is useful to add that macro to cl&sspersistentMacros} which consists of the

macros that should bev&al across queue runs.

Some headers ta pecial semantics that will be described later

A secondary syntax ales validation of headers as there being read.To enable \alidation,
use:

HHeader: $>Ruleset
HHeader: $>+Ruleset

The indicatedRuleset is called for the speci®e#leader, and can returr#error to reject the
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message of#discard to discard the message (as with the otthexck_* rulesets). Theuleset
receves the header ®eld-body asgament, i.e., not the header ®eld-name; see also ${hdr_name}
and ${currHeader}.The header is treated as a structured ®eld, thakisintparentheses is deleted
before processing, unless the second fr is used. Note: only one ruleset can be associated
with a headersendmail will silently ignore multiple entries.

For example, the con®guration lines:
HMessage-Id: $>CheckMessageld

SCheckMessageld
R<$+ @ $+> $@ K
R$* $#error$: lllegd Message-Id header
would refuse ayp message that had a Message-1d: headenobfaine folloving forms:

Message-Id: <>

Message-ld: somexe

Message-Id: <lgd tex@domain> gtra crud
A default ruleset that is called for headers which tbavea geci®c ruleset de®ned for them can
be speci®ed by:

H*: $>Ruleset
or
H*: $>+Ruleset

5.6. O — Set Option

There are a number of global options that can be set from a con®guratio®f@lens are
represented by full ards; some are also representable as single characters for back compatibility
The syntax of this line is:

O option=value

This sets optiomption to bevalue. Note that therenust be a space between the letter "O' and the
name of the optionAn older \ersion is:

Oovalue

where the optio is a single characteDepending on the optionalue may be a string, an irger,
a boolean (with lgd values 2t°, aT°, af°, or 2F°; the aldt is TRJE), or a time interal.

All ®lenames used in options should be absolute paths, i.e., starting witRelatve ®le-
names most likly cause surprises during operation (unless otherwise noted).

The options supported (with the old, one character names iretspeke:

AliasFile=spec, spec, ...
[A] Specify possible alias ®le(s)Eachspec should be in the formatclass: info"
whereclass: is optional and deiults to “implicit''. Note thatinfo is required for
all classes ecept @dap®.For the @ldap® class, ifhfo is not speci®ed, a deafilt
info value is used as folles:

k (&(objectClass=sendmailMAAliasObject)
(sendmailMRPAliasName=aliases)
(I(sendmailMRACluster=${sendmailMACluster})

(sendmailMRHost=%j))
(sendmailMRK ey=%0))
v sendmailMTAAliasValue

Depending on he sendmail is compiled, alid classes are 2implicit® (search
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through a compiled-in list of alias ®le types, for back compatibility), 2hash® (if
NEWDB is speci®ed), 2btree® (NEWDB is speci®ed), 2dbm° (MDBM is speci-
®ed), 2stab® (internal symbol table B not normally used unless yeunbather
database lookup), 2sequence® (use a sequence of mapsuglye declared),
aldap° (ifLDAPMAP is speci®ed), or @nis® (MIS is speci®ed).If a list of specs

are preided,sendmail searches them in order

AliasWait=timeout

[a] If set, wait up totimeout (units de&ult to minutes) for an 2@:@° entry tast
in the alias database before starting Ufgt does not appear in thémeout inter-
val issue a arning.

AllowBogusHELO

AuthMaxBits=N

[no short name] If set, alo HELO SMTP commands that ddrihclude a host
name. Settinghis violates RFC 1123 section 5.2.5f s necessary to interoper
ate with seeral SMTP clients.If there is a alue, it is still checkd for lgitimagy.

[no short name] Limit the maximum encryption strength for the security layer in
SMTP AUTH (SASL). Defult is essentially unlimitedThis allovs to turn of
additional encryption in SASL if SYRTTLS is already encrypting the communi-
cation, because theisting encryption strength is tak into account when choos-
ing an algorithm for the security layeFor example, if SRRTTLS is used and
the symmetric cipher is 3DES, then the tlegléngth (in bits) is 168Hence set-

ting AuthM axBitsto 168 will disable apencryption in SASL.

AuthMechanisms [ncshort name] List of authentication mechanisms f&TA (separated by

AuthOptions

spaces). Thadwertised list of authentication mechanisms will be the intersection
of this list and the list ofwailable mechanisms as determined by the Cyrus SASL
library. If STARTTLS is actve, EXTERNAL will be added to this list.In that
case, thealue of {cert_subject} is used as authentication id.

[noshort name] List of options for SMTPUA'H consisting of single characters
with intervening white space or commas.

A Use the AITH= parameter for the MAIL FGM
command only when authentication succeeded.
This can be used as @xkaround for brokn
MTASs that do not implement RFC 2554 correctly

a protection from actie (hon-dictionary) attacks
during authenticationxehange.

c require mechanisms which pass client credentials,
and allav mechanisms which can pass credentials
to do so.

d don't permit mechanisms susceptible to pessi
dictionary attack.

f  require forvard secregbetween sessions
(breaking one wn't help break nxt).

p don't permit mechanisms susceptible to simple
passive atack (e.g., PLAIN, LOGIN), unless a
security layer is acte.

y  don't permit mechanisms that alloanonymous login.

The ®rst option applies to sendmail as a client, the others toex. sexample:
O AuthOptions=p,y

would disallav ANONYMOUS as AJTH mechanism and euld allov PLAIN
and LOGIN only if a security layer (e.g., pided by SRRTTLS) is already
active. The options 'a’, 'c', d', 'f', 'p', and 'y’ refer to properties of the selected
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SASL mechanismsExplanations of these properties can be found in the Cyrus
SASL documentation.

BadRcptThrottleiN
[no short name] If set and more than the speci®ed number of recipients in a single
SMTP enwelope are rejected, sleep for one second after each rejected RCPT com-
mand.

BlankSub= [B] Set the blank substitution characterado Unquoted spaces in addresses are
replaced by this characteDefaults to space (i.e., no change is made).

CACertRath [noshort name] &h to directory with certi®cates of CAShis directory direc-
tory must contain the hashes of each CA certi®cate as ®lenames (or as links to
them).

CACertFile [noshort name] File containing one or more CA certi®cates; see section about
STARTTLS for more information.

CheckAliases  [n)alidate the RHS of aliases when udding the alias database.

Checkpointinteral=N
[C] Checkpoints the queuevery N (default 10) addresses serif. your system
crashes during defry to a lage list, this preents retransmission to wnrbut the
lastN recipients.

Classhkctor=fact [z] The indicatedfactor is multiplied by the message class (determined by the
Precedence: ®eld in the user header andPtliees in the con®guration ®le) and
subtracted from the priority Thus, messages with a higher Priority: will be
favored. Detults to 1800.

ClientCertFile  [noshort name] File containing the certi®cate of the client, i.e., this certi®cate is
used whersendmail acts as client (for SYRTTLS).

ClientKeyFile  [noshort name] File containing the yaie key kelonging to the client certi®cate
(for STARTTLS if sendmail runs as client).

ClientPortOptionseptions
[O] Set client SMTP optionsThe options aré&ey=value pairs separated by com-
mas. Knavn keys ae:

Port Name/numbesf source port for connection (defits to ag free port)
Addr Addressmask (dedults INNDDR_ANY)
Family Addressfamily (defaults to INET)

SndBufSize Sizef TCP send bffer
RcvBufSize Sizef TCP receie huffer
Modi®er Optiong( ags) for the client

The Address mask may be a numeric address in dot notation or arketame.
Modifi er can be the follewing character:

h use name of inteaice for HELO command
A don't use AUTH when sending e-mail
S don't use SARTTLS when sending e-mail

If "h" is =t, the name corresponding to the outgoing iaterfaddress (whether
chosen via the Connection parameter or thawgfis used for the HELO/EHLO
command. Haever, the name must not start with a square beaeind it must
contain at least one dofThis is a simple test whether the name is not an IP
address (in square bratk) lut a quali®ed hostnameNote that multiple Client-
PortOptions settings are alled in order to gie sttings for each protocohmily
(e.g., one for Bmily=inet and one fora&mily=inet6). Arestriction placed on one
family only affects outgoing connections on that particutanify.
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ColonOkInAddr [no short name] If set, colons are acceptable in e-mail addresses (e.g.,

ahost:user®). Ihot set, colons indicate thediening of a RFC 822 group con-
struct (3groupname: memberl, member2, ... member®Bubled colons are
always acceptable (2nodename::user®) and proper route-addr nesting is under
stood (3<@relay:user@host>%urthermore, this option damilts on if the con-
®guration \ersion leel is less than 6 (for back compatibilityHowever, it must

be of for full compatibility with RFC 822.

ConnectionCacheSizé&k

[k] The maximum number of open connections that will be cached at a Tihee.
default is one.This delays closing the current connection until either tivisciar
tion of sendmail needs to connect to another host or it termina&esting it to
zero dedults to the old beléor, that is, connections are closed immediately
Since this consumes ®le descriptors, the connection cache showgtmmall: 4
is probably a practical maximum.

ConnectionCachemmeout=timeout

[K] The maximum amount of time a cached connection will be permitted to idle
without actvity. If this time is &ceeded, the connection is immediately closed.
This value should be small (on the order of ten minut&sforesendmail uses a
cached connection, itvadys sends a RSET command to check the connection; if
this fails, it reopens the connectioithis keeps your end fronailing if the other

end times out.The point of this option is to be a good netlw neighbor and
avad using up BcessVe resources on the other entihe deéult is ®e mnutes.

ConnectOnly®=address

[no short name] This can be used t@rade the connection address (for testing
purposes).

ConnectionRateThrottléx:

[no short name] If set to a posiivalue, allev no more thanN incoming connec-
tions in a one second period per daembhis is intended to "atten out peaks and
allow the load serage checking to cut inDefaults to zero (no limits).

ControlSoclketNamesame

DHParameters

[no short name] Name of the control setkor daemon managemeri. running
sendmail daemon can be controlled through this named etocAvailable com-
mands arehelp, restart, shutdown, and status. The status command returns the
current number of daemon children, the maximum number of daemon children,
the free disk space (in blocks) of the queue directy the load @erage of the
machine gpressed as an imger. If not set, no control soek will be aailable.
Solaris and pre-4.4BSDeknel users should see the note in sendmail/README .

Filevith DH parameters for SNRTTLS. Thisis only required if a ciphersuite
containing DSA/DH is usedThis is only for people with a good kntedge of
TLS, all others can ignore this option.

DaemonPortOptionsptions

[O] Set serer SMTP options.Each instance dbaemonPortOptions leads to an
additional incoming so@k. Theoptions areey=value pairs. Knavn keys ae:
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DefaultAuthinfo

Name Usede®nable name for the daemon @éfs to "Daemon#")
Port Name/numbaeof listening port (dedults to "smtp™)

Addr Addressnask (dediults INNDDR_ANY)

Family Addressfamily (defaults to INET)

Listen Sizeof listen queue (dedilts to 10)

Modi®er Optiong( ags) for the daemon

SndBufSize Sizef TCP send bffer
RcvBufSize Sizef TCP receaie huffer

The Name key is used for error messages and loggifidne Address mask may be

a numeric address in dot notation or a n@tkvname. The Family key defaults to
INET (IPv4). IPv6 users who wish to also accept IPv6 connections should add
additional Rmily=ineté DaemonPortOptions lines. Modifi er can be a sequence
(without ary delimiters) of the follaving characters:

dways require authentication

bind to interce through which mail has been reedi
perform hostname canoni®cation (.cf)

require fully quali®ed hostname (.cf)

dlow unquali®ed addresses (.cf)

disable AJTH (overrides 'a’ modi®er)

don't perform hostname canoni®cation

disallov ETRN (see RFC 2476)

optional; if opening the soeit fails ignore it

don't offer SARTTLS

That is, one wy to specify a message submission agent (MSA) thedysl
requires authentication is:

O DaemonPortOptions=Name=MSA, Port=587, M=Ea

The modi®ers that are maatt with "(.cf)" hae mly effect in the standard con®g-
uration ®le, in which theare available via${daemon_flags}. Notice: Donot use
the "a" modi®er on a public accessible MT It should only be used for a MSA
that is accessed by authorized users for initial mail submisgitsers must
authenticate to use a MSA which has this option turnedTém ags c" and
“C" can change the dafilt for hosthame canoni®cation in teendmail.cf ®le.
See the rel@nt documentation foFEATURE(nocanonify) The modi®er ' dis-
allows addresses of the foraser@host unless thg are submitted directly The
"ag "u" allows unquali®ed sender addresses, i.e., those without @Hhbst.
forces sendmail to bind to the inteck through which the e-mail has been
receved for the outgoing connectionWARNING: Use “b" only if outgoing
mail can be routed through the incoming connecsignterface to its destination.
No attempt is made to catch problems due to a miscon®guration of this payameter
use it only for virtual hosting where each virtual inded can connect torery
possible location.This will also werride possible settings vi€lientPortOp-
tions. Note, sendmail will listen on a nes socket for each occurence of tibae-
monPortOptions option in a con®guration ®leThe modi®er "O" causes send-
mail to ignore a soak if it cant be goened. Thisapplies to &ilures from the
soclet(2) and bind(2) calls.

[noshort name] Filename that containsadgf authentication information for out-
going connections. This ®le must contain the user id, the authorization id, the
passwverd (plain tet), the realm and the list of mechanisms to use on separate
lines and must be readable by root (or the trusted user) by realm is speci-
®ed, $j is used. If no mechanisms are speci®ed, the listegiby AuthMecha-
nisms is used. Notice: this option is deprecated and will be rgetbin future

wuomO>»c "0 T
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versions. Morewer, it doesnt work for the MSP since it canfead the ®le (the
®le must not be groupfvld-readable otherwisgndmail will complain). Use the
authinfo ruleset instead which pides more control\er the usage of the data
aryway.

DefaultCharSeteharset

[no short name] When a message that has 8-bit charaatassnwt in MIME for

mat is comerted to MIME (see the EightBitMode option) a character set must be
included in the Contentype: header This character set is normally set from the
Charset= ®eld of the mailer descriptdf that is not set, thealue of this option is
used. Ifthis option is not set, thealue 2unknaen-8bit° is used.

DataFileBuferSizezhreshold

[no short name] Set thareshold, in bytes, before a memory-based queue data ®le
becomes disk-based.he defult is 4096 bytes.

DeadLetterDropfile

[no short name] De®nes the location of the system-wide dead.letter ®le, formerly
hardcoded to /usr/tmp/dead.lettaf this option is not set (the daflt), sendmail

will not attempt to see b a ystem-wide dead.letter ®le in theeat it cannot
bounce the mail to the user or postmastastead, it will rename the gf ®le as it
has in the past when the dead.letter ®le could not be opened.

DefaultUser=iser:group

DelayLA=LA

[u] Set the dedult userid for mailers toser:group. If group is omitted anduser is
a wser name (as opposed to a numeric user id) theuliedroup listed in the
/etc/passwd ®le for that user is used as thawefjroup. Both user and group
may be numeric.Mailers without theS "ag in the mailer de®nition will run as

this user Defaults to 1:1.The \alue can also be\gn as a ymbolic user namé’

[no short name] When the system loagrage e&ceedsLA, sendmail will sleep
for one second on most SMTP commands and before accepting connections.

DeliverByMin=time

[0] Set minimum time for Delier By SMTP Service Extension (RFC 2852f.0,
no time is listed, if less than 0O, thetension is not déred, if greater than 0, it is
listed as minimum time for the EHLGelword DELIVERBY.

DeliveryMode=x [d] Deliver in modex. Legd modes are:

i Deliver interactvely (synchronously)

b  Deliver in background (asynchronously)

g Just queue the message (deliduring queue run)

d Defer delvery and all map lookups (deér during queue run)

Defaults to “b" if no option is speci®ed, " if it is geci®ed lut given no argu-
ment (i.e.,"0Od" i s equivalent to “Odi"). The -v command line "ag sets thisito

DialDelay=sleeptime

[no short name] Dial-on-demand nek connections can see timeouts if a con-
nection is opened before the call is set ifpthis is set to an inteal and a con-
nection times out on the ®rst connection being attemgaiedimail will sleep for
this amount of time and try agn. Thisshould gve your system time to establish
the connection to your service pider. Units defwult to seconds, so 2DialDe-
lay=5° uses a ®&y scond delay Defaults to zero (no retry)This delay only
applies to mailers which ka the Z "ag set.

*The oldg option has been combined into fhefaultUser option.
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DirectSubmissionModi®ersrodifi ers

De®nes ${daemon_flags} for direct (command line) submission$f not set,
${daemon_flags} is either "CC f" if the option-G is used or "c u" otherwise.
Note that only the the "CC", "c", "f", and "u" "ags are clegtk

DontBlameSendmailsption,option,...

[no short name] In order tovaid possible cracking attempts caused loyld+ and
group-writable ®les and directorie®endmail does paranoid checking when open-
ing most of its support ®ledf for some reason you absolutely must run with, for
example, a group-writablétc directory then you will hae o turn of this check-
ing (at the cost of making your system more vulnerable to attddig. possible
amguments hee keen described earliefThe details of these "ags are described
above. Use of this option is not recommended.

DontExpandCnames

DontlInitGroups

[no short name] The standards say that all host addresses used in a mail message
must be fully canonicalFor example, if your host is named 2Crufidz=ORG®°

and also has an alias of 2FH®0.ORG?°, the former name must be used at all
times. Thisis enforced during host name canoni®cation (3$[ ... $] lookuipshis

option is set, the protocols are ignored and the 2wrong® thing is timeever,

the IETF is mweing toward changing this standard, so the betamay become
acceptable. Pleas®te that hosts denstream may still rerite the address to be

the true canonical nameever.

[neshort name] If sesendmail will avoid using the initgroups(3) calllf you are
running NIS, this causes a sequential scan of the groups.byname map, which can
cause your NIS seev to be badly werloaded in a lage domain.The cost of this
is that the only group found for users will be their primary group (the one in the
passwerd ®le), which will male ®le access permissions somft more restric-
tive. Has no dkct on systems that ddriavegroup lists.

DontProbelntedces

[no short namefendmail normally ®nds the names of all intaces actie m
your machine when it starts up and adds their name t&=tiveclass of knwn
host aliases.If you have a hrge number of virtual inteates or if your DNS
inverse lookups are shothis can be time consuminghis option turns dfthat
probing. Havever, you will need to be certain to include ainant names in the
$=w class by some other mechanisif.set to loopback, loopback intedces
(e.g., 100) will not be probed.

DontPruneRoutes [RNormally, sendmail tries to eliminate anunnecessaryxglicit routes when

sending an error message (as discussed in RFC 1123 § 5&.&ample, when
sending an error message to

<@knavnl,@knaovn2, @knavn3:user@unknon>

sendmail will strip off the 2@knwnl,@knevn2° in order to mak the route as
direct as possibleHowever, if the R option is set, this will be disabled, and the
mail will be sent to the ®rst address in the rowenéf |ater addresses are kv,
This may be useful if you are caught behind av@le

DoubleBounceAddressrror-address

[no short name] If an error occurs when sending an error message, send the error
report (termed a 2double bounce® because it is an error 2bounce® that occurs
when trying to send another error 2bounce®) to the indicated addiessddress

is macro gpanded at the time of dedry. If not set, dedults to 2postmastertt

set to an empty string, double bounces are dropped.
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EightBitMode=action

[8] Set handling of eight-bit dataThere are tw kinds of eight-bit data: that
declared as such using tiBODY=8BITMIME ESMTP declaration or the
-B8BITMIME command line "ag, and undeclared 8-bit data, that is, input that
just happens to be eight bithere are three basic operations that can happen:
undeclared 8-bit data can be automaticallyvedgrd to 8BITMIME, undeclared
8-bit data can be passed as-is withoutversion to MIME (Tjust send 8), and
declared 8-bit data can be weried to 7-bits for transmission to a non-8BIT
MIME mailer. The possibleactions ae:

s Reject undeclared 8-bit datagtrict")
m Corvert undeclared 8-bit data to MIME fhime")
p Pass undeclared 8-bit datap@ss)

In all cases properly declared 8BITMIME data will be wated to 7BIT as
needed.

ErrorHeader#fi le-or-message

ErrorMode=

[E] Prepend error messages with the indicated messadedegins with a slash,

it is assumed to be the pathname of a ®le containing a message (this is the recom-
mended setting) Otherwise, it is a literal messag&he error ®le might contain

the name, email address, and/or phone number of a local postmaster who could
provide assistance to end usetsthe option is missing or null, or if it names a

®le which does notxést or which is not readable, no message is printed.

[e] Dispose of errors using mode The \alues forx are:

p  Print error messages (defit)

g No messages, justg eit status

m  Mail back errors

w  Write back errors (mail if user not logged in)

e Mail back errors (when applicable) angegyiero «it stat alvays

Note that the last mode, 2e°, is for Berknet error processing and should not be
used in normal circumstanceslote, too, that mode 2q°, only applies to errors
recognized before sendmail forks for backgroundvdsli

FdlbackMXhost=fallbackhost

FastSplit

ForkEachJob

[V] If speci®ed, thefallbackhost acts like a \ery low priority MX on every host.

MX records will be lookd up for this host, unless the name is surrounded by
square braaits. Thiss intended to be used by sites with poor meknconnecti-

ity. Messages which are undefiable due to temporary addressldres (e.g.,
DNS failure) also go to theadfibackMXhost.

[noshort name] If set to aalue greater than zero (the delt is one), it sup-
presses the MX lookups on addresses whey dheeinitially sorted, i.e., for the
®rst delvery attempt. This usually results inater emelope splitting unless the
MX records are readilyvailable in a local DNS cacheTlo enforce initial sorting
based on MX records sEastSplit to zero. If the mail is submitted directly from
the command line, then thalue also limits the number of processes tovdeli
the ewelopes; if more evelopes are created there only queued up and must be
taken care of by a queue rusince the defult submission method is via SMTP
(either from a MW or via the MSP), the alue of FastSplit is seldom used to
limit the number of processes to defithe ewelopes.

[Y]If set, delver each job that is run from the queue in a separate process.

ForwardRath=path

[J] Set the path for searching for users' .fard ®les. The deéult is
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HelpFile=file
HoldExpensie

HostsFilegpath

agz/.forvard®. Somesites that use the automounter may prefer to change this to
&jvar/forward/$u® to search a ®le with the same name as the user in a system
directory It can also be set to a sequence of paths separated by cetainsail

stops at the ®rst ®le it can successfully and safely openexample, 2/ar/for
ward/$u:$z/.forvard® will search ®rst in Ar/fforwardtisername and then iffuser-
name/.forward (kut only if the ®rst ®le does nokst).

[H] Specify the help ®le for SMT.PIf no ®le name is speci®ed, "help®le" is used.

[c] If an outgoing mailer is maek as being»pensve, don't connect immedi-
ately

[no short name] The path to the hosts database, normally #/etc/AdsassBption

is only consulted when sendmail is canonifying addresses, and then only when
4®les is in the 2hosts® service switch entry particular this ®le isnever used

when looking up host addresses; that is under the control of the gethesiby-
name(3) routine.

HostStatusDirectorygath

IgnoreDots

[no short name] The location of the long term host status informatdren set,
information about the status of hosts (e.g., hostndor not accepting connec-
tions) will be shared between aéindmail processes; normallyhis information is

only held within a single queue rufhis option requires a connection cache of at
least 1 to function.If the option bgins with a leading /', it is an absolute path-
name; otherwise, it is rela# o the mail queue directoryA suggestedalue for

sites desiring persistent host status is 2.hoststat® (i.e., a subdirectory of the queue
directory).

[i]lgnore dots in incoming messageEhis is alvays disabled (that is, dots are
always accepted) when reading SMTP mail.

InputMailFilters=name,name,...

A comma separated list of ®lters which determines which ®lters (see the "X b
Mail Filter (Milter) De®nitions" section) and the\ocation sequence are con-
tacted for incoming SMTP messagdtnone are set, no ®lters will be contacted.

LDAPDefaultSpecspec

LogLevel=n
Mx value

[no short name] Sets a deft map speci®cation for LAP maps. The \alue
should only contain LBP speci®c settings such as 2-h host -p port -d bindDN®.
The settings will be used for all IA® maps unless the indilual map speci®ca-
tion overrides a setting.This option should be set beforeyanDAP maps are
de®ned.

[L] Set the log lgel to n. Defaults to 9.

[no long \ersion] Set the macnoto value. This is intended only for use from the
command line.The-M "ag is preferred.

MailboxDatabase [nashort name] ¥pe of lookup to ®nd information about local maillesx

UseMSP

MatchGECOS

defaults to “pw" w hich usegetpwnam. Other types can be introduced by adding
them to the source code, see libsm/mbdir details.

[ncshort name] Use as mail submission program, i.ewajtoup writable queue
®les if the group is the same as that of a set-group-ID sendmail .biBeeythe
®le sendmail/SECURITY in the distrilution tarball.

[GAllow fuzzy matching on the GECOS ®eltf. this "ag is set, and the usual
user name lookupail (that is, there is no alias with this name argktawnam
fails), sequentially search the passa ®le for a matching entry in the GECOS
®eld. Thisalso requires that MERCHGECOS be turned on during compilation.
This option is not recommended.
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MaxAliasRecursioni
[no short name] The maximum depth of alias recursiora(def10).

MaxDaemonChildrenN
[no short name] If segendmail will refuse connections when it has more tihan
children processing incoming mail or automatic queue rdmgs does not limit
the number of outgoing connection$.not set, there is no limit to the number of
children -- that is, the system loagkeaging controls this.

MaxHeadersLengths
[no short name] The maximum length of the sum of all headérs can be used
to prevent a denial of service attachhe defult is no limit.

MaxHopCount
[h] The maximum hop countMessages that kia keen processed more thah
times are assumed to be in a loop and are rejeEtefhults to 25.

MaxMessageSizas
[no short name] Specify the maximum message size to bertsed in the
ESMTP EHLO responseMessages lger than this will be rejectedf set to a
vaue greater than zero, thatlue will be listed in the SIZE response, otherwise
SIZE is adertised in the ESMTP EHLO response without a parameter

MaxMimeHeaderLengths[/M]
[no short name] Sets the maximum length of certain MIME header @élés/to
N characters. Thes@lIME header ®elds are determined by being a member of
class {checkMIMEE&xtHeaders}, which currently contains only the header Con-
tent-Description. Br some of these headers whichetgarameters, the maximum
length of each parameter is seMaf speci®ed. If /M is not speci®ed, one half of
N will be used. By default, these alues are 2048 and 1024, respetyi To
allow any length, a alue of 0 can be speci®ed.

MaxQueueChildrenN
[no short name] When set, this limits the number of concurrent queue runner pro-
cesses tdl. This helps to control the amount of system resources used when pro-
cessing the queuéihen there are multiple queue groups de®ned and the total
number of queue runners for these queue groupgdiexceedMaxQueueChil-
dren then the queue groups will not all run concurrenthyat is, some portion of
the queue groups will run concurrently such thiaQueueChildren will not be
exceeded, while the remaining queue groups will be run later (in round robin
order). See alsMaxRunnersPerQueue and the sectioQueue Group Declara-
tion. Notice: sendmail does not count indidual queue runnersubonly sets of
processes that act on amkgroup. Hencehe actual number of queue runners
may be laver than the limit imposed blylaxQueueChildren. This discrepanc
can be lage if some queue runnersvieaio wait for a slav server and if short
intervals are used.

MaxQueueRunSizes
[no short name] The maximum number of jobs that will be processed in a single
gueue run.If not set, there is no limit on the sizd.you have vay large queues
or a \ery short queue run intalthis could be unstablddowever, snce the ®rst
N jobs in queue directory order are run (rather thanNtheghest priority jobs)
this should be set as high as possiblevtideflosing® jobs that happen wilflate
in the queue directory

MaxRecipientsPerMessagd=
[no short name] The maximum number of recipients that will be accepted per
message in an SMTP transactiddote: setting this too i@ can interfere with
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sending mail from MWs that use SMTP for initial submissioif.not set, there is
no limit on the number of recipients penelope.

MaxRunnersPerQueubk
[no short name] This sets the deft maximum number of queue runners for
gueue groupsUp to N queue runners will ark in parallel on a queue grosp'
messages. This useful where the processing of a message in the queue might
delay the processing of subsequent messages. Such a delay may be the result of
non-erroneous situations such aswa bandwidth connectionMay be werridden
on a per queue group basis by settingRbeners option; see the sectidQueue
Group Declaration. The de#ult is 1 when not set.

MeToo [m] Send to me too,ven if | am in an dias expansion. Thioption is deprecated
and will be remwaed from a future ersion.

Milter [no short name] This option hasveeal sub(sub)optionsThe names of the sub-
options are separated by dotst the ®rst lerel the folloving options are \ail-
able:

LogLevel Log level for input mail ®lter actions, dafilts to LogL&el.
macros Speci®dsst of macro to transmit to ®lters.
See list bela.

The “macros' option has the follwing suboptions which specify the list of
macro to transmit to milters after a certaerd occurred.

connect Aftersession connection start
helo AfterHELO command
envfrom  After MAIL FROM command
envrept AfterRCPT TO command

By default the lists of macros are empfgxample:

O Milter.LogLevel=12
O Milter.macros.connect=j, _, {daemon_name}

MinFreeBlocksHN
[b] Insist on at leasN blocks free on the ®lesystem that holds the queue ®les
before accepting email via SMTH there is insucient spacesendmail gives a
452 response to the MAIL commandhis irvites the sender to try am later

MinQueueAgeage
[no short name] Doh'process ay queued jobs that ka keen in the queue less
than the indicated time intealk Thisis intended to all you to get respon-
siveness by processing the quea@ly frequently without thrashing your system
by trying jobs too oftenThe de#ult units are minutes.

MustQuoteCharss
[no short name] Sets the list of characters that must be quoted if used in a full
name that is in the phrase part of phtfase <address>syntax. Thedefault is
", The characters@,;:\()[]" are alvays added to this list.

NiceQueueRun [nshort name] The priority of queue runners (nice(3hhis value must be
greater or equal zero.

NoRecipientAction
[no short name] The action to &khen you recee a nessage that has nalid
recipient headers ¢TI, Cc:, Bcc:, or Apparentlyef B the last included for back
compatibility with oldsendmails). Itcan beNoneto pass the message on unmod-
i®ed, which violates the protocohdd-To to add a &: header with anrecipients
it can ®nd in the erelope (which might gpose Bcc: recipients)Add-
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Apparently-To to add an Apparentlyel header (this is only for back-compatibil-
ity and is o®cially deprecated)Add-To-Undisclosed to add a header 8Tundis-
closed-recipients:;° to makhe header kg without disclosing aything, orAdd-
Bcc to add an empty Bcc: header

OldStyleHeaders [oAssume that the headers may be in old format, i.e., spaces delimit names.
This actually turns on an adamidgorithm: if ary recipient address contains a
comma, parenthesis, or angle brickt will be assumed that commas already
exist. If this "ag is not on, only commas delimit nameteaders are walys out-
put with commas between the nam@faults to of.

OperatorCharssharlist
[$0 macro] The list of characters that are considered to be 2operators®, that is,
characters that delimit teks. Alloperator characters are &sis by themseés;
sequences of non-operator characters are alsasoRkVhitespace characters sep-
arate tokens lut are not tokns themseks b for @ample, AAA.BBB® has three
tokens, it AAA BBBP® has two. If not set, OperatorChars deits to &: @ []°;
additionally the characters }&>, ° are alvays operators.Note that Operater
Chars must be set in the con®guration ®le befoyeralesets.

PidFile=fi lename [no short name] Filename of the pid ®léefault is RATH_SENDMAILPID).
Thefi lename is macro-g&panded before it is opened.

PostmasterCop=postmaster
[P] If set, copies of error messages will be sent to the naosadaster. Only the
header of thediled message is senErrors resulting from messages with ane
ative pecedence will not be senince most errors are user problems, this is
probably not a good idea on d@r sites, and guably contains all sorts of pacy
violations, lut it seems to be popular with certain operating systemdors. The
address is macroxpanded at the time of dedry. Defaults to no postmaster
copies.

PrivacyOptions=opt,opt,...
[p] Set the prracy options. “Privacy" i s really a misnomer; manof these are
just a vay of insisting on stricter adherence to the SMTP proto€bk options
can be selected from:

public Allow open access
needmailhelo  Insistn HELO or EHLO command before MAIL
needepnhelo Insison HELO or EHLO command before EXPN

noexpn Disallav EXPN entirely implies noerb.
needvrfyhelo  Insisbn HELO or EHLO command before VRFY
novrfy Disallow VRFY entirely

noetrn Disallev ETRN entirely

noverb Disallov VERB entirely

restrictmailq ~ Restrianailg command

restrictgrun Restrictj command line "ag

restrictpand Restrictb v and v command line "ags
noreceipts Dort'return success DSKfs

nobodyreturn  Dort'return the body of a message with DSNs
goaway Disallow essentially all SMTP status queries

authwarnings  Pu-Authentication-Vérning: headers in messages
and log varnings
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The 2goway® pseudo- ag sets all "aggcept 2noreceipts®, 2restrictmailq®,
arestrictqrun®, 2restrictpand®, 2noetrn®, and 2nobodyreturnf. mailq is
restricted, only people in the same group as the queue directory can print the
gueue. Ifgueue runs are restricted, only root and theey of the queue directory
can run the queueThe 2restrictgpand® pseudo- ag instructendmail to drop
privileges when the-bv option is gven by users who are neither root nor the
TrustedUser so users cannot readgei aliases, forards, or :include: ®leslt

will add the @NonRootSafeAddr° to the 2DontBlameSendmail® option verpre
misleading unsafe addressmings. Italso werrides the-v (verbose) command

line option to preent information leakage Authentication Vdrnings add arn-

ings about arious conditions that may indicate attempts to spoof the mail system,
such as using a non-standard queue directory

ProcessiflePre®x=string

[no short name] Pre®x the process titlewshoon 'ps' listings withstring. The
string will be macro processed.

QueueDirectorydir

[Q] The QueueDirectory option s&aw two purposes. Firstif speci®es the direc-

tory or set of directories that comprise theaaétf queue groupSecond, it speci-

®es the directory D which is the ancestor of all queue directories, and which send-
mail uses as its currentorking directory When sendmail dumps core, it ea

its core ®les in D.There are tw cases. Ifdir ends with an asterisk de
/var/spool/mqueue/qd*), then all of the directories or symbolic links to directories
beginning with “qd" in/var/spool/mqueue will be used as queue directories of the
default queue group, anfdar/spool/mgqueue will be used as the evking directory

D. Otherwisegdir must name a directory (usuallar/spool/mqueue): the deéult
gueue group consists of the single queue diredioryend the vorking directory

D is st todir. To de®ne additional groups of queue directories, use the con®gura-
tion ®le "Q' command.Do not change the queue directory structure while send-
mail is running.

Queuelctor=factor

QueuelLA+A

[q] Usefactor as the multiplier in the map function to decide when to just queue
up jobs rather than run thenthis value is dvided by the diierence between the
current load eerage and the loadverage limit QueueL A option) to determine
the maximum message priority that will be sebefaults to 600000.

[X] When the system loadverage @&ceedsLA and theQueueFactor (g) option
divided by the dfierence in the current load/exage and theéQueuel A option

plus one is less than the priority of the message, just queue messages (t.e., don
try to send them)Defaults to 8 multiplied by the number of processors online on
the system (if that can be determined).

QueueFileModemode

[no short name] Defult permissions for queue ®les (octal).not set, sendmail
uses 0600 unless its real antkefive ud are diferent in which case it uses 0644.

QueueSortOrdeiatgorithm

[no short name] Sets tladgorithm used for sorting the queu@nly the ®rst char

acter of the alue is used.Legd values are 2host® (to order by the name of the
®rst host name of the ®rst recipient), @®lename® (to order by the name of the
gueue ®le name), 2time® (to order by the submission/creation time), @random® (to
order randomly), 2modi®cation® (to order by the modi®cation time of the gf ®le

20N.B.: thenoreceipts “ag turns dfsupport for RFC 1891 (Dalery Status Noti®cation).
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(older entries ®rst)), and 2priority°® (to order by message priorityst ordering
malkes better use of the connection cach#,rbay tend to processwvopriority
messages that go to a single hos# diigh priority messages that go toveel
hosts; it probably shouldinbe used on sl network links. Filename and modi®-
cation time ordering sas the oserhead of reading all of the queued items before
starting the queue runCreation (submission) time ordering is almosvegk a
bad idea, since it alles lage, ulk mail to go out before smallgpersonal mail,
but may have gplicability on some hosts withewy fast connectionsRandom is
useful if seeral queue runners are started by hand which try to drain the same
gueue since odds are yheill be working on diferent parts of the queue at the
same time.Priority ordering is the dedilt.

QueueTmeout=timeout

RandFile

[T] A synorym for @limeout.queuereturn®. Uskat form instead of the 2Queue-
Timeout® form.

[noshort name] Name of ®le containing random data or the name of the UNIX
soclet if EGD is used.A (required) pre®x "gd:" or "®le:" speci®es the type.
STARTTLS requires this ®lename if the compile "ag HASURANDOMDEYV is
not set (see sendmail/README).

ResolherOptionsoptions

RrtimpliesDsn

[1] Set resoler options. Values can be set usindhg and cleared usingflag; the
fgs can be 2dealy®, 2aaonly®, 2uge®, 2primary®, igntc®, @recurse®, adef-
names®, astayopen®, 2use_inet6°, or 2dnsrthe string 2HasWicardMX°
(without a+ or —) can be speci®ed to turnfohatching aginst MX records when
doing name canoni®cations he string 2WirkAroundBrolenAAAA® (without a
+ or —) can be speci®ed toark around some brak nameserrs which return
SER/FAIL (a temporary &ilure) on T_AAAA (IPv6) lookups.Notice: it might
be necessary to apply the same (or similar) optiosshiwit.cf too.

[R]If this option is set, a 2Return-Recei:T header causes the request of a
DSN, which is sent to the eslope sender as required by RFC 1891, not to the
address gien in the header

RunAsUsersser [no short name] Theuser parameter may be a user name (kEmbkup in

letc/passwd) or a rumeric user id; either form canwa2group® attached (where
group can be numeric or symbolidy. set to a non-zero (hon-rootae, send-

mail will change to this user id shortly after staftipThis a/oids a certain class

of security problems.However, this means that all 2.foawd® and 2include:°®
®les must be readable by the indicatedr and all ®les to be written must be
writable byuser Also, all ®le and program dekries will be marked unsafe unless
the optionDontBlameSendmail=NonRootSafeAddr is set, in which case the
delivery will be done asuser. It is dso incompatible with th&afeFileEnviron-

ment option. Inother words, it may not actually add much to security on\an-a

age system, and may iadt detract from security (because other ®le permissions
must be loosened)However, it should be useful on ®vedlls and other places
where users dohhaveaccounts and the aliases ®le is well constrained.

Recipientlctor=fact

[y] The indicatedfactor is added to the priority (thuswering the priority of the
job) for each recipient, i.e., thimle penalizes jobs with @ numbers of recipi-
ents. Dedults to 30000.

ZWhen running as a daemon, it changes to this user after accepting a conngdiefore reading arsMTP commands.
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RefuseLA+A [X] When the system loadverage &ceedsLA, refuse incoming SMTP connec-
tions. Defults to 12 multiplied by the number of processors online on the system
(if that can be determined).

RetryFactor=fact [Z] The factor is added to the priorityery time a job is processed hus, each
time a job is processed, its priority will be decreased by the indicatad.vin
most erironments this should be pos#j since hosts that are dm are all too
often davn for a long time.Defaults to 90000.

SafeFileErmironment=dir
[no short name] If this option is seendmail will do a chroot(2) call into the indi-
cateddirectory before doing a®le writes. If the ®le name speci®ed by the user
begins withdir, that partial path name will be stripped béfore writing, so (for
example) if the SafeFileBtironment \ariable is set to ?/safe® then aliases of
3/safe/logs/®le® and #/logs/®le® actually indicate the same &tigitionally, if
this option is setsendmail refuses to deler to symbolic links.

SaveFromLine [f] Save UNIX-style 2From®° lines at the front of headendormally the/ are
assumed redundant and discarded.

SharedMemorykky
[no short name] Ky o use for shared memory gment; if not set (or 0), shared
memory will not be usedRequires support for shared memory to be compiled
into sendmail. If this option is setsendmail can share some data betweeffedif
ent instances.For example, the number of entries in a queue directory or the
awailable space in a ®le systenfhis allonvs for more edcient program xecution,
since only one process needs to update the data instead of esictuatgirocess
gahering the data each time it is required.

SendMimekErrors [jJf set, send error messages in MIME format (see RFC 2045 and RFC 1344 for
details). Ifdisabledsendmail will not return the DSN &yword in response to an
EHLO and will not do Deliery Status Noti®cation processing as described in
RFC 1891.

SenerCertFile  [noshort name] File containing the certi®cate of the aeine., this certi®cate is
used when sendmail acts as serfused for SARTTLS).

SenerKeyFile  [noshort name] File containing the yaie key kelonging to the seer certi®cate
(used for SARTTLS).

ServiceSwitchFilef lename
[no short name] If your host operating system has a service switch abstraction
(e.g., /etc/nsswitch.conf on Solaris or /etc/svc.conf on Ultrix and DEC OSF/1) that
service will be consulted and this option is ignor&@therwise, this is the name
of a ®le that proides the list of methods used to implement particular services.
The syntax is a series of lines, each of which is a sequencerd$.wThe®rst
word is the service name, and fallimg words are service typesThe services
that sendmail consults directly are 2aliases® and 2hbsBervice types can be
adns°®, @nis®, 2nisplus®, or 2®les® (with theeanthat the appropriate support
must be compiled in before the service can be referente8grviceSwitchFile
is not speci®ed, it datilts to /etc/mail/service.switcHf that ®le does notast,
the dedult switch is:

aliases ®les
hosts dnsis ®les

The de#ult ®le is &/etc/mail/service.switch®.

SevenBitinput  [7] Strip input to seen bits for compatibility with old systemsThis shouldrt be
necessary
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SingleLineFromHeader
[no short name] If set, From: lines thatvhaambedded nelines are unwrapped
onto one line.This is to get around a botch in Lotus Notes that apparently cannot
understand igdly wrapped RFC 822 headers.

SingleThreadDeliery
[no short name] If set, a client machine wilivaetry to open tvo SMTP connec-
tions to a single seev machine at the same time/ee in different processes.
That is, if anothesendmail is already talking to some host axneendmail will
not open another connectiofhis property is of migd \alue; although this
reduces the load on the other machine, it can cause mail to be delaye@utior e
ple, if onesendmail is delvering a huge message, otteendmails won't be &le
to send een small messages)Also, it requires another ®le descriptor (for the
lock ®le) per connection, so you mayvhabn reduce theConnectionCacheSize
option to &oid running out of peprocess ®le descriptordgkequires thédostSta-
tusDirectory option.

SmtpGreetingMessageessage
[$e macro] The message printed when the SMTResestarts up.Defaults to 2$j
Sendmail $v ready at $b°.

StatusFilefile [S] Log summary statistics in the nanmiete. If no ®le name is speci®ed, "statis-
tics" is used.If not set, no summary statistics ar@esh This®le does not gne
in size. It can be printed using thwailstats(8) program.

SuperSafe [sThis option can be set tade, Rlse, or Interacte. If set to True, sendmail
will be supersafe when running things, i.e.walys instantiate the queue ®leea
if you are going to attempt immediate gety. Sendmail always instantiates the
gueue ®le before returning control to the client undegr @arcumstances. This
should reallyalways be set to Tue. Thelnteractize value has been introduced in
8.12 and can be used together vitdiveryMode=i. It skips some synchroniza-
tion calls which are &ctively doubled in the codexecution path for this mode.

TLSSrvOptions [nashort name] List of options for SMTP SRTTLS for the sergr consisting of
single characters with integming white space or commashe "ag V'’ disables
client veri®cation, and hence it is not possible to use a client certi®cate for relay-
ing. Currentlythere are no other "agsailable.

TempFileMode=mode
[F] The ®le mode for transcript ®les, ®les to whegmdmail delivers directly ®les
in the HostStatusDirectory, and StatusFile. It is interpreted in octal by dafilt.
Defaults to 0600.

Timeouttype=timeout
[r; subsumes old T option as well] Set timeoalkues. Br more information, see
section 4.1.

TimeZoneSpedznfo
[t] Set the local time zone info tainfo B for example, 2PST8PDTCActually, if
this is not set, the TZ gimonment \ariable is cleared (so the systemedsf is
used); if set bt null, the uses TZ variable is used, and if set and non-null the TZ
variable is set to thisalue.

TrustedUseraser[no short name] Theuser parameter may be a user name (kEmbkup in
/etc/passwd) or a numeric user id.Trusted user for ®lewanership and starting the
daemon. Ifset, generated alias databases and the contratts@tkon®gured)
will automatically be wned by this user
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TryNullMXList [w] If this system is the 2best® (that isyst preference) MX for aggn host, its
con®guration rules should normally detect this situation and treat that condition
specially by forvarding the mail to a UUCP feed, treating it as local, or wieate
However, in some cases (such as Internet @als) you may vant to try to con-
nect directly to that host as though it had no MX records aBaliting this option
causesendmail to try this. The davnside is that errors in your con®guration are
likely to be diagnosed as 2host unkn® or 2message timed out® instead of
something more meaningful his option is disrecommended.

UnixFromLine=fromline
[$l macro] De®nes the format used wheendmail must add a UNIX-style From_
line (that is, a line k@Enning @From<space>user®Pefaults to 2From $g$de.
Don't change this unless your system uses ferint UNIX mailbox format (ery
unlikely).

UnsafeGroupWrites
[no short name] If set (dadilt), :include: and .forard ®les that are group writable
are considered 2unsafe®, that isytbannot reference programs or write directly
to ®les. World writable :include: and .forard ®les are alays unsafe.Note: use
DontBlameSendmail instead; this option is deprecated.

UseErrors® [I] If there is an 2Errorsd:° headersend error messages to the addresses listed
there. Thg normally go to the erelope sender Use of this option causesnd-
mail to violate RFC 1123This option is disrecommended and deprecated.

UserDatabaseSpegdbspec
[U] The user database speci®cation.

Verbose [VIRun in erbose modelf this is set,sendmail adjusts optiongloldExpensive
(old ¢) and DeliveryMode (old d) so that all mail is deliered completely in a sin-
gle job so that you can see the entirevagi process. Option Verbose should
never be set in the con®guration ®le; it is intended for command line use only

XscriptFileBuferSize=threshold
[no short name] Set thireshold, in bytes, before a memory-based queue tran-
script ®le becomes disk-basedhe deéult is 4096 bytes.

All options can be speci®ed on the command line using the O or o “agmwst will causesend-
mail to relinquish its set-uséD permissions.The options that will not cause this are/&ditin-

put [7], EightBitMode [8], MinFreeBlocks [b], Checkpointintah{C], DeliveryMode [d], Error
Mode [e], IgnoreDots [i], SendMimeErrors [j], Logia [L], MeToo [m], OldStyleHeaders [o], Pri-
vacyOptions [p], SuperSafe [s],evbose [v], QueueSortOrddinQueueAge, DefultCharSet, Dial
Delay, NoRecipientAction, ColonOkInAddr MaxQueueRunSize, SingleLineFromHeadend
AllowBogusHELO. Actually PrivacyOptions [p] gven on the command line are added to those
already speci®ed in thsendmail.cf ®le, i.e., thg can't be reset. Also,M (de®ne macro) when
de®ning the r or s macros is also considered 2safe®.

5.7. P — Precedence Definitions

Values for the 2Precedence:® ®eld may be de®ned usirRd¢hatrol line. The syntax of this
®eld is:

Pname=num

When thename is found in a @Precedence:® ®eld, the message class isnset.téligher numbers
mean higher precedencdlumbers less than zerovsathe special property that if an error occurs
during processing the body of the message will not be returned; thipasted to be used for
aulk® mail such as through mailing list¥he deéult precedence is zerdor example, our list of
precedences is:
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P®rst-class=0
Pspecial-deliery=100
Plist= 30

Phulk= 60

Pjunk= 100

People writing mailing list xploders are encouraged to use 2Precedence: Gdtfer \ersions of
sendmail (which discarded all error returns forgave precedences) didnrecognize this name,
giving it a de&ult precedence of zerdhis allovs list maintainers to see error returns on both old
and nev versions ofendmail.

5.8. V — Configuration Version Level

To provide compatibility with old con®guration ®les, thé line has been added to de®ne
some ‘ery basic semantics of the con®guration ®khese are not intended to be long term sup-
ports; ratherthey describe compatibility features which will probably be restbin future releases.

N.B.: these ersionlevels have rothing to do with the @rsionnumber on the ®les.For exam-
ple, as of this writing ersion 10 con®g ®les (speci®cali10) used grsion leel 9 con®gurations.

a0ld° con®guration ®les are de®ned a&ssion leel one. \érsion leel two ®les male the
following changes:

(1) Hostname canoni®cation ($[ ... $]) appends a dot if the hame is recognized visighgi
con®g ®le a vay of ®nding out if apthing matched. (Actually, this just initializes the
3host® map with the 2@."ag B you can reset it to yhing you prefer by declaring the
map eplicitly.)

(2) Default host namexension is consistent throughout processimgsion leel one con®gu-
rations turned dfdomain etension (that is, adding the local domain name) during certain
points in processingVersion level two con®gurations arexpected to include a trailing dot
to indicate that the name is already canonical.

(3) Localnames that are not aliases are passed through distanguished ruleset &y this can
be used to append a local reldhis behaior can be preented by resolving the local name
with an initial "@'. That is, something that reselv to a local mailer and a user name of
avikki® will be passed through ruleset @t a user name of 2@vikki° will ha the "@'
stripped, will not be passed through rulesee®ut will otherwise be treated the same as
the prior @ample. Theexpectation is that this might be used to implement a paelitere
mail sent to 2vikki® \as handled by a central hulutbnail sent to 2vikki@localhost®as
delivered directly

Version level three ®les alliy # initiated comments on all line€Exceptions are backslash
escaped # marks and the $# syntax.

Version level four con®gurations are completely eealiént to level three for historical rea-
sons.

Version level ®ve mn®guration ®les change the daft de®nition of$w to be just the ®rst
component of the hostname.

Version level six con®guration ®les change marmwf the local processing options (such as
aliasing and matching the dianing of the address for °|' characters) to be mailer "ags; thissallo
®ne-grained control ver the special local processingd.evel six con®guration ®les may also use
long option namesThe ColonOkInAddr option (to allev colons in the local-part of addresses)
defaultson for lower numbered con®guration ®les; the con®guration ®le requires some additional
intelligence to properly handle the RFC 822 group construct.

Version level seven con®guration ®les used meoption names to replace old macrée (
becameSmtpGreetingMessage, $I becameUnixFromLine, and $0 becameOperatorChars.
Also, prior to \ersion seen, theF=q "ag (use 250 instead of 252 returalue for SMTP VRFY
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commands) &s assumed.
Version level eight con®guration ®les alle $# on the left hand side of ruleset lines.

Version level nine con®guration ®les al parentheses in rulesets, i.e.\tteee not treated as
comments and hence rewed.

Version level ten con®guration ®les alloqueue group de®nitions.

TheV line may h&e an optional/vendor to indicate that this con®guration ®le uses modi®ca-

tions speci®c to a particulaemdof?. You may use ?/Beste/° to emphasize that this con®gura-
tion ®le uses the Bedltey dialect ofsendmail.

5.9. K — Key File Declaration
Special maps can be de®ned using the line:
Kmapname mapclassguments

The mapname is the handle by which this map is referenced in theitiag rules. The mapclassis
the name of a type of map; these are compiled iseidmail. The arguments are interpreted
depending on the class; typicaltizere would be a single gument naming the ®le containing the
map.

Maps are referenced using the syntax:
$( map key $@ arguments $: default $)

where either or both of therguments or default portion may be omittedThe $@ arguments may
appear more than onc&he indicateckey and arguments are passed to the appropriate mapping
function. Ifit returns a alue, it replaces the inputf it does not return aalue and thelefault is
speci®ed, thelefault replaces the inputOtherwise, the input is unchanged.

The arguments are passed to the map for arbitrary udéost map classes can interpolate
these aguments into theiralues using the syntax #9(wheren is a digit) to indicate the corre-
spondingargument. Argument 2%0° indicates the databasg Kor example, the rule

R$ ! $+ $: $(uucp $1 $@ $2 $: $2 @ $1 . UUCP $)

Looks up the UUCP name in a (user de®ned) UUCP map; if not found it turns it into 2UUCP°
form. Thedatabase might contain recordsetik

decwax %1@%0.DEC.COM
research %1@%0TA.COM

Note thatdefault clauses neer do this mapping.

The hiilt-in map with both name and class 2host° is the host name canonicalization lookup.
Thus, the syntax:

$(hosthostname$)
is equvalent to:
$[hostname$]

There are mande®ned classes.

dbm Databasdookups using the ndbm(3) libranSendmail must be compiled with
NDBM de®ned.

2And of course, @ndors are encouraged to add theneseto the list of recognizeandors by editing the routirsetvendor in
conf.c. Please send e-mail to sendmail@ Sendmail. ORGdister your endor dialect.
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btree Databaskkokups using the btree intade to the Berdey DB library. Sendmail
must be compiled witNEWDB de®ned.

hash Databaseokups using the hash intade to the Beidey DB library. Sendmail
must be compiled witNEWDB de®ned.

nis NISlookups. Sendmail must be compiled withlIS de®ned.

nisplus NIS+lookups. Sendmail must be compiled witiNISPLUS de®ned. Theargu-

ment is the name of the table to use for lookups, andklend—-v "ags may be
used to set thedy and value columns respecdly.

hesiod Hesiodbokups. Sendmail must be compiled witHESIOD de®ned.

Idap LDAP X500 directory lookups.Sendmail must be compiled with_.DAPMAP
de®ned. Themap supports most of the standarguanents and most of the com-
mand line aguments of thédapsearch program. Notdhat, by dedult, if a single
guery matches multiplealues, only the ®rstalue will be returned unless tha
(value separator) map "ag is séiso, the-1 map "ag will treat a multiplealue
return as if there were no matches.

netinfo NeXTNetInfo lookups. Sendmail must be compiled withNETINFO de®ned.

text Text ®le lookups. The format of the td ®le is de®ned by thek (key ®eld num-
ber),-v (value ®eld number), anez (®eld delimiter) "ags.

ph PHquery map. Contributed and supported by Mark Roth, roth@uiuc.e&uox
more information, consult the web site 2http://www-dgo.uiuc.edu/sendmail/®.

nsd nsdmap for IRIX 6.5 and laterContributed and supported by Bob Mende of
SGI, mende@sgi.com.

stab Internasymbol table lookupsUsed internally for aliasing.

implicit Really should be called 2alias® P this is used to get thauttetbokups for alias
®les, and is the dafilt if no class is speci®ed for alias ®les.

user Looksup users usingetpwnam(3). The-v "ag can be used to specify the name
of the ®eld to return (although this is normally used only to checkxik&eace of
a user).

host Canoni®ehost domain namesGiven a fost name it calls the name serto ®nd

the canonical name for that host.

bestmx Returnghe best MX record for a host namevagi as the key. The current
machine is alays preferred b that is, if the current machine is one of the hosts
listed as a lvest-preference MX record, then it will be guaranteed to be returned.
This can be used to ®nd out if this machine is thgetafor an MX record, and
mail can be accepted on that badfshe -z "ag is gven, then all MX names are
returned, separated by thegi delimiter.

dns Thismap requires the option -R to specify the DNS resource record type to
lookup. The follaving types are supported: A, AAAA, AFSDB, @GME, MX,
NS, PTR, SR, and TXT. A map lookup will return only one recorddence for
some types, e.g., MX records, the retuatue might be a random element of the
list due to randomizing in the DNS resetv

sequence Thamguments on the "K' line are a list of maps; the resulting map searches the
argument maps in order until it ®nds a match for the indicagsd kor example,
if the key de®nition is:
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syslog
switch

dequote

regex

Kmap1l ...
Kmap?2 ...
Ksegmap sequence mapl map2

then a lookup ajnst @seqmap® ®rst does a lookup in makiihat is found, it
returns immediatelyOtherwise, the sameek is used for map2.

thekey is logged viasyslogd (8). Thelookup returns the empty string.

Muchlik e the 2sequence® magoept that the order of maps is determined by the
service switch.The agument is the name of the service to be é&mblip; the al-
ues from the service switch are appended to the map name to createape
names. Br example, consider thesly de®nition:

Kali switch aliases
together with the service switch entry:
aliases niVles

This causes a query @gst the map 2ali® to search maps named 2ali.nis® and
aali.®les® in that order

Stripdouble quotes (") from a namét does not strip backslashes, and will not
strip quotes if the resulting stringowid contain unscannable syntax (that is, basic
errors like unbalanced angle braets; more sophisticated errors such as uwkno
hosts are not cheell). Theintent is for use when trying to accept mail from sys-
tems such as DECnet that routinely quote odd syntax such as

"49ers::ubell”
A typical usage is probably somethingdlik
Kdequote dequote

R$ $: $(dequote $1 %)
R$ $+ $: $>3 $1 $2

Care must be tan to preent unexpected results; foxample,
"|someprogram < input > output”

will have quotes stripped, i the result is probably not what you had in mind.
Fortunately these cases are rare.

The map de®nition on thK line contains a igular pression. Ag key input is
compared to thatxpression using the POSIXg@ar epressions routines ge
comp(), rgerr(), and rgexec(). Referto the documentation for those routines for
more information about thegalar expression matchingNo rewriting of the ley

is done if the-m "ag is used Without it, the ley is dscarded or if-s if used, it is
substituted by the substring matches, delimited|byr the string speci®ed with
the the-d "ag. The ags &ailable for the map are
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program

macro

arith
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-n  not

-f  casesensitve

-b  basicregular expressions (defult is extended)
-s  substringnatch

-d setthe delimiter used for -s

-a appendtring to ley

-m matchonly, do not replace/discardalue

-D performno lookup in deferred delry mode.

The-s "ag can include an optional parameter which can be used to select the sub-
strings in the result of the lookugor example,

-s1,3,4

Notes: to match & in a string, \$$ must be usetf.the pattern contains spaces,
they must be replaced with the blank substitution characteess it is space
itself.

Thearguments on th& line are the pathname to a program angiaitial param-

eters to be passedVhen the map is called, thexis added to the initial parame-

ters and the program isvioked as the deéult user/group idThe ®rst line of stan-

dard output is returned as thalwe of the lookup.This has may potential secu-

rity problems, and has terrible performance; it should be used only when abso-
lutely necessary

Sebr clear a macroalue. D st a macro, pass thalue as the ®rst gument in
the map lookup.To dear a macro, do not pass aguanent in the map lookup.
The map alays returns the empty strind=xample of typical usage include:

Kstorage macro

# =t macro ${MyMacro} to the ruleset match
R$+ $:$(storage {MyMacro} $@ $1 $) $1

# =t macro ${MyMacro} to an empty string
R$* $: $(storage {MyMacro} $@ $) $1

# dear macro ${MyMacro}

R$ $: $(storage {MyMacro} $) $1

Performsimple arithmetic operationslhe operation is gén as key, currently +,

- * 1, %, |, & (bitwise OR, AND), | (for less than), and = are supporfdte two
operands are gén as aguments. Thdookup returns the result of the computa-
tion, i.e. TRUE or FALSE for comparisons, ingger \alues otherwise All options
which are possible for maps are ignorédsimple example is:

Kcomp arith

Scheck_etrn
R$* $: $(comp | $@ $&{load_eg} $@ 7 $) $1
RFALSES$# error ...

Most of these accept aggaments the same optional "ags and a ®lename (or a mapname for
NIS; the ®lename is the root of the database path, so that 2.db° or somatetisor appropriate
for the database type will be added to get the actual database amoeh ags are:
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0 Indicates that this map is optional B that is, if it cannot be opened, no error is
produced, andendmail will behave & if the map risted lut was empty
N, O If neither—N or —O are speci®edsendmail uses an adap® dgorithm to decide

whether or not to look for null bytes on the end @y Itstarts by trying both; if
it ®nds ary key with a null byte it neer tries agin without a null byte and vice
versa. If-N is speci®ed it neer tries without a null byte and #O is speci®ed it
never tries with a null byte.Setting one of these can speed matclhste nger
necessary If both —N and-0O are speci®edsendmail will never try ary matches
at all b that is, eerything will appear todil.

ax Append the stringk on successful matchesor example, the defult host map
appends a dot on successful matches.
T x Append the string on temporarydilures. Br example,x would be appended if a

DNS lookup returned 2sesw failed® or an NIS lookup could not locate a serv
See also thet "ag.

f Do not fold upper to lover case before looking up theyk

m Match only (without replacing thealue). Ifyou only care about thecistence of
a key aad not the walue (as you might when searching the NIS map
ahosts.byname® forxample), this "ag pxents the map from substituting the
value. Havever, The a agument is still appended on a match, and thawdeifs
still taken if the matchdils.

k keycol The key mlumn name (for NIS+) or number (forxtdookups). For LDAP maps
this is an LIAP ®Iter string in which %s is replaced with the literal contents of
the lookup ey and %0 is replaced with the IAP escaped contents of the lookup
key according to RFC 2254.

v valcol The \alue column name (for NIS+) or number (foxttdookups). For LDAP
maps this is the name of one or more aitgb to be returned; multiple attniies
can be separated by commdtnot speci®ed, all attrilites found in the match
will be returned.

Z delim The column delimiter (for t& lookups). It can be a single character or one of the
special strings \h° or At° to indicate neline or tab respeatély. If omitted
entirely, the column separator is yasequence of white spacd=or LDAP maps
this is the separator character to combine multiglieles into a single return
string. Ifnot set, the LBP lookup will only return the ®rst match found.

t Normally, when a map attempts to do a lookup and theesdails (e.g.,sendmail
couldnt contact ag name sergr; this isnot the same as an entry not being found
in the map), the message being processed is queued for future procébsing.
"ag turns df this behaior, letting the temporaryaflure (serer davn) act as
though it were a permanerdilure (entry not found)lt is particularly useful for
DNS lookups, where someone etsgiscon®gured name sew can cause prob-
lems on your machineHowever, care must be tan to ensure that you don'
bounce mail that muld be resoled correctly if you tried an. Acommon strat-
egy is o forward such mail to anothgrossibly better connected, mail serv

D Perform no lookup in deferred dekry mode. This "ag is set by dafilt for the
host map.
S spacesub The character to use to replace space characters after a successful map lookup

(esp. useful for gex and syslog maps).

s spacesub For the dequote map onlthe character to use to replace space characters after a
successful dequote.
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q Don't dequote the &y before lookup.
L level For the syslog map on)yt speci®es the hel to use for the syslog call.
A When reluilding an alias ®le, theA "ag causes duplicate entries in the teer-

sion to be meyed. For example, tvo entries:

list: userluser2
list: user3

would be treated as though it were the single entry
list: userluser2, user3
in the presence of theA "ag.
Some additional “ags argaiable for the host and dns maps:

d delay: specify the resobr's retransmission time inteaV (in seconds).
r retry: specify the number of times to retransmit a resotjuery
The followving additional "ags are present in the Idap map only:
R Do not auto chase referralsendmail must be compiled wittDLDAP_REFER-
RALS to use this "ag.
n Retrieve atribute names only
V sep Retrieve hoth attrilutes name andalue(s), separated lsgp.
r deref Set the alias dereference option to one g&nelways, search, or ®nd.
S scope Set search scope to one of base, one (aeh,ler sub (subtree).
h host LDAP sener hostname.Some LDAP libraries allev you to specify multiple,

space-separated hosts for redungtarin addition, each of the hosts listed can be
followed by a colon and a port number t@mwide the dediult LDAP port.

b base LDAP search base.

p port LDAP service port.

| timelimit Time limit for LDAP queries.

Z sizelimit Size (number of matches) limit for IAP queries.

d distinguished_name
The distinguished name to use to login to th&\Psener.

M method The method to authenticate to the AP serer Should be one of
LDAP_AUTH_NONE, LDAP_AUTH_SIMPLE, or LDAP_AUTH_KRBV4.

P passwordfile The ®le containing the secreg¢kfor theLDAP_AUTH_SIMPLE authentication
method or the name of theeKberos tickt ®le forLDAP_AUTH_KRBVA4.

1 Force LDAP searches to only succeed if a single match is folfnaultiple val-
ues are found, the search is treated as if no madstaund.

The dbm map appends the strings 2.pag® and 2.dir° to Hea @llename; thénash andbtree
maps append 2.dbfor example, the map speci®cation

Kuucp dbm o N /etc/mail/luucpmap

speci®es an optional map named 2uucp® of class 2dbnWaijtsahas null bytes at the end okgy
string, and the data is located in /etc/mail/uucpmapdai?}.

The progranmakemap(8) can be used toulld ary of the three database-oriented mafis.
takes the folleving "ags:

f Do not fold upper to lver case in the map.



Sendmail Installation and Operation Guide SMM:08-81

N Include null bytes in leys.
Append to an «isting (old) ®le.

r Allo w replacement ofasting keys; normally re-inserting anasting key is an
error

% Print what is happening.

The sendmail daemon does not ¥ o be restarted to read the wemaps as long as you change
them in place; ®le locking is used so that the maps'tvbe read while thg are being updated.

New classes can be added in the routgteipmaps in ®le conf.c.

5.10. Q — Queue Group Declaration
In addition to the optioiQueueDirectory, queue groups can be declared that de®ne a (group

of) queue directories under a common naifiee syntax is as folles:
Qname{, fi eld=value}+

wherename is the symbolic name of the queue group under which it can be referencaibimsv
places and the @®eld=name® pairs de®ne ate&of the queue groupields are:

Flags Flagdgor this queue group.

Nice Thenice(2) increment for the queue grouphis value must be greater or equal
zero.

Intenal Thetime between tw queue runs.

Pah Thequeue directory of the group (required).

Runners The&wumber of parallel runners processing the quéNmte that-=f must be set if
this wvalue is greater than one.

Jobs Themaximum number of jobs (messagesweéd) per queue run.

recipients Thenaximum number of recipients pervelope. Ewelopes with more than this

number of recipients will be split into multiplevetopes in the same queue direc-
tory. The deéult value 0 means no limit.

Only the ®rst character of the ®eld name is cleelck

By default, a queue group namewdjueue is de®ned that uses thalue of theQueueDirectory
option as pathNotice: all paths that are used for queue groups must be subdirectdfiesueDi-
rectory. Since thg can be symbolic links, this isna real restriction, IfQueueDirectory uses a
wildcard, then the directory onevig up is mnsidered the base" directory which all other queue
directories must shard?lease makare that the queue directories do netrtap, e.g., do not spec-

ify
O QueueDirectory=/ar/spool/mqueue/*

Qone, P=far/spool/mqueue/dirl
Qtwo, P=har/spool/mqueue/dir2

because this also includes 2dir1® and 2dir2° in treuttefueue groupHowever,

O QueueDirectory=/ar/spool/mqueue/main*
Qone, P=far/spool/mqueue/dir
Qtwo, P=har/spool/mqueue/other*

is a\alid queue group speci®cation.

Options listed in the Flags' ® eld can be used to modify the beiwa of a queue groupThe
“f'' "ag must be set if multiple queue runners are supposedrkoom the entries in a queue group.
Otherwisesendmail will work on the entries strictly sequentially
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The “Intenal" ® eld sets the time between queue ruifisio queue group speci®c intevis
set, then the parameter of tiggoption from the command line is used.

To oontrol the eerall number of concurrently ag® aqueue runners the option
MaxQueueChildren can be setThis limits the number of processes used for running the queues to
MaxQueueChildren, though at ay one time fever processes may be aetiss a esult of queue
options, completed queue runs, system load, etc.

The maximum number of queue runners for anviddial queue group can be controlled via
theRunners option. Ifset to 0, entries in the queue will not be processed, which is usefylas
antine' queue ®les. The number of runners per queue group may also be set with the option
MaxRunnersPerQueue, which applies to queue groups thavéao individual limit. That is, the
default value forRunners is MaxRunnersPerQueue if set, otherwise 1.

The ®eld Jobs describes the maximum number of jobs (messagesedliper queue run,
which is the queue group speci®alive ofMaxQueueRunSize.

Notice: queue groups should be declared after all queue related optrerte&a set because
gueue groups taktheir defwults from those optiondf an option is set after a queue group declara-
tion, the \alues of options in the queue group are set to treuliefofsendmail unless gplicitly set
in the declaration.

Each ewmelope is assigned to a queue group based on the algorithm described in section
“Queue Groups and Queue Directoties'

5.11. X — Mail Filter (Milter) Definitions

The sendmail Mail Filter API (Milter) is designed to alle third-party programs access to
mail messages as thare being processed in order to ®lter meta-information and coniémy. are
declared in the con®guration ®le as:

Xname{, fi eld=value}*

where name is the name of the ®Ilter (used internally only) and the 2®eld=name® pairs de®ne
attributes of the ®lter Also see the documentation for thgputMailFilters option for more infor

mation.
Fields are:
Soclet Thesoclet speci®cation
Flags Specialags for this ®lter
Timeouts Tmeouts for this ®lter

Only the ®rst character of the ®eld name is clelcfit's case-sensite).
The sockt speci®cation is one of the foling forms:
S=inet: port @ host

S=inet6: port @ host

S=local: path

The ®rst tw describe an IPv4 or IPv6 saekklistening on a certaiport at a gven host or IP
address. Th®nal form describes a named setkn the ®lesystem at thesgn path.

The following "ags may be set in the ®lter description.
R  Reject connection if ®lter urnailable.
T  Temporary &il connection if ®lter unagilable.

If neither F=R nor F=T is speci®ed, the message is passed thsendyhail in case of ®lter
errors as if thediling ®lters were not present.
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The timeouts can be set using the four ®elds inside of thequate:
Timeout for connecting to a ®lteif set to 0, the systemtonnect() timeout will be used.
Timeout for sending information from the MTo a @lter.
Timeout for reading reply from the ®lter

Overall timeout between sending end-of-message to ®lter aiting for the ®nal acknal-
edgment.

Note the separator between each timeout ®eld’is. aThe deéult values (if not set) are:

T=C:5m;S:10s;R:10s;E:5m wheresis seconds anah is minutes.

Examples:
X®lterl, S=local:har/run/fl.sock, F=R
X®lter2, S=inet6:999@localhost, F=T=S:1s;R:1s;E:5m
X®lter3, S=inet:3333@localhost, T=C:2m

5.12. The User Database

The user database is deprecatedauurfof “virtusertablé'and “genericstablé’as explained

in the ®lecf/README. If you have a vesion of sendmail with the user database package com-
piled in, the handling of sender and recipient addresses is modi®ed.

The location of this database is controlled withlitser DatabaseSpec option.

5.12.1. Structure of the user database

The database is a sorted {B&-based) structurdJser records are stored with theyk
user-name:fi eld-name

The sorted database format ensures that user records are clustered tbigtdnénformation is
always stored with a leading colon.

Field names de®ne both the syntax and semantics ohthe.vDe®ne®elds include:

maildrop Thedelivery address for this userThere may be multiple alues of this
record. Inparticular mailing lists will have snemaildrop record for each user
on the list.

mailname Theoutgoing mailname for this useFor each outgoing name, there should

be an appropriateaildrop record for that name to alloreturn mail. See also
:default: mailname.

mailsender Changemy mail sent to this address toveathe indicated erelope sender
This is intended for mailing lists, and will normally be the name of an appro-
priate -request addres#. is very similar to the wnerlist syntax in the alias
®le.

fullname Thefull name of the user
of®ce-address  Thef®ce address for this user
of®ce-phone Thef®ce phone number for this user
of®ce-fax Theof®ce FAX number for this user
home-address  THeome address for this user
home-phone Thbome phone number for this user
home-fix Thehome RAX number for this user

project A (short) description of the project this person Bliated with. In the Uni-
versity this is often just the name of their graduate advisor
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plan Apointer to a ®le from which plan information can lztgred.

As of this writing, only a f& of these ®elds are actually being usedsbydmail: mail-
drop andmailname. A fi nger program that uses the other ®elds is planned.

5.12.2. User database semantics

When the rerriting rules submit an address to the local maitee user name is passed
through the alias ®lelf no alias is found (or if the alias points back to the same address), the
name (with 2maildrop® appended) is then used asyairkthe user databasdf no match
occurs (or if the maildrop points at the same address)afdimg is tried.

If the ®rst tolen of the user name returned by ruleset 0 is an 2@° sign, the user database
lookup is skipped.The intent is that the user database will act as a set adilthefor a cluster
(in our case, the Computer Science/ifibn); mail sent to a speci®c machine should ignore
these dedults.

When mail is sent, the name of the sending user istbak in the databaséf. that user
has a @mailname® record, tredue of that record is used as their outgoing naffoe example, |
might hare a ecord:

eric:mailname  Eric.Allman@CS.Bezley.EDU
This would cause my outgoing mail to be sent as Eric.Allman.

If a @maildrop® is found for the usdwt no corresponding 2mailname® recoxises, the
record :.dedult:mailname® is consultedf present, this is the name of a host t@rdde the
local host. For example, in our case weanld set it to 2CS.Bedtey.EDU°. Theeffect is that
aryone knavn in the database gets their outgoing mail stamped as 2user@ GRBEIXKJ®,
but people not listed in the database use the local hostname.

5.12.3. Creating the database®

The user database isilt from a text ®le using themakemap utility (in the distrilution in
the malemap subdirectory)The tt ®le is a series of lines corresponding to userdb records;
each line has ady and a \alue separated by white spacehe ley is dways in the format
described abe b for example:

eric:maildrop

This ®le is normally installed in a system directory; forample, it might be called
/etc/mail/userdb. To make the databaseevsion of the map, run the program:

malkemap btree /etc/mail/userdb < /etc/mail/userdb

Then create a con®g ®le that uses ttisr example, using the V8 M4 con®guration, include the
following line in your .mc ®le:

de®ne('confUSERDB_SPEC’, /etc/mail/usentih

6. OTHER CONFIGURATION

There are some con®guration changes that can be made by recorsgitimgil. This section
describes what changes can be made and what has to be modi®ecetthenak Inmost cases this
should be unnecessary unless you are poséndmail to a nav environment.

BThese instructions are kwa to be incompleteOther features arevalable which preide similar functionalitye.g., virtual
hosting and mapping local addresses into a generic formpksred in cf/README.
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6.1. Parametersin devtoolsOS/$oscf

These parameters are intended to describe the compilaticorenent, not site polic and
should normally be de®ned in the operating system con®guration T@ies section needs a com-

pleterewrite.
NDBM

NEWDB

NIS

NISPLUS
NETINFO
LDAPMAP

HESIOD
MAP_NSD
MAP_REGEX
DNSMAP
PH_MAP
SASL

STARTTLS
EGD

If set, the n& version of the DBM library that alles multiple databases will be
used. Ifneither NDBM nor NEWDB are set, a much lesBa@ént method of alias
lookup is used.

If set, use the medatabase package from Bely (from 4.4BSD). This package
is substantiallydster than DBM or NDBM.If NEWDB and NDBM are both set,
sendmail will read DBM ®les, lnt will create and use NEWDB ®les.

Includesupport for NIS.If set together withboth NEWDB and NDBM,sendmail

will create both DBM and NEWDB ®les if and only if an alias ®le includes the
substring 2yp/° in the nameThis is intended for compatibility with Sun
Microsystemsmkalias program used on YP masters.

Compilen support for NIS+.
Compilein support for Netinfo (NeXT stations).

Compilein support for LIAP X500 queries.Requires libldap and liblber from
the Umich LDAP 3.2 or 3.3 release or egdent libraries for other LBP
libraries such as OpenlAP.

Compilen support for Hesiod.

Compilen support for IRIX NSD lookups.

Compilen support for rgular expression matching.
Compilein support for DNS map lookups in teendmail.cf ®le.
Compilen support for ph lookups.

Compilein support for SASL, a required component for SMTP Authentication
support.

Compilein support for SARTTLS.

Compilein support for the "EntropGathering Daemon" to pvide better random
data for TLS.

TCPWRAPPERS Compilm support for TCP Wrappers.
_PATH_SENDMAILCF

The pathname of the sendmail.cf ®le.

_PATH_SENDMAILPID

The pathname of the sendmail.pid ®le.

SM_CONF_SHM

MILTER

Compile in support for shared memgosge section about "&r/spool/mqueue”.
Compilein support for contactingx¢éernal mail ®lters bilt with the Milter API.

There are also seral compilation "ags to indicate thev@monment such as @ AIX3° and
@ SCO_unix_°. Sehe sendmail/README ®le for the latest scoop on these "ags.

6.2. Parametersin sendmail/conf.h

Paameters and compilation options are de®ned in corflbst of these need not normally
be tweakd; common parameters are all in sendmaiHdwever, the sizes of certain primig vec-
tors, etc., are included in this ®l&he numbers follwing the parameters are their delt value.
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This document is not the best source of information for compilation "ags in conf.h b see
sendmail/README or sendmail/conf.h itself.

MAXLINE [2048] The maximum line length of gninput line. If message linesxeeed this
length thg will still be processed correctly; ivaver, header lines, con®gura-
tion ®le lines, alias lines, etc., must ®t within this limit.

MAXNAME [256] The maximum length of gmame, such as a host or a user name.

MAXPV [256] The maximum number of parameters tg amailer. This limits the number of
recipients that may be passed in one transactiortan be set to grarbitrary
number abwe aout 10, sincesendmail will break up a deliery into smaller
batches as needed higher number may reduce load on your systeny-ho
eve.

MAXQUEUEGROUPS [50]
The maximum number of queue groups.

MAXATOM [1000] Themaximum number of atoms (teks) in a single addresBor example, the
address 2eric@CS.Beailky.EDU° is sgen a@oms.

MAXMAILERS [25] The maximum number of mailers that may be de®ned in the con®guration ®le.
This value is de®ned in include/sendmail/sendmail.h.

MAXRWSETS [200The maximum number of waiting sets that may be de®nedhe ®rst half of
these are reseed for numeric speci®cation (e.g$92"), while the upper half
are resergd for auto-numbering (e.g.Sfoo"). Thus,with a value of 200 an
attempt to use S99' will succeed, bt “S100" will fail.

MAXPRIORITIES [25]
The maximum number ofalues for the 2Precedence:® ®eld that may be
de®ned (using thP line in sendmail.cf).

MAXUSERENVIRON [100]
The maximum number of items in the usevimmment that will be passed to
subordinate mailers.

MAXMXHOSTS [100]
The maximum number of MX records we will accept foy aingle host.

MAXMAPSTACK [12]
The maximum number of maps that may be "sdtkin asequence class
map.

MAXMIMEARGS [20]
The maximum number of guments in a MIME Contentype: header; addi-
tional aguments will be ignored.

MAXMIMENESTING [20]
The maximum depth to which MIME messages may be nested (that is, nested
Message or Multipart documents; this does not limit the number of compo-
nents in a single Multipart document).

MAXD AEMONS [10]
The maximum number of soets sendmail will open for accepting connec-
tions on diferent ports.

MAXMA CNAMELEN [25]
The maximum length of a macro name.

A number of other compilation optiongist. Thesespecify whether or not speci®c code should be
compiled in. Ones markd with 2 are 0/1alued.
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NETINET? If set, support for Internet protocol neking is compiled in.Previous \er
sions ofsendmail referred to this aBAEMON,; this old usage is moincorrect.
Defaults on; turn it dfin the Male®le if your system doesnsupport the
Internet protocols.

NETINET62 If set, support for IPv6 netwking is compiled in.It must be separately
enabled by addinBaemonPortOptions settings.

NETISO? If set, support for ISO protocol natvking is compiled in (it may be appropri-
ate to #de®ne this in the Me®le instead of conf.h).

NETUNIX2 If set, support for UNIX domain soets is compiled in.This is used for con-

trol soclet support.

LOG If set, thesyslog routine in use at some sites is usdthis males an informa-
tional log record for each message processed, andswakigher priority log
record for internal system errorSTRONGLY RECOMMENDED b if you
want no logging, turn it dfin the con®guration ®le.

MATCHGECOS? Compilein the code to dofuzzy matchind' on the GECOS ®eld in
letc/passwd. Thialso requires that thd atchGECOS option be turned on.

NAMED_BIND2  Compilein code to use the Begley Internet Name Domain (BIND) sewto
resohe TCP/IP host names.

NOTUNIX If you are using a non-UNIX mail format, you can set this "ag to tdirspef
cial processing of UNIX-style 2From © lines.

USERDB? Includethe experimental Berkeley user information database packagéhis
adds a n& levd of local name xpansion between aliasing and famging. It
also uses the NEWDB packag€his may change in future releases.

The following options are normally turned on in figerating-system clauses in conf.h.

IDENTPROTC? Compile in the IDENT protocol as de®ned in RFC 14T&is deaults on for
all systems xcept Ultrix, which apparently has the interesting 2feature® that
when it receies a fost unreachable® message it closes all open connections
to that host. Since some ®reall gatevays send this error code when you
access an unauthorized port (such as 113, used by IDENT), Ultrix cannot
receve amail from such hosts.

SYSTEMb5 Setll of the compilation parameters appropriate for System V

HASFLOCK?2 UseBerkeley-style fbck instead of System Vockf to do ®le locking. Due to
the highly unusual semantics of locks across forkedkf, this should atays
be used if at all possible.

HASINITGROUPS Sethis if your system has thaitgroups() call (if you hare nultiple group
support). Thisis the dedult if SYSTEMS isnot de®ned or if you are on
HPUX.

HASUNAME Setthis if you hae the uname(2) system call (or corresponding library rou-
tine). Setby defult if SYSTEMS is set.

HASGETDTABLESIZE
Set this if you hee thegetdtablesize(2) system call.

HASWAITPID Setthis if you hae the haswaitpid(2) system call.

FAST_PID_RECYCLE

Set this if your system can possibly reuse the same pid in the same second of
time.

SFS_TYPE Thenechanism that can be used to get ®le system capacity informatien.
values can be one of SFS_UMT(use the ustat(2) syscall), SFS_4ARGS (use



SMM:08-88 Sendmail Installation and Operation Guide

the four agument statfs(2) syscall), SFS_VFS (use the &igument statfs(2)
syscall including <sys/vfs.h>), SFS_MOUNT (use the angument statfs(2)
syscall including <sys/mount.h>), SFSAFS (use the ta agument
statfs(2) syscall including <sys/statfs.h>), SFSABFS (use the te argu-

ment statfs(2) syscall including <sys/statvfs.h>), or SFS_NONE @po tav
get this information).

LA TYPE Theload arerage type.Details are described b&lo

The are seeral huilt-in ways of computing the loadrerage. Sendmail tries to auto-con®gure them
based on imperfect guesses; you can select one usingapdon-DLA_TYPE=type, wheretype

is:

LA_INT The kernel stores the loadverage in the &rnel as an array of long igers.
The actual glues are scaled by actor FSCALE (defult 256).

LA_SHORT The lernel stores the loadierage in the &rnel as an array of short igegs.
The actual glues are scaled by actor FSCALE (defult 256).

LA FLOAT The lernel stores the loadierage in the &rnel as an array of double precision
“oats.

LA _MACH UseMACH-style load a@erages.

LA _SUBR Callthe getloadavg routine to get the loadverage as an array of doubles.

LA _ZERO Always return zero as the loadesage. Thids the &llback case.

If type LA_INT, LA_SHORT, or LA_FLOAT is speci®ed, you may also need to specH§TH_UNIX
(the path to your system binary) and AVENRUN (the name of theariable containing the load
aveaage in the &rnel; usually 2 \@nrun® or 2genrun®).

6.3. Configuration in sendmail/conf.c
The folloving changes can be made in conf.c.

6.3.1. Built-in Header Semantics

Not all header semantics are de®ned in the con®guration Kéader lines that should
only be included by certain mailers (as well as other more obscure semantics) must be speci®ed
in theHdrInfo table inconf.c. This table contains the header name (which should be inadt lo
case) and a set of header control "ags (describedYpflbe "ags are:

H_ACHECK Normallywhen the check is made to see if a header line is compatible with
a mailer, sendmail will not delete an xsting line. If this "ag is setsend-
mail will delete &en existing header linesThat is, if this bit is set and the
mailer does not ha& ‘ag bits set that intersect with the required mailer
“ags in the header de®nition in sendmail.cf, the header lirawiays
deleted.

H_EOH If this header ®eld is set, treat itdila Bank line, i.e., it will signal the end
of the header and thedianing of the messagexte

H_FORCE Addthis header entryven if one «isted in the message beford. a
header entry does not Ve this bit set,sendmail will not add another
header line if a header line of this name alreadsted. Thiswould nor
mally be used to stamp the messagevgyyene who handled it.

H_TRACE If set, this is a timestamp (trace) ®eld.the number of trace ®elds in a
messagexeeeds a preset amount the message is returned on the assump-
tion that it has an aliasing loop.
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H_RCPT

H_FROM

Ifset, this ®eld contains recipient addressHsis is used by thet "ag to
determine who to send to when it is collecting recipients from the mes-
sage.

This "ag indicates that this ®eld speci®es a senddwe order of these
®elds in theHdrInfo table speci®esendmail's preference for which ®eld
to return error messages to.

H_ERRORSTO Addresses in this header should reeeror messages.

H_CTE
H_CTYPE

H_STRIP\AL

Thisheader is a ContentrdnsferEncoding header
Thisheader is a Contentyppe header
Strip the walue from the header (for Bcc:).

Let's look at a sampleldrinfo speci®cation:
struct hdrinfo HdrInfo[] =

{

k

[* originator ®elds, most to least signi®cant
"resent-sender"”, H_FBRV,
"resent-from", H FRM,

"sender", H FRM,

"from", H_FROM,

"full-name”, H_ACHECK,

"errors-to", H FROM|H_ERFORSTO,

[* destination ®elds */

"to", H_RCPT

"resent-to", H_RCPT

"cc", H_RCPT

"bcc”, H_RCPTH_STRIP\AL,

[* message identi®cation and control */
"message”, H_EOH,

"text", H_EOH,

[* trace ®elds */

"received”, H_TRACE|H_FORCE,

/* miscellaneous ®elds */
"content-transfeencoding”, H_CTE,
"content-type", H_CTYPE,

NULL, 0,

This structure indicates that theo®™] 2Resent-d@:°, and 2Cc:°® ®elds all specify recipient
addresses. AndFull-Name:° ®eld will be deleted unless the required mailer "ag (indicated in
the con®guration ®le) is speci®edhe @Message:° andei:° ®elds will terminate the header;
these are used by random dissenters around theonketworld. The2Receied:® ®eld will
always be added, and can be used to trace messages.

There are a number of important points hefast, header ®elds are not added automati-
cally just because thieare in theHdrInfo structure; thg must be speci®ed in the con®guration
®le in order to be added to the messagay header ®elds mentioned in the con®guration ®le
but not mentioned in théldrinfo structure hee default processing performed; that is, ytteee
added unless tlgewere in the message alreadgecond, theHdrinfo structure only speci®es
cliched processing; certain headers are processed specially by ad hogaatiessof the sta-
tus speci®ed iMHdrinfo. For example, the @8Sender:® and 2From:° ®elds awveyal scanned on
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ARPANET mail to determine the sendérthis is used to perform the areturn to sender® func-
tion. The®From:° and 2Full-Name:° ®elds are used to determine the full name of the sender if
possible; this is stored in the madsoand used in a number ofys.

6.3.2. Restricting Use of Email

If it is necessary to restrict mail through a rellg checkcompat routine can be modi®ed.
This routine is called forvery recipient addresslt returns an st status indicating the status of
the messageThe statu€X_OK accepts the addredsX_TEMPRAIL queues the message for a
later try and other @alues (commonl¥EX_UNAVA ILABLE) reject the messagét is up tocheck-
compat to print an error message (usingerr) if the message is rejecteBor example,check-
compat could read:
int
checkcompat(to, e)
register ADDRESS *to;
register ENVELOPE *e;

{
register SAB *s;
s = gab("private”, ST_MAILER, ST_FIND);
if (s != NULL && e >e_from.q_mailer != LocalMailer &&
to->q_mailer == s->s_mailer)
{
usrerr("No prvate net mail allaved through this machine");
return (EX_UNAVA ILABLE);
}
if (MsgSize > 50000 && bitnset(M_LOCALMAILER, to >g_mailer))
{
usrerr("Message too Ige for non-local deliery");
e >e_"ags |= EF_NORETURN;
return (EX_UNAVA ILABLE);
}
return (EX_OK);
}

This would reject messages greater than 50000 bytes unlgsséine local. The EF_NORE-

TURN "ag can be set ia— e _flags to suppress the return of the actual body of the message in
the error return.The actual use of this routine is highly dependent on the implementation, and
use should be limited.

6.3.3. New Database Map Classes

New key maps can be added by creating a class initialization function and a lookup func-
tion. Theseare then added to the routisstupmaps.

The initialization function is called as
xxx_map_init(tMAP *map, char *@s)

The map is an internal data structur&he args is a pointer to the portion of the con®guration
®le line following the map class name; "ags and ®lenames carttaeted from this line.The
initialization function must returtiueif it successfully opened the mégplse otherwise.

The lookup function is called as

Zpctually, this is no longer true in SMTP; this information is contained in tivelgpe. Theolder ARRANET protocols did
not completely distinguish edope from header



Sendmail I nstallation and Operation Guide SMM:08-91

xxX_map_lookup(MAP *map, chaufi], char **av, int *statp)

The map de®nes the map internallyfhe buf has the inputéy. This may be (and often is) used
destructvely. Theav is a list of aguments passed in from thewrite line. The lookup function
should return a pointer to thew@alue. Ifthe map lookupdils, * statp should be set to arxi¢
status code; in particulat should be set t&X_TEMPRIL if recovery is to be attempted by the
higher level code.

6.3.4. Queueing Function

The routineshouldgueue is called to decide if a message should be queued or processed
immediately Typically this compares the message priority to the current loacge. The
default de®nition is:

bool

shouldqueue(pri, ctime)
long pri;
time_t ctime;

if (CurrentLA < QueuelLA)
return flse;
return (pri > (Queuedctor / (CurrentLA Queuel A + 1)));

}

If the current load \&erage (global ariable CurrentLA, which is set before this function is
called) is less than theviothreshold load \&erage (optionx, variable Queuel A), shouldqueue
returnsfalse immediately (that is, it shouldot queue). Ifthe current load\erage &ceeds the
high threshold load&rage (optionX, variable RefuselL A), shouldgqueue returnstrue immedi-
ately Otherwise, it computes the function based on the message pribatyjueue dctor
(optiongq, global variableQueueFactor), and the current and threshold loadrages.

An implementation wishing to tekthe actual age of the message into account can also
use thectime parameterwhich is the time that the messagasw®rst submitted tgendmail.
Note that thepri parameter is already weighted by the number of times the message has been
tried (although this tends tov@r the priority of the message with time); thg@ectation is that
the ctime would be used as an 2escape clause® to ensure that messagestaaiyeprocessed.

6.3.5. Refusing Incoming SMTP Connections

The functionrefuseconnections returnstrue if incoming SMTP connections should be
refused. Thecurrent implementation is baserckisively on the current loadvarage and the
refuse loadaerage option (optioiX, global variableRefusel A):

bool
refuseconnections()

{
}

A more clever implementation could look at more system resources.

return (RefuseLA > 0 && CurrentLA >= RefuselLA);

6.3.6. Load Average Computation

The routinegetla returns the current loadie&age (as a rounded igier). Thedistribution
includes seeral possible implementationdf you are porting to a e environment you may
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need to add some weweaks?®

6.4. Confi guration in sendmail/daemon.c

The ®lesendmail/daemon.c contains a number of routines that are dependent on the local net-
working ervironment. Theversion supplied assumes yowhaSD style sockts.

In previous releases, we recommended that you modify the routaphostname if you
wanted to generalizé ... $] lookups. V& now recommend that you create awnkeyed map
instead.

6.5. STARTTLS

In this section we assume tlsahdmail has been compiled with support forAATTLS. To
properly understand the use of ARTTLS in sendmail, it is necessary to understand at least some
basics about X.509 certi®cates and publy kayptograply. This information can be found in
books about SSL/TLS or on WWW sites, e.g., 2http://v@penSSL.ay/°.

6.5.1. Certifi catesfor STARTTLS

When acting as a sew sendmail requires X.509 certi®cates to supportARTTLS: one
as certi®cate for the saw (SererCertFile and corresponding yate SererKeyrile) at least
one root CA (CKertFile), i.e., a certi®cate that is used to sign other certi®cates, and a path to a
directory which contains other CAs (CartRath). The®le speci®ed via C&ertFile can con-
tain seeral certi®cates of CAsThe DNs of these certi®cates are sent to the client during the
TLS handshak (@s part of the Certi®cateRequest) as the list of acceptable Bégever, do
not list too mawy root CAs in that ®le, otherwise the TLS handshalay fail; e.g.,

error:14094417:SSL routines:SSL3_READ_BYTES:
sslv3 alert illgd parameter:s3_pkt.c:964:SSL alert number 47

You should probably put only the CA cert into that ®le that signed yowur cert(s), or at least
only those you trustThe CACertRath directory must contain the hashes of each CA certi®cate
as ®lenames (or as links to thenymbolic links can be generated with the faflog two
(Bourne) shell commands:

C=FileName_of CA_Certi®cate
In -s $C “openssl x509 -noout -hash < $C°.0

An X.509 certi®cate is also required for authentication in client mode (ClientCertFile and corre-
sponding prate ClientkeyFile), havever, sendmail will always use SARTTLS when ofered

by a serer. The client and seer certi®cates can be identicalerti®cates can be obtained from

a certi®cate authority or created with the help of OpenSBhe required format for certi®cates
and prvate keys is PFEM. To dlow for automatic startup of sendmail, y@te keys
(SenerKeyFile, ClientkeyFile) must be stored unencryptetihe leys ae only protected by the
permissions of the ®le systerilever make a pivate key available to a third party

6.5.2. Encoding of STARTTL Srelated Macros

Macros that contain SNRTTLS related data which comes from outside sources, e.g., all
macros containing information from certi®cates, are encodedotd problems with non-print-

able or special character$he latter are '<', *>', '(', '), ™, '+, and ' ".  All of these characters
are replaced by theimlue in ha&adecimal with a leading '+'For example:

2f you do, please send updates to sendmail@Sendmail.ORG.
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/C=US/ST=California/O=endmail.gfOU=private/CN=Darth Mail (Cert)/
Email=darth+cert@endmail @r

is encoded as:

/C=US/ST=California/O=endmail.gfOU=private/
CN=Darth+20Mail+20+28Cert+29/Email=darth+2Bcert@endmajl.or

(line breaks hee keen inserted for readability)flhe macros which are subject to this encoding
are {cert_subject}, {cert_issuer}, {cn_subject}, and {cn_issuer}.

6.5.3. PRNG for STARTTLS

STARTTLS requires a strong pseudo random number generator (PRNG) to operate prop-
erly. Depending on the TLS library you use, it may be requiredpboitly initialize the PRNG
with random data.OpenSSL ma&s use ofdev/urandom(4) if available (this corresponds to
the compile "ag HASURANDOMDEV).On systems which lack this support, a random ®le
must be speci®ed in treendmail.cf ®le using the option RandFildt is strongly advised to use
the "Entroy Gathering Daemon" EGD from Brian ather on those systems to yide useful
random data.In this casesendmail must be compiled with the "ag EGD, and the RandFile
option must point to the EGD saztk If neither/dev/urandom(4) nor EGD are ailable, you
have o make aure that useful random data igadable all the time in RandFilelf the ®le hasrt
been modi®ed in the last 10 minutes before it is supposed to be usemtlivgil the content is
considered obsolet€One method for generating this ®le is:

openssl rand -out /etc/mail/rand®le -rdpéth/toffi le:...256

See the OpenSSL documentation for more informatiorthis case, the PRNG for TLS is only
seeded with other random data if thentBlameSendmail option I nsuffi cientEntropy is set.
This is most lilely not su®cient for certain actions, e.g., generation of (temporagys.k

Please see the OpenSSL documentation or other sources for further information about cer
ti®cates, their creation and their usage, the importance of a good PRNG, and other aspects of
TLS.
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APPENDIX A

COMMAND LINE FLAGS

Arguments must be presented with "ags before addreBsesags are:

Select an alternate cf ®le which is eithesendmail.cf for —Am or submit.cf for —Ac. By
default the .cf ®le is chosen based on the operation mbde-bm (default), -bs, and -t it
is submit.cf if it exists, for all others it isendmail.cf.

Set operation mode to Operation modes are:

Deliver mail (default)

Seak SMTP on input side

“Arpanet mode (get evelope sender information from header)
Run as a daemon in background

Run as a daemon in fayeound

Run in test mode

Just \erify addresses, darcollect or delver

I nitialize the alias database

Print the mail queue

Rint overview over the mail queue (requires shared memory)
Print the persistent host status database

Purge pired entries from the persistent host status database

Use a diferent con®guration ®le Sendmail runs as the woking user (rather than root)

The enelope sender address is setatr. This address may also be used in the From:
header if that header is missing during initial submissitime ewelope sender address is
used as the recipient for dediy status noti®cations and may also appear in a Return-

Sets the full name of this userrtame.

When accepting messages via the command line, indicate thattbeor relay (gte-
way) submission. sendmail may complain about syntacticallyadid messages, e.g.,
unquali®ed host names, rather than ®xing them when this "ag isesatmail will not do
ary canonicalization in this mode.

Sets the 2hop count® tot. This represents the number of times this message has been
processed bgendmail (to the etent that it is supported by the underlying natieg). Cnt

is incremented during processing, and if it reaches MAXHOP (currentlyse8inail
throws avay the message with an error

Sets the identi®er used for syslobjlote that this identi®er is set as early as possible.
However, sendmail may be used if problems arise before the command lgnerants are

A X
b x

m

S

a2

d

D

t

v

i

p

P

h

H
B type Indicate body type.
Cfile

when this "ag is speci®ed.
d level Set dehigging level.
f addr
Pah: header
F name
G
h cnt
L tag
2Deprecated.
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n
N notifications

r addr
o xvalue
O option=value

M xvalue
p protocol

g time

gp time

g Gname
q['] Xstring

R ret
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processed.
Don't do diasing or forvarding.

Tag dl addresses being sent aanming the indicatedotifications, which consists of the
word @aNEVER® or a comma-separated list of 2SSUCCESSf, BIRE®, and 2DELA°

for successful dalery, failure, and a message that is stuck in a queueveloene. The
default is 23AILURE,DELAY®.

An obsolete form off.
Set optiorx to the speci®edalue. These options are described in Section 5.6.

Set option to the speci®edvalue (for long form option names).These options are
described in Section 5.6.

Set macrx to the speci®edalue.

Set the sending protocoPrograms are encouraged to set tAike protocol ®eld can be
in the formprotocol:host to set both the sending protocol and sending heatexample,

a pUUCP:uunet® sets the sending protocol to UUCP and the sending host to uunet.
(Some @isting programs use oM to set the r and s macros; this isvaguit to using
p.)

Try to process the queued up maif.the time is gven, asendmail will start one or more
processes to run through the queue(s) at the speci®ed timaintedelver queued mail;
otherwise, it only runs onceEach of these processes acts onogkgroup. Thes@ro-
cesses are also kmo as vorkgroup processes or WG&GHor short. Each vorkgroup is
responsible for controlling the processing of one or more quewekgmups help man-
age the use of system resources by sendriaith vorkgroup may hae me or more
children concurrently processing queues depending on the setfitax@tieueChildren.

Similar to q with a time agument, &cept that instead of periodically starting W&P'
sendmail starts persistent WGRhat alternate between processing queues and sleeping.
The sleep time is speci®ed by the timguament; it dedults to 1 secondxeept that a
WGP alvays sleeps at least 5 seconds if their queues were empty in theupreun.
Persistent processes are managed by a queue control process TRERCP is the par

ent process of the WGR' Typically the QCP will be the sendmail daemon (when started
with bd or bD) or a special process (hamed Queue control) (when started without bd
or bD). If a persistent WGP ceases to bewactor some reason another WGP will be
started by the QCP for the samerlgroup in most cases. When a persistent WGP has
core dumped, the dab "agno_persistent_restart is set or the speci®c persistent WGP
has been restarted too ngaimes already then the WGP will not be startedim@nd a
message will be logged to thifeft. To gop (SIGTERM) or restart (SIGHUP) persis-
tent WGPS the appropriate signal should be sent to the.QG@® QCP will propagte the
signal to all of the WGR'and if appropriate restart the persistent W& P!

Run the jobs in the queue grougme once.

Run the queue once, limiting the jobs to those matcKstriang. The ley letterX can be

| to limit based on queue identi®édR to limit based on recipient, & to limit based on
sender A particular queued job is accepted if one of the corresponding addresses con-
tains the indicatestring. The optional ! character gaes the condition testedviultiple

—gX "ags are permitted, with items with the sareg letter 2or'ed® togetheend items

with different ley letters 2and'ed® together

What information you ant returned if the message bounaes;can be 2HDRS® for
headers only or 2FULL® for headers plus bodis is a request only; the other end is
not required to honor the parametdf 2HDRS° is speci®ed local bounces also return
only the headers.
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t Read the header for ®I°, @Cc:°, and @Bcc:° lines, and senduerymne listed in those
lists. The?Bcc:° line will be deleted before sendinfgny addresses in the gument ec-
tor will be deleted from the send list.

V envid Theindicatedenvid is passed with the edope of the message and returned if the mes-
sage bounces.
X lodfile Log all trafdc in and out ofsendmail in the indicatedodfi le for detugging mailer prob-

lems. Thisproduces a lot of dataew quickly and should be used sparingly

There are a number of options that may be speci®ed as penats. Thesare the e, i, m, and v
options. Also,the f option may be speci®ed as the ag. TheDSN related options 2 N°, 2R°, and
aV° have o dfects orsendmail running as daemon.



APPENDIX B

QUEUE FILE FORMATS

This appendix describes the format of the queue ®lbgse ®les lie in aqueue directory The indi-
vidual gf, df, and xf ®les may be stored in sepadhtedf/, and xf/ subdirectories if theare present in the
gueue directory

All queue ®les hae the nametYMDhmsNNppppp where YMDhmsNNppppp is theid for this mes-
sage and th is a type. The indvidual letters in théd are:

Encoded year
Encoded month
Encoded day
Encoded hour
Encoded minute

Encoded second
NN Encodecernvelope number
ppppp Atleast ®e decimal digits of the process ID

All ®les with the same id collesttly de®ne one messag®ue to the use of memorytiered ®les,
some of these ®les maywee appear on disk.

The types are:
gf Thequeue control ®leThis ®le contains the information necessary to process the job

df Thedata ®le. The message bodyx@uding the header) iselpt in this ®le. Sometimes the df ®le
is not stored in the same directory as the gf ®le; in this case, the gf ®le contains a “d' record which
names the queue directory that contains the df ®le.

tf A temporary ®le.This is an image of thgf ®le when it is being rakilt. It should be renamed to a
gf ®le very quickly
xf A transcript ®le, risting during the life of a session stiag everything that happens during that

session. Sometimeke xf ®le must be generated before a queue group has been selected; in this
case, the xf ®le will be stored in a directory of theagéfqueue group.

Qf A “lost" queue control ®le.sendmail renames &f ®le to Qf if there is a seere (con®guration)
problem that cannot be sel¢ without human inteention. Searckhe log®le for the queue ®le id
to ®gure out what happenedifter you resoled the problem, you can rename @fe®le to gf and

send it agin.
The gf ®le is structured as a series of lines eadjireéng with a code letterThe lines are as fol-
lows:
\% The ersion number of the queue ®le format, used tanatlew sendmail binaries to read queue

®les created by oldervsions. Dedults to ersion zero.Must be the ®rst line of the ®le if present.
For 8.12 the ‘ersion number is 6.

A The information gien by the AUTH= parameter of the @aMAIL FBM:° command or $f@$%j if
sendmail has been called directly
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z

A header de®nition.There may be gnnumber of these linesThe order is important: tgeepre-
sent the order in the ®nal messaddese use the same syntax as header de®nitions in the con®gu-
ration ®le.

The controlling addressThe syntax is @localuser:aliasnam&ecipient addresses folling this

line will be "agged so that deéries will be run as thdocaluser (a user name from the
/etc/passwd ®le)aliasname is the name of the alias thatpanded to this address (used for print-
ing messages).

The “original recipient, speci®ed by the ORCPT= ®eld in an ESMTP transactideed &clu-
sively for Delivery Status Noti®cationslt applies only to the foll@ing "R’ line.

The “®nal recipient' used for DeNery Status Noti®cationslt applies only to the follwing "R’
line.

A recipient addressThis will normally be completely aliasedutbis actually realiased when the
job is processedThere will be one line for each recipientersion 1 gf ®les also include a lead-
ing colon-terminated list of "ags, which can be "S' to return a message on successful ®nal deli
ery, 'F' to return a message oailire, "D' to return a message if the message is delayed, "B’ to
indicate that the body should be returned, "N' to suppress returning theahddyP' to declare

this as a’primary" (command line or SMTP-session) address.

The sender addres$here may only be one of these lines.
The job creation timeThis is used to compute when to time out the job

The current message priorityhis is used to order the queudigher numbers meanwer priori-
ties. Thepriority changes as the message sits in the qu&he. initial priority depends on the
message class and the size of the message.

A message. Thilne is printed by thenailg command, and is generally used to store status-infor
mation. ltcan contain antext.

Hag bits, represented as one letter per Tag®ned "ag bits areindicating that this is a response
message ang indicating that a @rning message has been sent announcing that the mail has been
delayed. Otherag bits are8: the body contains 8bit data; a Bcc: header should be remsal, d:

the mail has RET parameters (see RFC 18%94the body of the message should not be returned

in case of an errps. the envelope has been split.

The total number of deféry attempts.
The time (as seconds since January 1, 1970) of the |lastrgelitempt.

If the df ®le is in a dierent directory than the gf ®le, then a “d' record is present, specifying the
directory in which the df ®le resides.

The i-number of the data ®le; this can be used toveegmur mail queue after a disastrous disk
crash.

A macro de®nition.The \alues of certain macros are passed through to the queue run phase.

The body type.The remainder of the line is axtestring de®ning the body typdf this ®eld is
missing, the body type is assumed to be 2unde®ned® and no special processing is atteqgbted.
values are 27BIT° and 28BITMIME®.

The original emelope id (from the ESMTP transactionffor Deliver Status Noti®cations only

As an a&ample, the follwing is a queue ®le sent to 2eric@mammoth.BedEDU® and

apostic@okefe.CS.Berleley. EDU:

This example is contsied and probably inaccurate for yourvéronment. Glancever it to get an idea; nothing can replace

looking at what yourwn system generates.
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V4

T711358135

K904446490

NO

P2100941

$_eric@localhost

${daemon_"ags}

Seric

Ceric:100:1000:sendmail@magogh.CS.Bedey.EDU

RPFD:eric@mammoth.Begkey.EDU

RPFD:bostic@okefe.CS.Berleley.EDU

H?P?Return-path: <"g>

H??Receied: by vangogh.CS.Beidey.EDU (5.108/2.7) id AAA06703;
Fri, 17 Jul 1992 00:28:55 -0700

H??Receied: from mail.CS.Ber&ley.EDU by vangogh.CS.Berdey.EDU (5.108/2.7)
id AAA06698; Fri, 17 Jul 1992 00:28:54 -0700

H??Receied: from [128.32.31.21] by mail.CS.Bealey.EDU (5.96/2.5)
id AA22777; Fri, 17 Jul 1992 03:29:14 -0400

H??Receied: by foo.babaz.de (5.57/Ultrix3.0-C)
id AA22757; Fri, 17 Jul 1992 09:31:25 GMT

H?F?From: eric@foo.bdraz.de (Eric Allman)

H?x?Full-name: Eric Allman

H??Message-id: <9207170931.AA22757 @foalizar.de>

H?7?7: sendmail@angogh.CS.Berdey.EDU

H??Subject: this is anxample message

This shaevs the person who sent the message, the submission time (in seconds since January 1, 1970), the
message prioritythe message class, the recipients, and the headers for the message.



APPENDIX C

SUMMARY OF SUPPORT FILES

This is a summary of the support ®les tketdmail creates or generateddany of these can be
changed by editing the sendmail.cf ®le; check there to ®nd the actual pathnames.

Jusr/sbin/sendmail
The binary ofendmail.

{usr/bin/neveliases
A link to /usr/sbin/sendmail; causes the alias database to bié.rdbunningthis pro-
gram is completely equalent to gving sendmail the-bi "ag.

/usr/bin/mailg  Printsa listing of the mail queueThis program is equélent to using the-bp "ag to
sendmail.

/etc/mail/sendmail.cf
The con®guration ®le, in xual form.

/etc/mail/help®le Th&MTP help ®le.

/etc/mail/statistics
A statistics ®le; need not be present.

/etc/mail/sendmail.pid
Created in daemon mode; it contains the process id of the current SMTP dd&ymon.
use this in scripts; useéhead 1" to get just the ®rst line; the second line contains the
command line used tovoke the daemon, and lateessions ofsendmail may add more
information to subsequent lines.

/etc/mail/aliases Thextual version of the alias ®le.

/etc/mail/aliases.db
The alias ®le irhash (3) format.

/etc/mail/aliases.{pag,dir}
The alias ®le imdbm(3) format.

/var/spool/mqueue
The directory in which the mail queue(s) and temporary ®les reside.

Ivar/spool/mqueue/qgf*
Control (queue) ®les for messages.

/var/spool/mqueue/df*
Data ®les.

Ivar/spool/mqueue/tf*
Temporary \ersions of the gf ®les, used during queue ®laiitdb

/var/spool/mqueue/xf*
A transcript of the current session.
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